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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT PAMMBI
YUYEBHOM MPAKTHUKH YI1.03.01
IIMu 03 «kKOHOUT'YPUPOBAHHUE, YIIPABJIEHUE 1 MOHUTOPHUHI UT-
NHOPACTPYKTYPbI»

1.1.MecTo0 y4eOHO# NMPAKTUKHU B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbl.
Pabouas mporpamma yuebnoit mpaktuku YII 03.01 sBnsieTcs 00s13aTeNbHBIM 2IEMEHTOM 00513aTeTbHON

yacTH oOpa3zoBaTesbHOM mporpammbl, paszpaboranHoit B cootBeTcTBUU ¢ PI'OC CIIO u paboueit
nporpammoii  mpodeccuonanproro moxyns IIMu 03  «KondurypupoBanue, ympaBieHue U
MoHuTOpUHT U T-HHPpacTpyKTyphl»; oOecnieunBaromeld ux peanusanuio rmo crnenuaisaocta 09.02.11
«Pa3paboTka u yrpaBieHue MporpaMMHBIM oOecrieueHneM». OHa peanusyercst Ha mpousBoacTBax UT-
UHIYCTPUHU U IPEINPUITUI-TIAPTHEPOB MOCIIE OCBOCHUS TEOPETUYECKOTO U MPAKTUUYECKOT0 MaTepuaia
MexaucHumIMHApHBIX KypcoB (MJIK.03.01 - MJIK 03.04).

1.2. Heau u 3272494 NPAKTHKHU

[IpakTuka HampaBieHa Ha (opMupoBaHHE Yy OOYYAIONMIUXCS MPAKTHYECKUX MPO(PEeCcCHOHATBHBIX
YMEHUH, TNPHOOpETeHWE TEePBUYHBIX HABBIKOB 10 OCHOBHOMY BHAY nesteinbHOocTH [IMH 03
«Konpurypuposanue, ynpasienne 1 MOHUTOpUHT UT-undpacTpyKTypsI».

Breimycknauk, cnenmansHocTH 09.02.11 «Pa3paboTka M ympaBlieHHE TPOTPAMMHBIM OOECIICUYCHUEM,
OCBauBaeT NMpoQeccruOHAIbHbIE KOMIIETEHIIUH, COOTBETCTBYIOIINE OCHOBHBIM BUAAM JIEATEIbHOCTH |
Heabro npaktiku siBisiercs: GopMupoBaHue 0a30BBIX MPAKTUYECKUX YMEHHH, MPUOOpPETEHHE MEepBUYHOIO
MMPAKTUYCCKOro OIiblTa I10 KOH(i)HprHpOBaHI/HO, YIIpaBJICHUIO, OPKECTpAalMU W MOHUTOPUHIY OJSJIEMCHTOB
COBPEMEHHBIX CEPBEPHBIX CUCTEM U 00JIAUHBIX HHAPACTPYKTYP.

OcHoBHBIE 321a4H:

N3yuenne 6a30BOTO CHCTEMHOTO aJAMHUHUCTPUPOBaHUs Linux, ceTeBoil KOHPUTYpAIIMH U CKPUTITOBOU
aBTOMAaTHU3allM1 PYTUHHBIX 3a7a4;

OcBoeHHE WHCTPYMEHTOB BEpPCHOHUPOBaHHUS Kojaa, KoHTeHHepusauuum (Docker) m moctpoenus
nokanbHbIX CI/CD koHBeliepoB cOOpKH;

[IpakTnueckoe mnpumeHenue noaxonoB «Mudpactpykrypa kak kom» (IaC), cucrem ympaBieHHUs
KOH(UTYpalMsiIMU U pa3BepThIBaHUS 00JIAUHBIX PECYPCOB;

OtpaboTka  HaBBIKOB  pa3BEPTHIBAHUS  CUCTEM  KOMIUIEKCHOTO  MOHHUTOPHHTAa  METPUK,
LEHTPATU30BaHHOTO JIOTUPOBAHUS, OMIOBEIICHUS U pearupoBaHUs HA UHUUICHTHI;

bazoBoe ocBoeHNEe HHCTPYMEHTOB OpKecTpaiuu koHTeiiHepoB (Kubernetes), yrpaBienus >xM3HEHHBIM
uukiom u DevSecOps-aynuTta 6€30MacHOCTH.

1.3. [Inanupyemble pe3yJbTaThl OCBOEHHS YUeOHOH MPAKTHKHU

Pe3ynbrarel 0cBO€HUS y4eOHOM MPAKTUKUA COOTHOCSTCS C IUIAHUPYEMBIMH pPe3yIbTaTaMU OCBOCHUS
00pa30BaTeNbHON MPOrpaMMBbl, MPEACTABICHHBIMHA B MAaTPUIIE KOMIIETEHIIUI BBITYCKHHUKA.

[lepeuenr oOmmx u mpodeccuoHambHBIX KommeTeHIUN yueOHoU mpakTuku YII 03.01 «[IMu 03
Koundurypuposanue, ynpasnenue 1 MOHUTOpUHT U T-uHGpacTpyKTyphI»:

OK 01. Bribupats crioco0b! pemieHust 3ajad npo(ecCHOHAIbHOM AEATENbHOCTH NMPUMEHUTENBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Hcmnonb30BaTh COBpEMEHHBIE CPECTBA MOKMCKA, aHAIN3a U MHTEpHpeTanuu HHPOpMalny,
MH(pOPMAIMOHHbIE TEXHOJIOTUH JUIS BBITMOJIHEHH 3a/1a4 PO (EeCCHOHATIBHOMN 1S TeTbHOCTH.

OK 03. IlnmanupoBaTh M peaNn30BBIBATH COOCTBEHHOE MpPO(EecCHOHANBHOE U JIMYHOE pPa3BUTHE,
NPEANPUHUMATENbCKYIO JIeITENbHOCTh B IpodeccuoHalbHONW cdepe, MCIOoab30BaTh 3HAHUA 10
MIPaBOBOM M (PMHAHCOBOM IPAMOTHOCTHU B PA3IMUYHBIX KU3HEHHBIX CUTYaIUsX.

OK 04. D¢ddexTnBHO B3aMOIEHCTBOBATH U Pa0OTaTh B KOJJICKTHBE U KOMAH/IE.

OK 05. OcymiecTBisiTh YCTHYI0O M HUCbMEHHYIO KOMMYHMKALMIO Ha TOCYJAapCTBEHHOM S3BIKE



Poccuiickoit @enepanuu ¢ yaeToM 0COOEHHOCTEH COLMAIIEHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06. IlposBiATh TrpakJaHCKO-NIATPUOTUYECKYIO IO3UIMIO, JEMOHCTPUPOBATh OCO3HAHHOE
IIOBEICHUE HA OCHOBE TPAJULMOHHBIX POCCUHCKUX yXOBHO-HPAaBCTBEHHBIX LEHHOCTEH, B TOM
YlClie ¢ YYETOM IapMOHM3aLUU MEKHAIMOHAIBHBIX U MEXPEJIUTHO3HBIX OTHOIIEHUMN, TPUMEHSITh
CTaHJapThl aHTUKOPPYILIUOHHOTO [TOBE/ICHUSI.

OK 07. CopnelicTBOBaTh COXpPAaHEHUIO OKPYKAIOILEH CpeIbl, PecypcocOepeKeHNI0, NPUMEHSThH
3HaHUS 00 W3MEGHEHUHM KJIMMaTa, NPUHIUIB OEpeXIMBOTO IMPOU3BOJACTBA, 3(H(HEKTUBHO
JEUCTBOBATH B UPE3BbIYANHBIX CUTYALUSX.

OK 08. Ucnonb3oBath cpeacTBa GU3NYecKOi KyAbTYpPhI JUISI COXpaHEHHS B YKPEIUICHUS 310POBbS B
nporuecce npo¢ecCHoHaNbHON AESITEILHOCTH U MOJIEPKaHNUS HEOOXOIUMOT0 YpOBHS (hr3HUecKoit
MOATOTOBJIEHHOCTH.

OK 09. ITomnb3oBaThCst mMpodeccHoHAEHONW NTOKYMEHTAIMeH Ha TOCYIapCTBEHHOM M WHOCTPaHHOM
SI3BIKAX.

[IK 3.1. BHINONHAT HEMPEPHIBHYI0 WHTETPAIMI0 UM HENpEephIBHOE pa3BepTHIBAHUE
MIPOTPaMMHOTO 00€CTIeueHHUs B MpoIecce pa3paboTKH.

1K 3.2. YrpaBnsiTe KOHQUTYpausIMA H HHPPACTPYKTYPOiA.

[IK 3.3. OcymecTBasiTh MOHUTOPHHT U JIOTUPOBAHHUE.

1K 3.4. OcymiecTBIATh ONTUMHU3AIMIO TIPOIIECCOB Pa3padOTKU U Pa3BEPTHIBAHUSL.

[1K 3.5. BeInmoaHATE COOPKY U JOCTABKY.

1K 3.6. YripaBisiTh BEepCHUSIMHU H KOJIOM.

IIK 3.7. OcymectBusaTs 6e30nacHocTh UT-uHGpacTpyKTYpHI.

B pesynbrate ocBoenus YI1.03.01 oOyuaromuiicst 10DKEH:

Koo OK, YMmethb 3HaTh Baagers HaBBLIKAMH
IIK
OK.01 Br16upath criocoOsr aKTyaJIbHBII -

peleHus 3a1a4 npoeCCUOHATBHBII "

npoheccHoOHABLHOM COLIMAIBHBIA KOHTEKCT, B

JeSATEIbHOCTH KOTOPOM TIPUXOUTCS

MPUMEHUTEIHHO K paboTath u KHTB;

pa3IMYHBIM KOHTEKCTaM OCHOBHBIE WUCTOYHUKH

UHPOpPMALIUU U PECYPCHI
JUIE  pelIeHus 3aaad U
npobiem B
poeCCUOHAIIBHOM H/WIIH
COIIMAIIBHOM KOHTEKCTE;
QJIITOPUTMBI BBITIOJTHEHUS
pabot B
npodeccuoHanbHOM U
CMEKHBIX 00JIaCTSX;
METOIbI paOOTHI B
npodeccuoHanbHOM 1
CMEXKHBIX chepax;
CTPYKTYpY ILIaHA JUIs
pelIeHus 3a/1a4; MOPSAI0K
OIICHKH PE3yJIbTaTOB




pelieHus 3aaa4

npodeccnoHanbHO M
JeSATEIbHOCTH
OK.02 Hcnonw3oBarh HOMEHKJIaTypa
COBpPEMEHHBIE CPEJICTBA UH(POPMAITMOHHBIX
MOVCKA, aHAJIN3a U UCTOYHUKOB,
WHTEpPIpPETAINN IPUMCHSICMBIX B
nHpOpMAIIIH, U npoeccuoHaITbHON
WH(POPMAIMOHHBIE NS TEIbHOCTH; TPUEMBI
TEXHOJIOTUH IS CTPYKTYPHUPOBAHUS
BBIMNOJIHEHUS 3a7a4 uHpopmaruu; hpopmar
npodeccuoHanIbHOM opopMIIeHHUsI PE3YIbTATOB
JEeATEITbHOCTH noucka MHPOpPMaIuy,
COBpPEMEHHBIE CPEJICTBA U
YCTpOMCTBA
nH(popmMaTHU3alny;
MTOPSIIOK UX TPUMECHCHHUS
Y TIPOTPaMMHOE
obecrieyeHue B
npohecCuoHATBHON
NEeSITEIbHOCTH B TOM
YHClIe C UCTIOIb30BaHUEM
U (ppPOBBIX CPEACTB
OK.03 [lnanupoBath 1 CoZep>KaHUE aKTyalbHOMU
pealin30BbIBATh HOPMaTUBHO-TIPABOBOM
coOCTBEHHOE JIOKYMEHTAI1H;
npodeccuoHalbHOE U COBPEMEHHAsl Hay4YHasl U
JUYHOCTHOE pa3BUTHE, npodeccuonanpHas
MpeaNPUHUMATEIBCKYIO TEPMHUHOJIOTHS;
NesITeNILHOCTD B BO3MOKHbIE TPACKTOPUU
npodeccuoHaIbHON npodeccuoHanbsHOTo
cdepe, UCIOIL30BATH pa3BUTHUA U
3HAHMUS 10 TPABOBOM U camoo0pa3oBaHus;
(MHAHCOBOW TPAMOTHOCTH | OCHOBBI
B Pa3JIMYHBIX )KU3HEHHBIX | MPEANPUHUMATEIIbCKON
CUTYaIUIX JeSITeTbHOCTH; OCHOBBI
(buHaHCOBOM
IPaMOTHOCTH; TIpaBUiIa
pa3paboTku ObusHec-
IUIaHOB; MOPSJIOK
BBICTpauBaHUs
IpEe3eHTAINN; KPeTUTHbIE
0aHKOBCKHE MPOJIYKTHI
OK.04 DddexTuBHO MICUXOJIOTHYECKUE OCHOBBI

B3aHMO/JICHCTBOBATh U
pa6OTaTL B KOJIJICKTUBE U

ACATCIIbHOCTH
KOJIJICKTHUBA,




KOMaHJIC

MICUXOJIOTHYECKUE
0COOEHHOCTHU JTUYHOCTH;
OCHOBBI ITIPOEKTHOM

JeATEIbHOCTH
OK.05 OcyIecTBIISATh YCTHYIO U | OCOOEHHOCTH
MUCHbMEHHYIO COLIMAIIBHOTO U
KOMMYHHUKAIIHIO HA KyJbTYPHOTO KOHTEKCTA;
TOCYJapCTBEHHOM S3bIKE | TIpaBUiIa OPOPMIICHHS
Poccniickoit denepanuu ¢ | JOKYMEHTOB H
y4eToM 0COOEHHOCTEH MOCTPOEHHUS YCTHBIX
COLIMAJIBHOTO U coo01eHuni
KyJIBTYPHOTO KOHTEKCTa
OK.06 [IposIBISTh TpaXAaHCKO- | CYLIHOCTb I'pa’kJaHCKO-
MaTPUOTUIECKYIO NaTPUOTUIECKOM
MO3UIIHIO, MIO3HIINH,
JIEMOHCTPUPOBATH 00IIeYeIOBeUECKIX
OCO3HAHHOE MOBE/ICHUE HA | IICHHOCTEH; 3HAYNMOCTh
OCHOBE TPaTUIIHOHHBIX npodeccHoHaTFHON
POCCUHCKHUX JTyXOBHO- NeSTEeITBHOCTH TIO
HPABCTBEHHBIX [IEHHOCTEMH, | CTIEIUAIBHOCTH;
B TOM YHUCJIE C YYETOM CTaHapThI
rapMOHU3ALUU AHTUKOPPYINIIUOHHOTO
MEXHAIMOHAJIbHBIX U MOBE/ICHUS U TIOCTIEICTBUS
MEXPETUTHO3HBIX €ro HapylIeHus
OTHOIIIEHU, TPUMEHSITh
CTaHJIapPThI
AHTUKOPPYIIIUOHHOTO
MOBEACHUS
OK.07 CoeiicTBOBATE MpaBuUIa SKOJIOTUYECKOMN
COXPaHEHHUIO 0€30MacHOCTH MPU
OKpY’KaIoIlel Cpebl, BEJICHUU
pecypcocOepexeHuIo, npodeccuoHanbHOI
MIPUMEHSTH 3HAHUS 00 NEeSITeNIbHOCTH; OCHOBHBIE
W3MEHEHHH KIIMMaTa, pecypcehl,
MPUHIIUIIBI OEPEKIUBOTO | 3a/IeHCTBOBAHHBIC B
MIPOU3BO/ICTBA, npogeccuoHaIbHON
3pPEeKTUBHO ASHCTBOBATh | AEATEIBHOCTH; IYTH
B Ype3BbIUaiHBIX obecrieueHHs
CUTYalUsAX pecypcocOepexeHus;
HNPUHIUIBI OEPEXKINBOTO
IPOM3BOJICTBA; OCHOBHBIE
HarpaBJIeHUs] U3MEHEHUS
KJIMMaTHYECKUX YCIOBHM
peruona
OK.08 Hcnonp3oBate cpeacTsa poJIb PU3NUECKO




(bU3NIECKOH KYITbTYpHI
JUISL COXPaHCHUS U
YKPEILJICHUS 3710POBbsI B
nporecce
npodeccHoHATBHO N
JEATSILHOCTH U
MOJUICPKAHUS
HEO0XOIMMOTO YPOBHS
buznueckoit
MOJI'OTOBJICHHOCTH

KyJIbTYpBI B
OOIIEKYIIbTYPHOM,
npodeccuoHaTEHOM U
COLIMAIILHOM Pa3BUTHH
9eJI0BEKa; OCHOBBI
3I0pOBOTO 00pa3a KU3HH;
yCIIOBUS
npodeccrnoHaIbHO M
JeATSIILHOCTH U 30HbI
pucka (pu3n4ecKoro
30POBBS ISt
CIIEIUATbHOCTH; CPEICTBA
npo(UIaKTUKH
HIepeHANPSKCHUS

OK.09

[Tosp30BaThCs
npohecCuoHATBHOU
JIOKYMEHTalMen Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3bIKax

IpaBHJIa IOCTPOCHUS
MIPOCTHIX U CJIOKHBIX
MPEUIOKEHNN Ha
npohecCuoHaTbHBIE TEMBI;
OCHOBHEBIE
001eynoTpeOuTeIbHBIC
riarossl (ObITOBAs U
npodeccuoHaIbHAs
JIEKCHKA); JICKCHYIECKUH
MUHUMYM, OTHOCSIIIMICS K
OTIMCAHHUIO MPEAMETOB,
CPEICTB U MPOIIECCOB
poeCCHOHAITBHOU
NeSITeNIbHOCTH;
0COOCHHOCTH
IIPOU3HOIICHHUS; TpaBUiIa
YTEHHSI TEKCTOB
npodeccuoHanbHOI
HAIPaBIEHHOCTH

IIK 3.1.

— pa3pabaTbIBaTh U
HacTpauBaTh MANTIIAHHBI
JUISl HETIPEPBIBHOM
HWHTETPALMU U
HENPEPBIBHOM 10CTABKY;
— C€O31aBaThb CKPUIITHI
aBTOMAaTH3aLUN JJIs
TECTUPOBAHUS U
pa3BepThIBaHUsA
MIPUIIOKEHUN;

— YNOpaBIATH U
MOHHUTOPHUTH
ABTOMAaTU3UPOBAHHBIMU

— TIPUHIUIIBI ¥ IPAKTUKH
HEIPEPHIBHOM MHTETPAIIUU
U HETMPEPBIBHOM JI0CTABKU;
— OCHOBBI HHCTPYMEHTOB
aBTOMATH3AIlMH U UX
UHTETpaliy;

— pa3Iu4yHbIe
UHCTPYMEHTHI U
TEXHOJIOTHH JIJIs
aBroMaruzanuu CI/CD
MPOIECCOB, TAKUX KaK
Jenkins, GitLab CI, Travis
CI, Docker, Kubernetes u

— CO3/IaHUs U HACTPOUKHU
COOpPOYHBIX U
pa3BepPTHIBAIOIINX
nainnaitos (pipelines);
— aBTOMAaTHU3alUU
TECTUPOBaHUs, COOPKH U
JIOCTABKU MPUIIOKEHHIA;
— HCMOJBH30BaHUS
WHCTPYMEHTOB IS
asromatu3aiuu CI/CD
(nammpumep, Jenkins,
WoodPecker CI, Travis
Cl, GitLab CI/CD);




MpoIieccamus;
— CIIOCOOHOCTD
pa3pabarbeiBaTh U
HactpauBatb CI/CD
MalmIanHbl C
HCIIOJIb30BaHUEM
Pa3IUYHBIX HHCTPYMECHTOB
Y TEXHOJIOTHI, TAKUX KaK
Jenkins, GitLab CI, Travis
CI u npyrue;

— yYMEHHE HaCTpanBaTh
CUCTEMBI KOHTPOJIS
Bepcuil 171 3P PeKTUBHOM
paboThl HaJ| MPOEKTAMHU B
KOMaH/ie;

3HaHWE METOH0JI0THI
pa3paboTku
MIPOTrPAMMHOTO
oOecreyeHHns, TaKUX Kak
Agile u DevOps, u
yYMEHHE MPUMEHSTh UX B
MpaKTHKE.

Apyrue;

— npuniunel Continuous
Integration u Continuous
Deployment u ymenue
NPUMEHSTH UX JUIS
TIOBBIIIICHUS

3¢ (HEKTUBHOCTH U
KavyecTBa pa3paboTKu BeO-
IIPUIIOKEHUH;

— OCHOBHBIE TPUHITUITBI K
NPaKTUKN TECTUPOBAHHS
IPOTPaMMHOTO
oOecIreyeHHus, BKIIOYast
IOHUT-TECTHPOBAHUE,
(GyHKIIMOHAIBHOE
TECTUPOBAHUE U
ABTOMAaTH3UPOBAHHOE
TECTHPOBAHUE;

MIPUHIIUIBI PabOTHI €
cHCTeMaM# KOHTPOJIS
Bepcui, Takux kak Git, u
yYMEHHE IPUMEHSATh UX IS
OpraHHU3aluH
KoJutaboparuu u
BEPCHOHHPOBAHUS KOJIA.

— HCIOJb30BaHUS
KOHTEHHEPOB (HaIrpumep,
Docker) st u30simum
ATAIOB BHIIOJHEHUS
pipelines;

— pa3paboTKu U
Hactpoiiku CI/CD
MaUTUIAHOB JUIst
aBTOMaTHUYECKOMN COOpPKH,
TECTUPOBAHUS U
pa3BepThIBaHUS BEO-
MIPUIIOKEHNH;

— HCIMOJIb30BaHUS
UHCTPYMEHTOB IS
ABTOMAaTHYECKOT 0
TECTUPOBAHUSA KOJa;

— pa3paboTKu 1
HaCTPOMKHU CUCTEM
KOHTPOJISI BEPCHI, TAKUX
kak Git, U1t ynpaBiaeHUs
HCXOJHBIM KOJOM U
BEPCHUOHUPOBAHUS
MPUJIOKEHU;

— HACTpOWKH
UH(PPACTPYKTYPHI 1151
pa3BepThIBaHUA BEO-
MPUIOKEHUH, BKIIIOYAs
cepBepa MPUIIOKEHUH,
0a3bl JaHHBIX U JPYyrue
HE00X0IUMBIE
KOMITOHEHTHI;
HaIUCaHUs
ABTOMAaTHYECKUX TECTOB
JUISL IPOBEPKH
paboTOCIIOCOOHOCTH U
KayecTBa KoJia BeO-
MIPUIIOKEHUN

IIK 3.2.

— CO03/1aBaTh M U3MEHSTh
KOH(UTyparnuio
UHPACTPYKTYPHI uepes
KO,

— YIpPaBIATH U OOHOBIISTH
HHPACTPYKTYPY
aBTOMAaTUYECKH;

— obecre4nBaTh
COTJIACOBAaHHOCTh U

— npuHuunsl [aC u
Meronosoruu DevOps;

— OCHOBBI HHCTPYMEHTOB
JUTSL yIIpaBIIE€HUS
KOH(MUTYpALUSIMH U UX
CpaBHEHUE

3HaHUE Pa3IUYHBIX
UHCTPYMEHTOB U
TEXHOJOTUH I

— HACTPOWKH U
yIpaBJIEHUS
KOH(UTrypauuen
UHPACTPYKTYpHI yepes
kon (Infrastructure as
Code - 1aC);

— HCIOJIb30BaHHUS
UHCTPYMEHTOB IS
aBTOMaTH3aI1U




HA/IKHOCTh
UHPPACTPYKTYPHI;

— cHocoOHOCTh
paspabarbeiBaTh U
HACTpauBaTh
KOH(UTypamoHHbIE
(baiisel U pa3InIHbIX
KOMIIOHEHTOB B€0-
TIPUJIOKEHHIA;

— aBTOMAaTHU3HPOBATH
MIPOIIECCHI pa3BEPTHIBAHUS
1 KOH(UTypauuu
UH(QPaCTPYKTYpHI €
WCTIOJIb30BAHUEM
WHCTPYMEHTOB
yIIpaBJICHUS
KOH(urypanueii;

YMEHHE UCII0Ib30BaTh
CHCTEMBI KOHTPOJIS
BEPCUH JUIs YIIPaBJIEHUS U
BEPCUOHUPOBAHUS
KOH(UTYpAITHOHHBIX
(haiinoB u

HHPPACTPYKTYPHI

yIIpaBJICHUS
KOH(pHTrypanuuei u
pa3BepThIBaHUSA
UHPPACTPYKTYPHI;

— OCHOBHBIE IPUHIUITBI 1
NPaKTUKU yIPABICHUS
KOH(}pHTypanuei u
UHPPACTPYKTYpPOH;
pa3IMYHbIe KOMIIOHEHTHI
UH(PACTPYKTYpHI BEO-
MPUIIOKEHUN U HX
KOH(HUTypanuu, TAKHX KaK
CepBEpbI MPUIIOKEHUH,
0a3nl JaHHBIX, KU U

JpyTHe.

KOH(HUTypanuu
(marmpumep, Terraform,
Ansible, Puppet);

— CO3/aHus U
MOJIICP)KaHUS CLIEHApUEB
yIIpaBJICHUS
KOH(UTYpaLUsIMU;

— pa3paboTKu 1
HACTPOUKHU
KOH(UTypallMOHHBIX
¢ailnoB i pa3IMuHbIX
KOMIIOHEHTOB Be0-
IIPUIIOKEHNN, TAKUX KaK
CepBeEpbI MPUITOKEHU,
0a3bl JaHHBIX U JpYyrue
CEpPBUCHI;

— aBTOMAaTH3alNU
nporiecca pa3BepTHIBAHHS
U KOHUTypauuu
UH(PaCTPYKTYpPHI C
UCIIOJIb30BaHUEM
MHCTPYMEHTOB, TAKUX KaK
Ansible, Terraform,
Puppet niu Chef;
yIpaBJIEHUS BEPCUAMU
KOH(UTypallMOHHbIX
GbaiinoB u
UHPPACTPYKTYPHI €
UCIOJIb30BAHUEM CUCTEM
KOHTPOJISI BEPCH, TaKUX
kak Qit.

IIK 3.3.

— yCTaHaBJIHMBATh U
HACTPauBaTh CUCTEMBI
MOHHUTOPHUHTA U
JIOTUPOBAHUS;

— MOHUTOPHTH U
aHaJM3UpOBaTh paboTy
MIPUJIOKEHUN U
UH(PaACTPYKTYPHI;

— OTJIaBJIUBATh
pearupoBaTh Ha
poOIeMBbI U COOBITHUS;

— CIIOCOOHOCTb
HaCTPOUTH CHCTEMBI
MOHUTOPHHTA 751 cOopa
METpUK 0 paboTe BeO-

— IPUHLMIBI U
METOI0JIOTUU
MOHMTOPHHIA U
JIOTUPOBAHUS;

— TEXHOJIOruu coopa,
XpaHEHMs U aHaJIu3a
JIOTOB;

— pasiIuyYHbIC
UHCTPYMEHTHI U
TEXHOJIOTUH IS
MOHUTOPHHTA U
JIOTUpPOBaHUs BeO-
IIPUIIOKEHUN;

— OCHOBHBIE METPUKHU U
IIOKa3aTeNIx

— YCTaHOBKH U
HACTPOWKH CUCTEMBI
MOHHUTOPHHIA U
JIOTUPOBAHUS;

— MOHHUTOpPHHIA U
aHanmm3a paboThl
MIPUJIOKEHUHN U
UHPPACTPYKTYPHI;

— OTJIOBAa U PearMpoBaHUS
Ha NMpo0JIeMBbl U COOBITHS;
— HAaCTpOIKH cucTeMm
MOHHUTOPHHTA JUIst cOopa
METpHK 0 paboTe BeO-
NPUIIOKEHUH, TAKUX KaK
UCIOJIb30BAHUE PECYPCOB,




IIPUIIOKEHUN;

— aHaJIM3MpOBATH
coOpaHHbIE METPUKH U
JIOTH ISl BBISBJICHUSA
po0JIeM U ONITUMHU3AIAH
MIPOU3BOIUTEIBHOCTH BEO-
MIPUIIOKEHUN;

yMEHHUE HACTPauBaTh
CHCTEMBI JIOTUPOBAHUS
Uit cOopa U aHaim3a
JIOTOB NPUJIOKEHUN 1

POM3BOIUTENLHOCTH BEO-
NPUII0KEHUH, U CIIOCOOBI
uX cOopa M aHanu3a;
METO/IbI ONITUMHU3AIMN 1
YAYYILICHUS
IPOM3BOIUTENLHOCTH BEO-
IIPUJIOKEHNUN HAa OCHOBE
aHaJIM3a cOOpaHHBIX
METPHK U JIOTOB.

BpeMs OTKJIMKA U
KOJIMYECTBO 3alpOCOB;

— HaCTPOMKHU CUCTEM
JIOTHUPOBaHUs st coopa u
aHaJIu3a JIOTOB
IIPUJIOKEHUHN U
UH(QPaCTPYKTYpBHI;
aHayM3a cOOpaHHBIX
METPUK U JIOTOB JIJIst
BBISIBJICHUSI TIPOOJIEM U
ONTUMM3ALNH

MH(PaCTPYKTYPBHI. IIPOU3BOIUTEIILHOCTH BEO-
MIPUIIOKEHHNN.

[IK 3.4. | — onTUMM3HpPOBATh — npuHuunsl DevOps- — aHanu3a u
poLeccsl pa3paboTKHy, KYJIbTYpPbI U IPAKTUKU ONTUMM3AIINH MTPOLIECCOB
TECTUPOBAHUS U HEMPEPHIBHOTO pa3paboTKu u
pa3BepThIBaHUS; yIy4LICHUS; pa3BEPTHIBAHHUS;
— WAEHTU(ULIHPOBATH U — METOJIOJIOTHUIO U — BHEApEHUs uTepauuii u
YCTpaHATh y3KUE MecTa U | ppelMBOPKHU AJist yiyuieranii B DevOps-
po0IeMbl IPOIECCOB; yIpaBIeHUS MIPOLIECCHI;
— BHEJPSATb UBMEHEHUS U | U3MEHEHUSIMU; — yHOpaBJeHUs
CIIEIUTB 32 UX — pasnauuHbIE U3MEHEHUSAMU U
3pPEKTUBHOCTBIO; METOJIOJIOTUHU M MPAKTUKH | BEPCHOHUPOBAHUS KOJA U
— CIIOCOOHOCTH YIIYYIICHHS TIPOILIECCOB UH(PPACTPYKTYPHI;
UJIEHTU(DUITIPOBATH pa3paboTKu; — UICHTU(UKAIIUU y3KUX
Ipo0OJIeMBbl M y3KHE MECTa | — OCHOBHBIE IPUHLMIIBI U | MECT U PO0JIeM B
B IIpolieccax pa3pabOTKU U | HHCTPYMEHTHI JUIs npoleccax pa3paboTkH,
pa3BepThIBaHUs BEO- aBTOMaTH3alUU cOOpPKH, TECTUPOBAHUS U
HPUIIOKEHUH; IPOILIECCOB pa3pabOTKU U | pa3BepThIBaHUS BEO-
— ONTHUMM3HUPOBATH U pa3BepTbhIBaHUs BEO- HPUII0KEHUH;
yIy4IlaTh MPOLECCHI HPUI0KEHUH; — BHEJPEHUs yIy4llIeHui
pa3paboTKu u 3HaHUE OCHOBHBIX U ONTUMM3ALUH B
pa3BepTbIBaHUs BEO- IPUHIUIIOB U METOJIOB npolecchl pa3paboTKU U
HPUIIOKEHUH; ONTUMU3ALMH IPOLIECCOB | pa3BepThIBaHUs BeO-
yMeHue pa3paboTKu U HPUII0KEHUH;
aBTOMAaTH3UPOBATh pa3BepThIBaHUS BEO- aBTOMATH3aLMU PYTUHHBIX
PYTHHHBIE 3a/1a44 U IIPUJIOKEHNUM. 3aJa4 U MPOLECCOB C
IIPOLIECCHI C HCII0JIb30BAHNEM
HCII0JIb30BAHUEM UHCTPYMEHTOB U
UHCTPYMEHTOB U TEXHOJIOTUH, TaKUX KaK
TEXHOJIOTUH. ckpuntsl, CI/CD

MaWIIIaiHbL U IpYyrue.
I[IK 3.5. | — co3naBaTh H — OCHOBBI CHCTEM COOPKH | — CO3JaHMs U HACTPOIKHU

IO ICPKUBATH IIPOLECCHI
cOOpPKH U pa3BepTHIBAHUS
MIPUIIOKEHUN;

N 1OCTAaBKU,
— HPUHIOUIIBL
HerCpBIBHOﬁ IIOCTaBKH

cucTeM COOpKH
NPUJIOKEHUH (Hampumep,
Jenkins, Travis Cl);




— obecreunBaTh
0€3011acHOCTb U
HAJIe)KHOCTh
pa3BepThIBaHUS
MIPUIIOKEHUN;

— YNOPaBJISTh BEPCUSIMHU U
BBITTYCKAMH TIPUIIOKCHHIA,
— HacTpauBaTh U
yIPaBJIATh IPOLECCOM
COOPKH M TOCTaBKH
MIPUJIOKEHUH Ha
pa3IuyYHbIE Cpebl;

— aBTOMAaTHU3UPOBATh
MPOIIECCHl COOPKHU U
JOCTaBKH MPUJIOKEHUN €
HCII0JIb30BaHUEM
nnctpymertoB CI/CD;
pa3pabaThIBaTh CKPUIITHI U
KOH(UTypallMOHHBIE
(baimer s
ABTOMAaTUYECKOU COOPKH H
JIOCTAaBKHU MPUITOKEHUH.

(Continuous Delivery) u
pa3BepTHIBaHUS
(Continuous Deployment);
— pasJInyHble
WHCTPYMEHTHI U
TEXHOJIOTUH [T COOPKH U
JIOCTaBKH MPUJIOKECHHM,
takux kak Jenkins, GitLab
CI/CD, Travis Cl u
ApYrue,

— OCHOBHBIE MPUHIIUIIBI U
npaktuku CI/CD s

s dexTrBHOM COOPKHU U
JIOCTAaBKH MPUIIOKEHUI;
pa3IuYHbIE Cpebl
pa3BepTHIBAHMS
MIPUJIOKEHUMN, TAKHE KaK
TECTOBAsI, MPEANPOIAKITH
Y TIPOJIAKIITH, U
0COOEHHOCTEH HX
KOH(pUTYpaIuu 1
HaCTPOWKH.

— aBTOMAaTu3aluu
pa3BepTHIBAHUS
MPUJIOKEHUN B PA3IMYHBIX
OKPYKEHUSX;

— yIpaBlIEHUS BEPCUSIMU
U pEeJIU3aMU ITPHIIOKEHUM;
— HACTPOWKH U
YIPABJICHUS TTPOLIECCOM
COOpKH M IOCTaBKH
MPUJIOKEHUN HA
pa3UYHBIE CPEIbl, TAKHUE
KaK TeCTOBasl,
MPEANPOJAKITH U
MIPO/IAKIITH;

— aBTOMAaTH3aIuu
mpoiiecca COOpKHU 1
JIOCTaBKH MPUIIOKEHUM C
HCIIOJIh30BaHUEM
WHCTPYMEHTOB;
pa3pabOTKH CKPHUIITOB U
KOH(PUTYPAITMOHHBIX
dbaiinoB s
aBTOMAaTUYECKOU COOPKHU 1
JIOCTaBKU MPUIIOAKEHUMN.

IIK 3.6.

— 3¢ deKTUBHO
WCIO0JIb30BAaTh CUCTEMBI
KOHTPOJISI BEpCUU st
yIpaBJICHUS KOJOM;

— paboTathb C BETKaMU U
BBITIOJIHATH CIUSHUA KOJIA,
— pa3peuiaTb KOH(PIUKTHI
1 OTCIIEKHUBATh UCTOPHUIO
U3MEHEHUH;

— 3¢ deKTUBHO
WCIOJIb30BATh CUCTEMBI
KOHTPOJISI BEpCUH st
yIpaBICHUS U
OTCIIeKUBAHUS U3MEHEHH
B KOJIe MPUJIOKECHHI;

— paboTarts c Git,
BKJIIOUAsi CO3JJaHHE BETOK,
CIIUSIHUE U3MEHEHUU U
paszpelieHrne KOHQIUKTOB;
HACTpauBaTh

UHPPACTPYKTYPY VIS
XpaHEHUs U YIpaBJICHUS

— ocHOBHI Git 1 Ipyrux
CHCTEM KOHTPOJISI BEPCHIA;
— METO/IOJIOTHIO
BETBJICHUS  MOJIEIIN
pa3paboTKu ¢
ucrosb3oBanueM Git;

— OCHOBHBIC ITPUHITUITBI
paboThI C cUCTEeMaMu
KOHTPOJISI BEPCHI, TAKKX
kak Git;

— pa3iIuyYHBIC BETBU
pa3paboOTKU U CTpaTerui
cnusiaus u3MeHeHuit B Git;
UHCTPYMEHTHI U MPAKTUKH
s 3P PeKTUBHON pabOTHI
¢ Git, Takux kak GitHub,
GitLab u Bitbucket.

— HCHOJb30BaHUS CUCTEM
KOHTPOJI BEPCUH
(manpumep, Git);

— paboThI C
PENO3UTOPHUSIMH KOJIa U
BETKaMHU pa3paboTKu;

— paspenieHus
KOH(JIMKTOB U
00BbeIMHEHUSI KOJIA;

— HCMOJb30BaHUS CUCTEM
KOHTPOJISI BEPCUH, TAKHX
kak Git, [u1st ynmpaBieHus: 1
OTCJIC)KUBAHUS U3MEHEHHH
B KOJI€ IPUJIOKEHUH;

— pa3paboTKu U
HOJIEP>KKH MTPOLIECCOB
paboTsl ¢ Git, BKITrOUast
CO3/1aHUE BETOK, CIMSHUE
U3MEHEHMI U yIpaBlieHue
KOH(QJIMKTaMU;

HAaCTpoOKa

UHPPACTPYKTYPBI JUIS




KOJIOM IIPHJIOKEHUM C
HCIIOJIb30BaHUEM
penosutopues Git.

XpaHEHUsI U YIIPaBICHUS
KOJIOM MPHJIOKEHHM C
HCII0JIb30BAHUEM
penozutopues Git.

IIK 3.7.

— o0ecrneunBarh
0€30MaCHOCTH BO BCEX

stanax DevOps-nporiecca;

— BBIABJIATH U YCTPAHATH
YSI3BUMOCTH U
ITOTEHIAJIbHBIE YTPO3bI;
— pearupoBathb Ha
VHIMJICHTHI U IPOBOJAUTH

— OCHOBBI 0€30T1aCHOCTH
IIPWIOKEHUHN U
UHPPACTPYKTYPHI;

— METO/Ibl aHaJIU3a Ha
YSI3BUMOCTH U
MOHHTOPHHTA
0e30I1aCHOCTH;

— OCHOBHBIC ITPUHITHAITHI U

paccie10BaHus; METO/1bl 00ecTIeYeHUs

— aHaJU3UpOBaATh 6e3omnacuoctu UT-
YSI3BUMOCTH U PUCKH B UH(QPACTPYKTYpHI U BeO-
UT-undpacrpykrype u MIPUJIOKEHNN;

BEO-TIPUIIOKEHUSX;

— pa3pabarbIiBaTh U
peaIn30BBIBATH MEPHI
0€30MacHOCTH ISt

— Ppa3IHyYHBIC YA3BUMOCTH
U yrpo3bl O€30MacHOCTH, a
TaK)Ke CIOCcoObI NX
MPEeIOTBPAIICHHS U

3amutel UT- 0OHApYKCHHUS;
HH(PPaCTPYKTYpHI U BEO- WHCTPYMEHTHI U
TIPHUIIOKECHHN; TEXHOJIOTUH IS
MOHHUTOPHUTH U obecrieueHHs
00HapyKHUBaTh 6e3omacuoctu UT-
WHIIAJICHTHI uH(DpacTPyKTYyphI U BEO-

6e3OHaCHOCTI/I, a TaKXKeE
p€arupoBaTb Ha HUX

MPWIOKEHUHN, TAKMX KaK
OpaHaAMay’pbl, CHCTEMBI
0OHapyXeHHs BTOPXKEHUN
U aHTUBHUPYCHBIE
POrPaMMBI.

— BHEAPEHUS U
HaCTpPOMKU Mep
6e3omacHoct B DevOps-
MPOIIECCHI;

— ayauTau
CKaHWPOBaHHS HA
VSI3BEMOCTH KOJIa ¥
MH(QPaCTPYKTYPBHI;

— MOHHTOPUWHTA U
pearupoBaHHs Ha
WHITUICHTHI
0€30ITacHOCTH;

— aHAJIN3 ySI3BUMOCTEN 1
puckos B UT-
uH(ppacTpyKType U BeO-
TIPHITOKCHHUSIX;

— pa3paboTKu 1
peanuzanuu Mep
0€30I1aCHOCTH IS
sanutel UT-
UH(ppaCTPyKTYpHI U BEO-
MPWIOKEHUHN OT yrpos;
MOHHUTOPHHT U
0OHapyXEeHHE
MHIUJCHTOB
0€301acHOCTH, a TaKXKe
pearupoBaHHe Ha HUX.

2.CTPYKTYPA M COAEP)KAHUE YYEFHOM MPAKTUKHA

Buawbi pador KoauvecTBo | @opmupoBaHue yMeHHUid, ®opmupyembie
BpeMeHH NPAKTHYECKOI 0 KOMIIeTeHIIUH
(uyac/uen) onbiTa/Conep:xanue
BBINOJIHSIEMBIX padoT
AIMMHHCTPHPOBaHHE, 36
KOH(pUIypHpOBaHUE U
aBTroMarm3anusa Linux:
VYcraHoBka, 6a3oBas 18 DOoKyCcUpPOBaHHOE U3yYEHUE IIK 3.2
HacTpoMKa u KOHCOJIBHOTO OK 01, OK 02
KOH(UTypanus ceTeBoro MHCTpYMEHTapHs,
uHTepdeiica Linux- MHTEPAKTUBHBIX MEHEDKEPOB
CHCTEM. U TEPMHHAIbHBIX
MyJbTUIIIIEKCOPOB (TmuX,




Midnight Commander).
YcranoBka u 6a3oBas
IIEpBOHAYAJIbHASL HACTPOMKA
cepsepuoit OC Ubuntu Server
B M30JIMPOBAHHOM
BUPTYaJIbHOW MallIWHE.
I'enepanus kiro4eBbIX nap
SSH, nacrpolika 6e30nacHOro
0ecrapoJIbHOTO JI0CTyNa K
y3naMm. KondurypupoBanue
apaMeTpPOB CETEBbIX
uHTep(elcoB, CTaTHYECKON
anpecauuu [P u
MapLIpyTH3alUU CPEICTBAMHU
noacuctemsr Netplan.

Pa3paboTtka ckpunton 18 Cosznanue otkazoycroiuusbix | [1K 3.1, TIK 3.4
aBTOMAaTH3allHH, aBTOMAaTHYECKUX bash- OK 02, OK 07
yrpaBlieHHE CKPHIITOB JUTSI BBITIOJTHEHUS
TUTAaHUPOBIIMKOM 33]a4 U PE3EPBHOTO KOTMPOBAHUS
poTarueid CHCTEMHBIX KPUTHYECKH BAYKHBIX
JIOTOB. nupektopuil. UaTerpamus
3aJa4 aBTOMaTHYECKOTO
oOHoBnenus naketos OC u
3armycka 09KaroB 1o
paclyrCcCaHuIO B CUCTEMHBIN
IUTAHUPOBINKK Crontab.
Hanucanue cioyxeOHbIX
CKPHUITOB OYHCTKH U
00paboTku oros. Hactpoiika
U KOHGUTypalus yTUIUTHI
logrotate mst opranu3zaryu
ABTOMATHYECKOHN pOTAIHH,
CKaTHsl U yIaIeHUs
yCTapeBIINX )KYPHATIOB
COOBITHIA.
BepcuonupoBanue kona, | 36
KOHTelHepu3auus 1
JokanbHblil CI/CD:
Hcnonb3oBanue 12 Pabora c pacnipeneneHHON IIK 3.6
pacIpeneeHHbIX CUCTEM CHUCTEMOU KOHTPOJI BEPCUU OK 02, OK 09

KOHTpOJISl BEPCUH,
yIIpaBJIEHUE BETBJICHUEM U
CIIUSIHUEM.

Git B kOMaHIHOH CTpOKE.
Brinonnenue onepanumii
WHUIHATH3AINHN JIOKATBHBIX
penozutopues (iNit),
(buKcanuyu U3MEHEHUI
(commit), kIoHHpPOBaHUS




(clone), otmipasku (push) u
noayuenus (pull) nanHbIx U3
YIAJICHHBIX XPaHUIMILL.
[IpakTrueckoe ocBoeHue
METO/IOJIOTHUI BETBIICHHUS:
CO3/IaHNE N30JMPOBAHHBIX
BETOK, ITPOBEJCHUE CIUSIHUN
(merge, rebase), pyunoe
pa3peleHrne BO3HUKAIOMNX
KOH(JIMKTOB U OTCIIEKUBAHHUE
HUCTOPHUH U3MEHEHHUM.

Coopka
KOHTEMHEPHU3UPOBAHHBIX
00pa30B, KOHQUrypaus
MUKPOCEPBHUCHBIX
MPUJIOKEHUN U JIOCTABKa B
pEECTPBL.

12

Hanucanue daitnos
unctpykuuii Dockerfile,
nomaronasi COOpka KaCTOMHBIX
docker-o6pa3oB ¢ BeO-
cepBepom Nginx.
Kondurypupoanue
MHOTOKOHTEMHEPHBIX
MHUKPOCEPBUCHBIX
IIPUJIOKEHNH CpPEeICTBaMU
docker-compose ¢ uzossiiueit
BHYTPEHHHX MOJICETEMH,
MOJIKJIFOYEHUEM BHEIIHUX
MOCTOSIHHBIX TOMOB XpPaHEHHUS
(volumes) u unTerparueii.
env-¢aiaoB rnepeMeHHbIX
oKkpyxeHus. Pa3BepTeiBaHue
KOHTEHHEPU3UPOBAHHBIX
CVYB]] (PostgreSQL) ¢
opraHu3anuei 10cTymna u3
rpaduuecKux KIMEHTOB
(pgAdmin). Beimonnenue
ayTeHTU(UKAIUU U 3arPy3KU
(push) cobpanHbIX 00pa3oB B
nyOJIUYHBIE U IPUBATHBIC
peectpsl (Docker Hub).

IIK 3.1, TIK 3.5
OK 01, OK 02

ITocTpoenue c60pOUHBIX
MaNIIaiHOB,
pa3BepThIBaHUE CEPBEPOB
aBTOMAaTHU3alH U
MHTETpaLus BeOXyKOB.

12

IIpomsllIneHHOE
pa3BOpayMBaHKE M HACTPOIKa
cepBepa aBTOMaTH3aLUH
Jenkins. Cozmanue c60pOYHBIX
JIeKJIapaTUBHBIX CKPUTITOB
Jenkins pipeline ms CI-
cOOpPKH MPUIIOKEHUN B
ABTOMAaTUYECKOM PEXKUME.
Hacrpoiika u
KOH(UTYpHPOBAHUE TPUTTEPOB

IIK 3.1, IIK 3.5
OK 04, OK 05




BeOxykoB (Webhook) co
cTopoHsb! Git-peno3uTopust Uist
3aI1yCKa aBTOMAaTHYECKON
CcOOpKU U JIMHTUHIA IPU
¢dukcaruu push-coObITHI.
Wuterpanus
ABTOMAaTHU3UPOBAHHOU
reHepalnuy HHTEPAKTUBHBIX
TECTOBBIX 0T4eTOB Allure B
cOOpOYHBIC MTANTIIIANHBI.
[IpakTHueckoe 3HaKOMCTBO €
KOHIIeTIIHEH ¢uiaro
BO3MOkHOCTeH (feature flags)
B KOHBENepax JOCTABKH.

YnpasJiienue 24

koHurypanusimu (IaC)

1 00/12a4YHbIE pPelIeHNS

Coznanne maHnpecToB 12 N3ydyeHune KoHIETIHNH IIK 3.2
JEKJIApaTUBHOTO «HppacTpyKTypa Kak KoJ1» OK 01, OK 02
OTHCaHUSA (IaC). Coznanue u

MHPPACTPYKTYPHI U KoHpurypanus MmaHudecToB

MOJIyJIEH, yIIpaBJIeHUE
00JIaYHBIMH PECypCaMH.

Terraform s
aBTOMaTHYECKOTO
pa3BepThIBaHUS BUPTYaTbHBIX
CEpBEPOB B 00JIAYHOM
uHppactpykrype (AWS EC2).
Pabora c nepemeHHBIMU,
BXOJIHBIMH [TapamMeTpaMu 1
BBIXOJHBIMU 3HAYEHUSIMU
Terraform output. Hactpoiika
poJielt ynpaBieHus: JOCTYIIOM
IAM 11 MHCTAHCOB.
Hcnonws3oBanue nutepderica
komaHiHOM cTpoku AWS CLI
JUIS YIaJIE€HHOTO YIIPaBICHUS
007a4HBIMU 0OBEKTHBIMU
xpanuwmmamu (S3),
pa3BepThIBAHUE CTATHUECKUX
caiitoB B S3. Imnopt n
MEePENCIO0Ib30BaHNE TOTOBBIX
UHOPACTPYKTYPHBIX
Terraform-moayneit u3 00X
pPENO3UTOPUEB.
MopenupoBaHue MUTpAIH
JIOKAJIbHBIX BUPTYATbHBIX
mamvH (VirtualBox) B




00navHyI0 cpeny.
Hcnone3oBanue Vagrant s
ACKJIApaTUBHOTI'O MMOAHATUA
JIOKAJIbHBIX TECTOBBIX CPCI.

Hamnncanue cuenapues u 12 Hanmcanue cuenapues IIK 3.2
poJicit aBTOMAaTHYECKOTO aBToMatu3aruu Ansible- OK 07, OK 09
yIpaBIICHUS wieioyk (playbooks) mmst
KOH(DUTYpaHsIMH ABTOMAaTHYECKOH yCTAHOBKH,
pacrpeieieHHBIX Y3JI0B. HACTPOWKH U 3aIrycka BeO-
cepBepoB (Apache) Ha
yIQJIEHHBIX XOCTaX.
Koudurypuposanue ¢aiinos
MHBEHTaps (inventory),
OpraHu3aIus CTPYKTYPHI
MIe0YKOB, BBIJICTICHUE
nepencronb3yemMbix Ansible-
pOJIEeH.
MoHuTopuHTr, 18
HEeHTPAJIN30BAHHOE
JIOTHPOBaHME H
aJIePTHUHT !
[Toxmrouenue y3ios, 10 PaszBepTriBanue, noakmtouenue | [1K 3.3
cOOp METpUK Y HACTPOWKA yIaJICHHOTO OK 01, OK 02

MIPOU3BOIUTEIIBHOCTH,
MMOCTPOCHUE AIIOOPIOB U
BH3yaJIH3allis HArPy30K.

MOHUTOPHHIA CEPBEPOB U
CETEBBIX Y3JIOB Uepe3
areHTCKHe U Oe3areHTHBIC
mrabiionsl Zabbix. YcranoBka
U KOHUrypamnus ceppepa
cbopa BpEMEHHBIX PSIOB
meTpuk Prometheus u
JIETKOBECHBIX ar€HTOB
3KCIIOpPTa METPUK
ornepaioHHo# cructembl Node
Exporter. IToaxnroueHue
3KCIIOPTEPOB ISt
MOHHUTOPHHTA BEO-CEPBEPOB
Nginx. UnaTerpanus
HMCTOYHHUKOB JaHHBIX, UMIIOPT
TOTOBBIX U OCTPOCHUE
KaCTOMHBIX JTaII00pI0B B
CHUCTEME BU3yaJIn3aluu
Grafana st HenpepbIBHOTO
orcnexxuBanust CPU/Memory
Harpy3kH, CETE€BON
AKTUBHOCTH M JIUCKOBBIX
onepauuii. Micnonb3zoBanue




Prometheus pushgateway amns
OTIIPaBKH METPHUK OT
KPaTKOBPEMEHHBIX 3a/1a4.

Arperanus, 8 Koudurypuposanue K 3.3
TPaHCIIOPTUPOBKA U KOMIIOHEHTOB OK 04, OK 05
BU3yalM3alus )KypHaIoB [EHTPAIM30BaHHOTO cOopa
COOBITHH, HACTPOHKa aHaJM3a JIOTOB: HACTPOMKa
IIpaBUJI OTIOBELEHUS 00 OTIPABKH JIOTOB TEKCTOBBIX
MHIUJCHTAX. (aiiioB ¢ TOMOIIBIO areHTOB
Filebeat B kouBeiiep
obpaboTku Logstash u
HoCIeAyIoIas BU3yaau3alus,
U TIOMCK 10 JIOTaM B
unrepdeiice Kibana.
Hacrtpoiika anpTepHaTUBHBIX
CUCTEM arperamnuu JIoroB
(Graylog). Harmncanue mpaBwt
reHepanuu onosemieHui (Alert
Rule) B Prometheus npu
MPEBBINICHAN KPUTHICCKIX
MOPOTOB YTHUIIM3AIUI
pecypcoB UT-
uHppacTpykrypsl. Hactpoiika
UHTETpaIH CUCTEM
MoHuTOopHHTa co Slack st
MT'HOBEHHOTO OIOBEIIECHUS
WH)XEHEpOB 00 MHIIUICHTAX.
OpkecTpanus 18
KOHTeilHEepPOB
(Kubernetes) u
skn3HeHHbI nuka I1O:
Pa3BeprteiBanue o6bexToB | 10 3HaKOMCTBO C apXUTEKTYpOu IIK 3.2, [IK 3.5
k8s, makeTupoBaHue B opkectparopa Kubernetes B OK 02, OK 04

helm-uapTe1, MOHUTOPUHT
[0JIOB U aBTOMATH3aIlHsI
oOHOBIIEHHI 00pa30B.

JokansHOM cpene Minikube.
Hcnonp30BaHue YTHIUTHI
KomaHHo# cTpoku Kubectl
JUISL CO3JTaHus,
WHCIICKTUPOBAHUS U
MacIITaOupoBaHus Oa30BBIX
k8s-00nekToB (Pods,
Deployments, Services).
Hanwucanue, coopka u
MyOJIUKAIUS KACTOMHBIX
Helm-4apToB Bo BHyTpeHHUE
PETIO3UTOPHH IS
aKETUPOBAHUS U




ABTOMATHYECKOTO JIETIION
cepsucoB. Hacrpoiika npaBui
MapuIpyTu3anuu Tpaduka u
tepmuHupoBanus TLS uepes
Ingress-koHTpoOLIED.
Pa3BepTriBanne oneparopa
kube-prometheus-stack ms
IJ1yOOKOr0 MOHUTOPUHIA
COCTOSIHHSA KJIacTepa U MOI0B.
N3yyenne YAML u JSON
cnenudukanuii MaHU(PECTOB
MaHHITYTUPOBAHUS
obwvextamu. Hactpoiika
yrunuthel Watchtower s
ABTOOOHOBIICHUSI pabOTAIOIINX
KOHTEWHEPOB PN M3MEHEHUH
00pa3oB B peecTpe.

KondurypupoBanue
CTpaTeruu JIeros,
unrerpanus GitOps,
MpOBEpKa
Liveness/Readiness mpo6
Y CUMYJISIIUS OTKA30B.

Pazpabotka ckBozHoro CI/CD
NalIIaiiHa pa3BepThIBaHUS B
GitLab CI.
Kondurypuposanue
1apamMeTpoOB Ha/IEKHOCTH
MOJIOB € MMOMOIIBIO HACTPONKH
[IOBEIEHYECKUX liveness u
readiness mpodaiinos (poo
AKTUBHOCTH U TOTOBHOCTH).
[IpoBeneHue NpakTUIECKUX
3KCIIEPUMEHTOB 110
CUMYJISLII
HE3aIUIAaHUPOBAHHOTO OTKa3a
1oja v JIeTalbHbIM aHAIN3
MEXaHU3MOB €ro
ABTOMAaTHUYECKOI0
BOCCTaHOBJEeHHUs. HacTpoiika u
poBepKa decrepedoitHOTo
obHoBeHus Bepcwuii (rolling
update), a TakKe peaTH3anum
cTpareruii blue-green
deployment B knacrepe.
Hacrtpoiika unrerpanuu c
iatdopmoii Sentry ams
OTJIOBA U TPEKUHTa OMIMOOK
IIPUJIOKEHUN B paHTalMe.
[IpakTrueckuil pacuer
CTOUMOCTH UH(PACTPYKTYpPHI
(FinOps) u xoH¢urypanus

IIK 3.4, IIK 3.5
OK 01, OK 07




aBTolKanupoBaHus (AWS
Auto Scaling Group)

Texnonornun 12

oesonacnocTu UT-

HHPACTPYKTYPHI:

[IpoBenenue 12 [IpoBenenue I1K 3.7
CKaHUPOBAHUS aBTOMaTU3UPOBAHHOTO OK 03, OK 06
YSI3BUMOCTEH, CKaHHPOBAHMA KOJa, (aiyioB

KOH(UTypanus KOH(HUTypanui 1 cIoeB

OpaHIMay’pOB, ayIuT U
3aIUTa CETEBBIX
COEIMHEHU.

Docker-o6pa3oB Ha HajHuHe
u3BeCTHBIX ya3BuMocTeit CVE
¢ IoMoIIbIo cKkanepa Trivy.
Pa3zBepreIBaHue, MOAHITHE U
0a3oBast KOHpUrypanus
3alllMIICHHBIX KAHAJIOB CBS3U
VPN nHa 6a3e mpoTOKOJIOB
WireGuard wim OpenVPN
MEXy yIaTeHHBIMU
cepBepamu.
Kondurypupoanue npaBui
MEKCETEBBIX IKPAaHOB
OpaHIMayspa cpeaCTBaMHU
yTriit iptables u ufw.
YcraHoBKa U HacTpoiika
neMoHa 3amutsl Fail2Ban mis
TUHAMHUYECKON OJIOKUPOBKH
XOCTOB, COBEPIIAIOIINX
MOTBITKY MO100pa napoJiel K
SSH-nopram. Bemosnnenue
PYYHOU TPOBEPKHU
BaJIMIHOCTH, LIENIOYEK JJOBEPUS
u cpokoB aeiictBust TLS/SSL-
ceptudukaros. KommiekcHoe
CKaHUPOBAHUE OTKPBITHIX
MOPTOB U JIOCTYITHBIX
CEPBHCOB B CETH C NIOMOIIBIO
yTridThl nmap. Hactpolika
CHEIMATN3UPOBAHHBIX
WHCTPYMEHTOB U YTHJIHUT JUIS
aBTOMAaTHUYECKOTO PE3EPBHOTO
KOMUPOBaHUs 0a3 TaHHBIX
(pgBackRest win wal-g mis
PostgreSQL). Hactpoiika
MPOKCUPOBAHHUS U
0aaHCUPOBKH BXOJISIETO
Tpaduka yepes reverse proxy




Ha 6aze Nginx. [IpoBencuue
KOMILJICKCHOTO ay/InuTa
6e3omnacHoctu OC ¢ MoMOIIbIO
yrunuthl Lynis. Hactpoiika
TPYIIIOBBIX IMOJIUTUK
0€30MaCHOCTH CETH 1
MpoBepKa Jioros ayaurta API-
3ampocoB (CloudTrail) B
obiake

3. YCJIOBHUS PEAJIN3AIIMA ITPOTPAMMbBI YUYEBHOM ITPAKTUKHA
3.1.00mue TpedoBaHUS A peaTu3alui NPAKTHYECKOI MOAr0TOBKH.
3.1.1 [IlpakThueckas mOATrOTOBKAa OPraHW30BaHA MpPU peaTu3aluyd AUCUMIUIMH (MOAyneH) U
OCYILIECTBJISIETCSI HEMOCPEACTBEHHO Kak B 0Opa30BaTeNbHOM OpraHu3alyy, Tak U B OpraHu3alusx,
OCYILECTBISIIOLINE JESATEbHOCTh MO Mpodumo 00pa3oBaTelbHONW MporpaMmbl  (MPO(UIBHBIX
OpraHu3aIusiX).
3.1.2. Peanu3ariuisi KOMIIOHEHTOB 00pa30BaTENLHONW IPOTPAMMEI B (pOpMe TIPaKTHIECKOH ITOATOTOBKH
OCYILIECTBIISIETCSl HEIMpPEpPhIBHO, JHOO IyTeM YepelOoBaHHs C pealu3alueil HMHBIX KOMIIOHEHTOB
00pa3oBaTeNbHON MPOTPaMMBbl B COOTBETCTBHH C KaJICHIAPHBIM y4eOHBIM rpapkoM U KaJeHIapHBIM
y4eOHBIM IJIAHOM.
3.1.3. Ilpm peanuzanuu JUCHUIUIMH (MOJIyJiel) MpakTHYeCKas TOATOTOBKA IMpeaycMaTpUBaeT
ydyacTue OOYyYaloIIMXCS B BBIMNOJHEHHM OTIENbHBIX 3JIEMEHTOB padoT, CBA3aHHBIX C Oyaymieit
npodeccroHabHOM 1S TENbHOCTBIO.
3.1.4. Tlpu nmpoBeeHUH MPAKTUIECKOTO OOYUECHHS MPaKTUUYECKas MOJATOTOBKA OPraHU3YETCs MyTeM
HEMOCPEJCTBEHHOTO BBINOJHEHHS 00yJarolUMHCS OTIENIbHBIX BUJOB padOT, CBS3aHHBIX C OyAylIei
podeccHoHabHOM 1S TENbHOCTBIO.
3.1.5. B cootBerctBun ¢ ®I'OC CIIO mpakTuyeckas MOATOTOBKA SBISETCS 00s3aTEIHHOM YacCThIO
OIl no cmenuansHocTH 09.02.11 «Pa3paboTka W ympaBjieHHE MPOTPAMMHBIM OOCCIICUCHHEM» U
mpecTaBiIsieT co0oil 0coObIi BUA yueOHOM NesSATEIbHOCTH, HEMOCPEACTBEHHO OPUEHTHUPOBAHHBIN Ha
npoQeccuOHANbHO-TIPAKTUYECKYI0 ~ MOATOTOBKY  oOydaromuxcs. Ilpaktuueckas  mOJIroToBKa
3aKpervIsieT 3HAaHUS W YMEHHs, mpHoOpeTraeMble OOY4YAIOUIUMHUCS B pe3yabTaTe OCBOCHUS
TEOPETUYECKUX KYpPCOB, BBIPAOATHIBAIOT MPAKTUUECKHWE HABBIKM M CIOCOOCTBYIOT KOMIUIEKCHOMY
(dbopMHUPOBaHHIO OOIIUX U MPO(PECCHOHATLHBIX KOMIETSHIINM 00yJatouXcs.

Yueonas npakruka YI1.03.01 [IMu.03 «Koudurypuposanue, ynpasienue u Mmonutopunr UT-
unppactpykryps». O0bem npaktuku: 144 daca. llens npaktuku: GopMupoBaHHE y 00yYarOIIUXCS
npodeccroHaAbHBIX KOMIETEHIINA, TPUOOPETEHHE ONbITAa TPAKTUYECKOM pabOThI MO CIIEUATBLHOCTH.

VYuebnas mnpaktuka IIMH.03 «KondurypupoBanue, ynpasienue u MoHuTOpuHr UT-
UHOPACTPYKTYpPbI» peaan3yercsi B 00s3aTeIbHOM U BapMaTUBHON YacT 00pa30BaTeIbHONW MPOTrpaMMBI
no cnenuaigbHocTH 09.02.11 «Pa3paboTka M ympaBieHHE NPOrpaMMHBIM 00eCreueHHEM» OYHOMN
¢dbopmbl 06ydenus. [To ouHoii hopme oOyueHus B 7 cemectpe B o0s3arenbHoi yactu OI1.

B cootBeTcTBHM € pe3ynbTaTaMu 00y4eHHUs 3ajauaMu JaHHOM NMPaKTUKU sBIseTcs (popMupoBaHue
CJICAYIOIIMX KOMITETeHIIUH:

I[IK 3.1. BHINONHATH HENPEPHIBHYIO HWHTETPAllMI0 M  HENpephIBHOE pa3BepThIBAHUE
IPOrpaMMHOTO 0OecrieueH s B Iporecce pa3paboTKH.

1K 3.2. YrpaBnsaTh KOHOUTypauusMu 1 UHPPACTPYKTYPOil.

I1K 3.3. OcymiecTBiATh MOHUTOPHUHT U JIOTHPOBAHHUE.



1K 3.4. OcymiecTBIsATh ONTUMHU3AIMIO TPOLIECCOB Pa3padOTKU U Pa3BEPTHIBAHUSL.
[IK 3.5. BeInosHATE COOPKY U JOCTABKY.
1K 3.6. YrpaBisTh BepCcUsIMHU U KOJIOM.

1K 3.7. OcymectBisats 6e3onacHocTs UT-uHppacTpyKTyphI.
VYuebnas npaktuka YI1.03.01 [IMu.03 «Kondurypuposanue, ymnpasieHue U MoHutopunr WUT-

MHOPPACTPYKTYPBI» MPOBOAUTCS Ha 0a3e MPO(MIBHBIX OpraHu3aluili W/uiau Ha 0aze OpraHU3alNH
peanu3yercsi corjacHo TpadpuKy y4eOHOro Tpolecca B TEPHOJ OCBOCHHS NPOQecCHOHATHHOTO
MOYJIS.

VYuebnas npaktuka YI1.03.01 mpoBomurcs B ¢opme pabOThl CTYyJEHTOB, HAINPAaBICHHON Ha
O03HAKOMJICHHE C OCOOCHHOCTSAMHU TPOPECCHOHANBHONH pa0OThl, BKIIOYAs BBIOJIHCHUE WMH
BPEMEHHBIX Pa30BbIX U MOCTOSIHHBIX 3a/laHUH.

B o0s13aHHOCTH PYKOBOAMUTENS MPAKTUKH BXOAUT:

— pa3paboTKa 1 exXerogHoe 0OHOBIIEHHE COJIEPKaHUS IPOTpaMMbl yueOHOM MPaKTUKY;

— KOHTPOJIb peajin3alliy POorpaMMBbl U yCIOBUH NPOBeAECHUS YueOHOM MPaKTUKY;

— o(opMIIEHHE OTUETHBIX JOKYMEHTOB MO Y4eOHO NMpaKTUKE.

CryneHThl IpU MPOXOXKAECHUU Y4eOHOM NMPAKTHKU 00s13aHbl MOJHOCTHIO BBIIIOJHATH 3a7aHUS,
MPEAYCMOTPEHHBIE TMPOTpaMMOil Y4eOHOW TpPaKTUKH. TeKyIui KOHTPOJh pPe3ylbTaTOB OCBOCHUS
MPOrpaMMbl MPAKTUKUA OCYLIECTBIISIETCS PYKOBOAMTEIEM IMPAKTUKA B MPOLIECCE BBINOJHEHUS
oOyuaromumucs 3agaHuil. B pe3ynabTare OCBOEHHS NHporpaMMbl y4eOHON MPAKTHKU CTYIEHTHI
MIPOXOJIAT MPOMEXYTOUHYIO aTTecTanuio B popMme nuddepeHpoBaHHOrO 3a4eTa.

JInst  MpOXOXKIEHUST TPOMEKYTOYHOW aTTeCTalli  KaXAbld oOydJaromuiicss odopmisier
TBOpPYECKHE PAOOTHI, BBINOJIHEHHBIE BO BPEMS IPOXOXKACHUS y4eOHON MPAKTUKH.

IIpomexxyrouHass arrecranuss MO MTOraM y4eOHOM MPAKTUKM NPOBOJUTCA B paMKax
OTBEJICHHBIX YaCOB HAa OCBOECHHUE MPOrPaMMbl IPAKTUKH.

Cpoku npoBeJieHHsl yueOHOM NPAaKTUKU YCTAHABIMBAIOTCSI B COOTBETCTBUM C YUE€OHBIM IJIAHOM
IIPU OCBOECHUH IpodeccroHaIbHOro Moayis. Ilepuon npoBeneHns NpakTHKM BKIIOYaeTCsl B rpaduk
yuebHoro npouecca. [ NpoXoKIeHHUs MPaKTHUKH CTYAEHTY MPEAOCTaBIAETCS MpPaBO BbIOOpa Oa3bl
IPAKTUKH.

CTyaeHThI IPU IPOX0XKAEHUH Yy4eOHOH NMPaKTHKU B OpraHU3alusaX 00sS3aHbl:

- IIOJIHOCTBIO BBINOJIHATH 33JaHUs, IPEAYCMOTPEHHBIE IPOrPAMMOM MTPAKTUKH;

- co0r01aTh IeMCTBYIOIIKE B OPraHU3alMsIX paBUia BHYTPEHHETO TPYA0BOTO pacropsiKa;

- U3y4aTh U CTPOro coOIr01aTh HOPMbI OXPaHbl TPyla U MpaBUiIa MOKapHOH 0€30IacCHOCTH.

OpraHu3anuio ¥ pPYKOBOJCTBO NPAKTUKOW MO NPOQGUII0 CIEHUATBHOCTH OCYIIECTBISIOT
PYKOBOAUTENN NpakTUKU oT Kosuteaka 1 oT opranu3anuu.

Hanpagienue Ha npakTHKy odopmisieTcs npukasoMm no Komnemxky ¢ ykazaHueM 3akperieHus
KaX/I0T0 CTYAEHTa 3a OpraHu3aluei, BUJa U CPOKOB IPOXOXKICHHUS INPAKTHUKH, PYKOBOIMTEI
npakTuku ot Kosuemxka.

IIpomexxyrounass ~ arrecrauuss 1O  y4eOHOW  NIpakTUKe  NpPOXoauT B (opme
1 depeHInPOBaHHOIO 3ayeTa Ha OCHOBE: HAJIWYUS MOJIOKHUTEIBHOTO aTTECTAllMOHHOTO JIUCTA;
3aII0JIHEHHOTO JTHEBHMKA NPAKTUKH, COJIEPIKAIIETO MOJIOKUTEIbHYIO XapaKTEpUCTUKY CTYIEHTA.

3.2. OcHamenne 0a3 NPaKTHYECKOro 00y4eHHs.

3.2.1. Ilpaktuyeckoe oOydeHHUE SBJISETCS OO0s3aTEIbHBIM pPA3JEIIOM IPOrpaMMbl TMOATOTOBKH IO
cneunanbHoctd  09.02.11 «Pa3paboTka u ympaBlieHHE TpPOrpaMMHBIM oOecriedeHuemM». OHO
IpeacTaBisieT co0ol BUA yueOHOW JeATEeNIbHOCTH, HApaBieHHOW Ha (OpMHpOBaHME, 3aKpeIUICHHE,
pa3BUTHE MPAKTUYECKUX HABBIKOB M KOMIIETEHIMI B IPOLIECCE BBINOJIHEHUS ONPEACIECHHBIX BUIOB
paboT, CBs3aHHBIX C Oynyuliedl mpodeccuoHalbHONW AesTeNbHOCThIO. [Ipu peanu3anuu mporpammbl



noarotoBku no crenuansHocty 09.02.11 «Pa3paboTka 1 ympaBieHHe MPOrpaMMHBIM 00eCTICYeHHEM
MPEeIyCMaTPUBAIOTCS CJIEAYIONINEe BHIbl MPAKTUYECKOM MOATOTOBKM: y4yeOHass u YueOHas. basbl
MPAKTUYECKOTO OOYYEHHUsS JOJDKHBI 00ECIeyrBaTh MPOXOXKJICHHE MPAKTUYECKON MOIATOTOBKUA BCEMH
00y4aromMMHUCs B COOTBETCTBHHU C YUCOHBIM IIJIAHOM.
3.2.2. YyeOHasi TpaKkTUKa MPOBOAUTCS B OPraHU3ALUAX, HAMPABICHUE IEATEIBHOCTH KOTOPBIX
COOTBETCTBYET NPOQWII0 TOArOTOBKM OOydarommxcs. Mecta y4eOHOW NpakTHKH 00eCTeuynBaroOT
BBITNIOJIHEHHE BHJOB MPO(PECCHOHATBHON JIESTENBHOCTH, MPEIYCMOTPEHHBIX MPOTPaMMOM, ¢
HCII0JIb30BAHUEM COBPEMEHHBIX TEXHOJIOTMI, MarepuajoB M O0OOpYHOBaHUSA IOJ PYKOBOJCTBOM
BBICOKOKBAIU(PUIIMPOBAHHBIX  CHELMATMCTOB-HACTaBHUKOB. OOopynoBaHHE U TEXHHUYECKOE
OCHAIlleHHEe paboyux MecT Yy4yeOHOW MpaKTUKU Ha MPEANPUSATHIX JOJKHO COOTBETCTBOBATH
COJIEP)KaHUIO  JIeATENbHOCTH, HalpaBleHHOW Ha (OpMHpOBaHHE, 3aKpEIUIEHUE, pPa3BUTHE
MPaKTUYECKUX HAaBBIKOB M KOMIIETEHIMH B IPOLECCE BBINOJHEHUS OIpPEAEICHHbIX BHIOB paloT,
CBSA3aHHBIX C Oyayled npogecCHOHANbHON JEATENbHOCThIO. ATTECTallMsl [0 HTOraM Yy4eOHOU
MIPaKTUKU MPOBOJUTCS C YYETOM (MJIM Ha OCHOBAHUM) PE3YIbTATOB, OATBEPKICHHBIX JOKYMEHTaMH
COOTBETCTBYIOIINX OPraHU3aLUH.
3.2.3. Opramm3anuu, Ha 0a3e KOTOPBIX OCYIIECTBISETCS IMPaKTHYEeCKOe OOydeHue: ydeOHO-
npou3BoJicTBeHHbIe ydacTku: AO «Mukpon», AO "Anrctpem", AO «I'K «9nexkrponunsect», AO
«3aBox [TIPOTOH», OO0 "KOMIIHET", OOO "TexnoCo¢t", AO "HVII "OCTO", AO "HIIO
Anrctpem", AO «3eneHorpaackuii HaHoTexHOJNOTHYecKui 1eHTp», OO0 «HM-Tex», AO "HUU
"Cyomukpon", OOO "Kommanus "JJITA", ®I'VII BHUUDOTPU, AO HUUTM, OOO HVII
SJIEMEP, OO0 "MukpoOM Texnonorun", Pezonur, PEBOHUT IUIIOC, AO "CoOM3", OO0
UHTEXIIPO, AO HUMMD, 000 DIKOM, AO "IU3AMH LIEHTP "COIO3", OO0 "Crenenb
Cpo6ogpt", AO "IIKK Munanap", OOO "MonynpHbie usMeputensueie pemenus”, OO0 "HOBA
CIIB", ®I'bOY AITO UPIIO, OO0 "ITUKC Pobotukc", OO0 "Anroputmuka", OO0 "9CTHUKA",
AO "3ABO/] "KOMITIOHEHT", OOO TEPMOMHTEX, AO "Poccuiickue KoCMHUYECKHE CUCTEMBI",
OI'bY OHKI[ MPuK ®MBA, OOO "Pokcuc", OO0 "AJIMTHUKC", AO HIIL] 3JIBUC, OO0
"Cexpropuzop", AO "HIIO Crexnommactuk um. H.H. Tpodumonra", HTL DJIMHC, UII Jleonos
Jlanuna Uropesuu, I'BY OKII 3enAO, OO0 KPA®TBIM, 000 "AKTUBHAS ®OTOHUKA",
I'cOY O 3ATHAuM, OOO «/uarnoctuka-M», OOO «IlencuKo XonmauHr», rocyaapCTBEHHBIC
oOpa3oBaTelibHbIE OpraHU3aliy, 0ABEeIOMCTBEHHbIE JlenapTaMenTy oOpa3oBaHus ropojga MOCKBBI.

3.3. TpeGoBaHMs K NPAKTHYECKOH MOATOTOBKE 00y4al0IIUXCS

3.3.1. IlpakTHueckass MOATrOTOBKAa MNpHU peaau3aly 00pa3oBaTeIbHbIX HPOrpaMM CPEIHEro
npoeccuOHaIBHOrO  00pa30BaHMs HANpaBiI€HA Ha COBEPIICHCTBOBAHME MOJAEIM IPAKTUKO
OpUEHTUPOBAHHOIO OO0YYeHUs, YCWJIEHHE poJii paboTojaTenel MpU MHOArOTOBKE CIELUAINCTOB
CpPEAHEro 3BeHa IIyTeM pacIIUpEeHUss KOMIIOHEHTOB (4acTeil) oOpa30oBaTeNbHBIX MPOrpamM,
[IPEeJyCMaTPUBAIOIINX MOJICJIIMPOBAHUE YCIIOBUIl, HEMOCPEACTBEHHO CBS3aHHBIX ¢ Oynyuiei
po(hecCHOHAIBHON JIEITETbHOCTBIO, a TAK)KE 00ecrieueH sl YCIOBUM IS MOJIy4eHHs 00yqaronuMUCS
MIPAKTUYECKUX HABBIKOB M KOMIIETEHLUH, COOTBETCTBYIOIIUX TPeOOBAHUSAM, NPEABABISEMbIM
paboToaaTenssMu K KBaTU(pHUKAUAM CIELUAINCTOB, Pab0UHX.

3.3.2. Komnemke DU caMOCTOATENBHO MPOEKTUPYET peann3annio 00pa3oBaTeIbHON MPOrpaMMbl
U €e OTJIEJIbHBIX YacTel (IUCLUIUIMHBI, MEXAUCIUILIMHAPHBIE MOTYJIH, MEXIUCIUIUIMHAPHBIE KYPCHI,
npogeccuoHaNbHbBIE MOJYJIH, IMpaKTHKa M JPYrHe KOMIIOHEHTBI) COBMECTHO C pPabOTONaTENsIMH
(mpodunbHOM opranuzanueit) B Gopme MpakTHUIECKOH NOAroToBKH ¢ yueTtoM Tpebosanuit ®I'OC CIIO
U crienu UKy MoTydyaeMoi mpoQeccuu/CrennanbHOCTH.

3.3.3. OOGpazoBatenbHas AEATEIBHOCTh B (pOpME MPAKTUYECKOM MOJrOTOBKU: peau3yeTcs: Ha
pabouemM MecTe NMpeanpHUsTH OMOPHOTrO padoTonarens (MpoduIbLHONH OpraHu3alnun) Ipy MPOBEICHUN



MPAKTUYECKUX M JaOOpaTOPHBIX 3aHATUH, BBIOJIHEHWH KYpPCOBOTO MPOEKTUPOBAHUS, BCEX BHJIOB
MPAKTUKA M WHBIX BUJOB YU4EOHOH NEATENHHOCTH; MPEAYCMATPHBACT JAEMOHCTPALUIO MPAKTHUYECKUX
HAaBBIKOB, BBIIIOJHEHHE, MOJCITUPOBAHIE O0yJAIOIIMMUCS OIPENEICHHBIX BUAOB PA0OT AJIsl peIIeHUs
NPAaKTUYECKUX 3aJlay, CBS3aHHBIX C Oynymeidl mnpodeccHoOHaTbHOW MEsTEIbHOCTHIO B YCIOBHSX,
NPUOJIMKEHHBIX K PEaJbHBIM MPOM3BOJCTBEHHBIM; MOXKET BKIIOYATh B CeOS OT/ACIBHBIC JICKIUH,
CEeMHMHAphl, MAacCTep-KIacChl, KOTOpPbIe MpPEIyCMATPHBAIOT Iepefady oOydarommmMcs y4eOHOM
nHbOpMaIMY, HEOOXOTUMON ISl TOCIIEAYIOIIETO BBHIMOJIHEHUS paboT, CBA3aHHBIX C Oymymien
pohecCHOHATBFHON AEATEIEHOCTHIO.

3.3.4. Obpa3oBaTeibHas JCITCILHOCTh B (DOPME NMPAKTHUECKOHN MOATOTOBKH OpPraHW30BaHA Ha
moboM  Kypce  oOydeHHs,  OXBaTbiBas  JUCHMIUIMHBI,  MEKIUCHUIUIMHAPHBIE  MOIYIIH,
npodeccHoHaNbHBIE MOJYIIH, BCE BHJIBI NMPAKTHUYECKOTO OOYYEeHHWs, MPEAYCMOTPEHHBIC y4eOHBIM
IJIaHOM 00pa30BaTeNIbHOM MPOrpaMMBI.

3.3.5. Ilpaktuueckas MOATOTOBKA OpPraHU3yeTCsl B Y4YEOHBIX, y4e€OHO - TPOU3BOJICTBEHHBIX
nabopaTopHsiX, MacTepPCKHX, YUEOHBIX 0a3zax MPAaKTUYECKOH IMOATOTOBKM M HWHBIX CTPYKTYPHBIX
MOJApA3JEICHUAX YHUBEPCUTETA, a TAKKE B CIELMAIbHO OOOPYIOBAHHBIX MOMEIIEHUSAX (pabounx
MecTax) TpPOQIIBHBIX OpraHW3alliii Ha OCHOBaHWHM JOTOBOpa O NPAKTUYECKOH IOJTOTOBKE
oOyuaronuxcs, 3aKIH049aeMoro Mexay 00pa3oBaTelIbHON opraHu3alyei u npo@uiIbHON opranuzanueit
(paboTonmarenem),  OCYIICCTBISIONMIEH  NIEATEIBHOCTh MO  MPOGUII0  COOTBETCTBYIOIIEH
00pa30BaTeNIbHOI MpOrpamMMmBl.

3.3.6. Pe3ynbrarel ocBoeHMs 00pa30BaTeNbHOM MpOrpaMMBl (€€ OTIENbHBIX YacTel) MOTYT OBbITh
OLIEHEHBI B paMKaxX MPOMEXYTOYHON M TOCYAapCTBEHHOM MTOrOBOM aTTeCTallMM, OPraHW30BaHHBIX B
(dhopme TeMOHCTPAlIMOHHOTO dK3aMeHa, B TOM 4YHciie Ha pabodem mecte padoToaarens (mpodribHOM
OpraHU3AINH ).

3.4. MaTepuaJIbHO-TEXHHYECKOE oDecrevyeHmne

Peanu3anus mnporpammsl  IpO(ECCHOHANBHOTO MOIYNIS HpEAoJjaraeT Haluuue y4eOHOH
ayJUTOPHUH, JJAOOPATOPHH JUIs IPOBEACHUS TEOPETUUECKUX M MPAKTUUECKUX 3aHATHUH, IPYINIIOBBIX U
UHAUBUIYQIBHBIX KOHCYJIbTAllMH, TEKYLUIEro KOHTPOJS M IMPOMEXKYTOYHON AaTTeCTallUH,
YKOMIIJIEKTOBAHHON CIELUAIN3UPOBAHHON MEOENbl0 MO KOJMYECTBY OOydarolMXcs U pabodum
MECTOM IpenojaBaress, y4eOHO-IPOM3BOJCTBEHHBIX YYAaCTKOB JJIsI BBIIIOJHEHHUS CKBO3HBIX
KOMMEpPYECKUX MPOEKTOB pa3paboTku 0a3 AaHHBIX (OT cOopa TpeOOBaHUH 10 pa3BepTHIBAHUS
TOTOBOM CTPYKTYpbI) CUIaMU 00y4aromuxcs Mo1 pyKOBOJCTBOM HACTABHUKOB OT UHAYCTPHH.
[IMu.03 «KoudurypupoBanue, ymnpasieHue u MoHHTOpHUHT WT-undpactpyktype» Tpedyer
Hayn4us 1aboparopun «Pa3paboTKu M SKCIUTyaTallMi IPOrpaMMHOI0 0OeCIIeYeHUs», OCHALCHHOM
B cootBercTBUU ¢ mpuiokeHueM 3 TIOIL m. 6.1.2. IlpumepHoii 06pa3oBaTebHON MPOTPaAMMBI 110
CIEeLUAIbHOCTH

Bce Buapl yueOHOMH JIesTeIbHOCTH 00yJaromuxcs, MpeIycMOTPEHHbIE yU4eOHbIM IIJIAHOM, B paMKax
HACTOSIIEro NpoecCHOHATBHOTO MOy, BKIIOYas MPOMEXYTOUHYIO aTTeCTallio, 00ecreueHbl
pacxoaHbIMU MaTepuanamu. [TomeneHus st opraHu3aiul caMOCTOSITEIbHONM U BOCIIUTATEJIbHOM
palboThI OCHAIIEHB! KOMIIBIOTEPHONH TEXHUKOM C BO3MO>KHOCTBIO MOJAKIIOYEHUS K HH()OPMAITMOHHO -
TEJIeKOMMYHUKAIIMOHHOW ceTn «lHTepHeT» M obecnedyeHHMEM JIOCTylla B 3JEKTPOHHYIO
oOpa3oBatenbHylo cpeny Koitemka 3nekTpoHUKY U HH(OPMATHUKH.

OcHamienue kabunera «CaMoCTOsITeNIbHAS U BOCIIUTATENIbHAS paboTay:

[TocagouHble MecTa MO KOJMYECTBY OOYYaIOUIMXCSA: CEKIMs CTojda CkiagHas mMoOunbHas CMI,
111800, 6enbrit, kpecno- Tpanchopmep RIVA CHAIR 1821 nnactuk 6enblit.

Pabouee mecto mpemnopaBatens: cros Ha Metatokapkace ONIX-IT IT O.MP-SP-4.7 Genbrii
opwumnant/6en. 111580, cron Ha  merammokapkace ONIX-II  O.MP-SP-1.7  Genblit



opwutnant/6ensiit 111980, kpecno EChair-225 PTW_TW11 ceTka/TkaHb YepHBIH.

Momno6mok MSI PRO AM242P 14M-668XRU 23.8" Full HD i7 14700/16Gh/SSD512Ghb UHDG
770/noOS/kb/m/Gensbrit.

Kommutekr kiaBuarypa u moiib Adtech Fstyler F1010 Gemnwrii/ceporit USB.

M®YVY Kyocera M2540DN: Texnosorusi nevaty: jta3epHblid. Tum meyartu: yepHo-O0enbiid. Popmar
nevatu: A4. Pazmemienue: HactonbHbBIN. L[Bet: Oenbrit/ceprit. [Tewats: Ckopocts meuatn A4 (4/0):
1o 40 ctp/muH. Bpems pazorpesa :17 ¢. Bpemst meuatu nepBoii crpanuibl A4 (4/0): 6.4 ¢
Paspemenne meuatm (4/6): 1200 x 1200 dpi. Harpyska (A4, B wmecsm): mo 50000 muctos.
CrangapTHblil J0TOK nojgauu: 250 nuctoB. CranmapTHbI BeIXOJHOH joTok: 150 mucros. JloTok
pyuHoil mogauu: 100 mucroB. Bo3mokHOCTH medaTu: ABTOMAaTHYecKas ABYCTOPOHHSS Ie4aTh B
CTaHJAPTHOW KOMIUIEKTAIMK. THI CKaHepa: IJIAHIIETHBIN/MIPOTSHKHBIN. Y CTPONCTBO aBTOMOIAYH:
JIBYCTOpOHHEE peBepcuBHOe. EMKOCTh yeTpoiicTBa aBronoaun:50 nuct. Makc. ¢popmar opurusHana
ckanupoBanus: A4. Makc. pazmep ckanupoBanus:216x297 mm. Paspemenne ckanepa:600x600 dpi.
O6bem namsaru: 1024 M6. Yactora nporeccopa: 1000 MI'u. Jlotok mogaun:250 nuct. UnTepdeiicor:
USB, Ethernet RJ-45.

PenncoBas cuctema PC-75: Marepuan npoduis - aHOIUpOBaHHBIN amoMuHuid. LBer nmpoduis —
cepeOpucteiii. KomnuectBo paboumx moBepxHocTed - 4. KonnuecTBO HEMOJBIKHBIX pPabOunx
noBepxHocTel -2. KonndecTBo MOABMKHBIX Pa00YUX TOBEPXHOCTEH — 2.

WutepaktusHas nanens EDFLAT EDF75TP01: Android 13.0, Cortex A76*4+A55*4, 2.4 T, 32
I'b, DDR4 256 I'b, 75 aroiimoB.

KoMImekT noxkymeHTaluuu, MeToAuueckoe obecrieueHue: CTeHIbl M0 OXpaHe TPyJa, TeXHUKH
0€30MMacHOCTH U MpaBHJiaM NIOBE/ICHUS B KaOMHETe.

JlommyckaeTcst 3aMmeHa 000pYyA0BaHUS €T0 BUPTYyaJIbHBIMU aHAJIOTaMH.

OOpazoBarenpHas oOpraHu3anys oOecriedeHa HEOOXOMWMBIM  JUIi  HM3Yy4YEHHUs  HACTOSIIETO
po(heCCHOHATFHOTO MOJYJISl KOMILICKTOM JIMIEH3UOHHOTO W CBOOOTHO PacHpOCTPaHIEMOTO
MIPOrPaMMHOTO 00eCTICUeHHsI, B TOM YHCJIE OTEYECTBEHHOTO IIPOU3BO/ICTBA.

JIuiieH3MOHHOE ¥ CBOOOJIHO PACIIPOCTPaHsIeMOe TPOrpaMMHOE 0OecTIeYeHHE.

[lepeyeHp HEOOXOMMMOTO KOMIUIEKTA JIMIICH3HOHHOTO M CBOOOJHO  paclpoCTPaHsSEMOro
nporpaMMHOTO obOecneuenus: OnepanmonHas cuctema (Microsoft Windows 10), 1O s
npocmotpa nokyMeHToB B (popmate PDF (Adobe Reader DC), 1O mns apxuBamuu (7-zip), 110
oducusiit maket (Microsoft office 2021), I1O Be6-6payzep (Aunexc bpaysep, Google Chrome), I1O
penakrop auarpamm (draw.io), I1O Cucremsr kouTpons Bepcuit (Git), [Iporpammuas miardopma
(NET, Java SE Development Kit), I[1O cpena pazpabotku (Microsoft Visual Studio Professional,
PyCharm Professional Edition), Cpema mast paspabotku rpadudeckux wuHTepdeiicor (Kivy
Designer), TekcroBsiii pemaktop (Sublime Text, Visual Studio Code), Kinuenr mis pabotsr ¢ API
(Postman), ITO CYBJ (PostgreSQL, DBeaver Community), IIporpammuoe oOecneueHue amns
3amucu  9KkpaHa (OBS  Studio), Owmynstop BbemonHsemoi cpeasl (VirtualBox, VMWare
Workstation), Habop cpencts pazpadotku (Node.js), IO Cucrema pe3epBHOrO KOMHUPOBAHUS
(RuBackup, Handy Backup wmu amamorm), IO mms MoHuTopuHTa W BH3yaiau3anuu (Zabbix,
Prometheus wmu ananorn), I10 Cpena npoextupoBanus cxem (PlantUML wmu ananorn), I1O Cpena
paszpadotku u tectupoBanus (IntelliJ IDEA Community Edition wmu ananorn).

3.5. YueOHo-MeTOANMYECKOE ODecnieyeHue

Jnsa  peanuzaniud  TporpaMMbl  y4eOHOW TpakTHKU OuOnuoTeuHblt  Qoua komnemka OU
YKOMITJIEKTOBAH MEYaTHBIMH W/UIH  3IIEKTPOHHBIMU YU€OHHKAMH U pa3paO0TaHHBIMU B KOMIUIEKTE
C HUMHU Y4eOHBIMH mocoOusMHu U3 pacueta He MeHee 0,25 HK3eMIUIsipa KaKIOro U3 U3AaHUM,
yKa3aHHBIX B HacTosmied pabodeil mporpamme MpodecCHOHAILHOTO MOAYJSA, Ha  OJHOTO



oOyyaromerocss W3  4HWclIa  JIML,  OJHOBPEMEHHO  OCBAaMBAIOIIUX  COOTBETCTBYIOLIHMN
mpo(heCCHOHANTBHBIA  MOMYJIb, PEKOMEHJIOBAHHBIMH K HCIIOJIb30BAHUIO OOpa30BaTeIbHBIMH U
nHpopManuoHHBIMU pecypcamu, npu peanusanuu YII 03.01 [IM#u.03. [Ipu peanuzanuu mporpaMMsl
y4eOHOU MPAaKTHKHU WCIOIB3YIOTCS MIEKTPOHHBIE 00pa30BaTeNIbHBIC PEeCypChl, PEKOMEHIOBAHHBIC K
KCII0JIb30BAHUIO TIPY pean3aliui 00pa30BaTeNbHBIX MMPOTPAMM CpeaHEero o0miero oopasoBaHusi, He
cTapIie MATH JIET C MOMEHTA U3JIaHHUS.

B xomnemxe DU ucnonb3yercss mHbOpMAMOHHO-00pa3oBaTebHas cpela U BO3MOKHA 3aMEHa
MeY4aTHOrO OMOIMOTEYHOTO (POH/IA TIPEAOCTABICHHEM TTpaBa OAHOBPEMEHHOTO JI0CTYyIa HE MeHee 25
MPOIEHTOB, 0OyJaromuxcs K nuppoBoil (yeKTpoHHOH) OnbianoTeke. OOydarommMest obecrieueH
noctyn (yOaJeHHBIM JOCTyN), B TOM 4YHCIIE€ B Cily4ae NPUMEHEHHUS DJIEKTPOHHOro oOyueHwus,
JMCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTUH, K COBPEMEHHBIM IpO(ecCHOHATBHBIM 0a3zam
JaHHBIX W WH()OPMAIMOHHBIM CIPABOYHBIM CHCTEMaM, COCTaB KOTOPBIX OMpEIeNieH HACTOSIIEH
paboyeil mporpaMMoi U MOJUIEKUT OOHOBIEHUIO (IIPH HEOOXOAUMOCTH).

[Mpu peanmmzanmu y4eOHOW TPAKTUKA TPUMEHSETCS SJICKTPOHHOE OOydeHHE W JUCTAHIIMOHHBIC
o0Opa3oBaTelIbHbIE€ TEXHOJOTMM Ha OCHOBAaHHM IOJIOKEHHUS 00 3JIEKTPOHHON HMH(POPMAaIOHHO-
oOpa3zoBatenbHOi cpene B Komnemke anextponnku u unpopmaruka MUIT.

He nomyckaercs peanuzanus o0pa3oBaTENbHON NpOrpaMMbl € MPUMEHEHUEM HCKIIOUUTEIbHO
AIIEKTPOHHOTO 00yYeHUsl, AMCTAHIIMOHHBIX 00pa30BATENIbHBIX TEXHOIOTHHA.

OO6yyaromuyecs UHBAJIUABI U JIUIA C OTPAaHUYEHHBIMH BO3MOXHOCTSMHU 3[I0POBBSI 00ECIIEUNBAIOTCS
MEYaTHBIMU ¥ (WJIM) OSJEKTPOHHBIMH  YYeOHBIMH  HM3JIaHUSMH, QJAalNTHPOBAHHBIMH  TIPU
HEOOXOIUMOCTH JIJIsl OOYYEeHHS YKa3aHHBIX 00YUJarOIIHXCS.

3.6. KagpoBoe o0ecnieueHue 00pa3oBaTebHOI0 Mpouecca.

Oo01mume TpeOGOBaAHUS K PYKOBOJAUTE/ISIM MPAKTHKHU OT 00Pa30BaTe/IbHO OPraHu3annu:
TpeGoBanusi K KaJpOBBIM YCIOBHSIM peaTH3allid y4eOHOW MPaKTUKH YCTaHOBJIEHHI B 1.4.5.
cootBercTBytoniero ®I'OC CIIO.

Peanuzanmust  yueOHOM  mpakTuku  oOecreuMBaeTcs — MEAArOTMYECKUMU  pabOTHUKaAMU
oOpa3oBaTelIbHOM  OpraHM3alid, a Takke JHUIaMH, [PUBICKAEMBIMH K peau3aluu
MpoQecCHOHAIBHOTO MOJYJS Ha HMHBIX YCIOBHAX, B TOM YHCIIE U3 4YHMCIa PYKOBOAUTEIEH U
pabOTHUKOB OpraHu3alliii, HalpaBiCHUE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET 0O0JIaCTH
npodeccuonanbHoil  gearenbHocTu: 06 CBsizb, WHGOPMAIMOHHBIE M KOMMYHHKAI[MOHHBIE
TexHojoruu, ykazanHoil B nyHkre 1.14 ®I'OC CIIO (umerommux crax padOThl B JaHHOU
npodecCuoHaNbHOM 00JIaCTH HE MEHEE OJHOTO I0/1a).

Kpanmudukanuss mnenarorudyeckux pabOTHUKOB 0Opa3oBaTeNbHOM OpraHuM3alid — OTBEYAeT
KBIM(UKAIIMOHHBIM TPEOOBaHUSAM, yKa3aHHBIM B KBaTU(UKALMOHHBIX CIIPABOYHHUKAX U (MJIIN)
npodeccroHabHBIX CTaHIapTaXx.

[legarornueckue paOOTHUKH, TPUBIEKAEMble K peanu3alud MNpoPeCcCHOHATBHOTO MOy
MOJIy4aloT JOMOJIHUTEIbHOE MpodeccuoHalbHOEe 00pa3oBaHME IO MPOrpaMMaM MOBBIIICHUS
KBaIM(UKAIIMKM HE pexe OJHOTO pa3a B TpPH TOJla C YUYETOM pACIIUPEHHUS CIEKTpa
npodecCHOHAbHBIX KOMIETEHIUHA, B TOM 4YHcle B (QOpME CTaXHPOBKU B OpraHU3aIUsX,
HamnpaBjeHUE  JEATENbHOCTH  KOTOPbIX ~ COOTBETCTBYET  OOJIacTM  NpOo(ecCHOHAIbHOM
nestensHocTH: 06 CBs3b, MH(DOPMALMOHHBIE U KOMMYHUKAIIMOHHBIE TEXHOJIOTUH, YKA3aHHOW B
nyHkre 1.14 ®I'OC CIIO, a Taxxe B Apyrux o0nacTsX NpoQeccHoHaTbHON NeITeIbHOCTH U (MITH)
cdepax npodeccuoOHATBHON AEATEIBHOCTH, IPH YCIOBUU COOTBETCTBUS MOJTYYEHHBIX KOMIIETEHIHH
TpeOOBaHUSAM K KBATM(UKALIMU MIEAATOTHIECKOTO PabOTHHKA.

Jlonst menaroru4eckux paOOTHUKOB (B TPHBEICHHBIX K IEJOYHCICHHBIM 3HAYCHHSIM CTaBOK),
UMEIOIIUX ONBIT JEATENbHOCTH HE MEHee OJHOr0 ToJa B OpraHu3alMsix, HalpaBieHue



JEATEIbHOCTH KOTOPBIX COOTBETCTBYET O0JIACTH MPO(ECCHOHANIBHOMN AEATEIBHOCTH, YKa3aHHON B
nynkre 1.14 ®I'OC CIIO, B oO0meM uucie menarornyeckux pabOTHHUKOB, 00ECHEUMBAIOIIMX
OCBOCHHE OOYyYArOMIMMHKCS  HACTOSIIEro MNPO(ECCHOHATBLHOTO MOIYJIS  00pa3oBaTeIbHON
IIPOrpaMMBbl, COCTABIISIET HE MeHee 25 %.

OO01ue TpeGoBaHNS K PYKOBOAUTEISIM NPAKTUKH OT NPOQUIBLHONH OpraHu3anuu:
HenocpencrBenHoe pykoBOACTBO Ha paboueM MecTe OCYIIECTBISCTCS KBATU(DUIIUPOBAHHBIMU
COTPYIHUKAMH MPOQPHUIBLHOTO MPEANIPUITHS (Ha3HAYAIOTCS TPUKA30M JUPEKTOPA OPraHU3aIUH).
HactaBHUKH TOJDKHBI SBIISITHCS ICHCTBYIOIIMMHU PYKOBOJUTEISIMHA MM paOOTHUKAMU TOIPa3ICIICHUM,
3aHUMAIOIINUXCS MPOCKTUPOBAHNEM, KOHOUTYPUPOBAHUEM, aIMHUHACTPUPOBAHIEM, aBTOMATH3AINCH 1
MoHutopuHromM UT-undpacTpykTypsl, a Takxke obOecrieueHneM O€30TaCHOCTH CETEBBIX M CEPBEPHBIX
peleHni

(B momwkHOCTsAX: DevOps-unxkenep, cucreMublii anMuaucTpatop Linux/Windows, SRE-umxkenep (Site
Reliability Engineer), Cloud-umkenep/apxurektop 0OOJAuHBIX  pEIICHHH, CIEHAIUCT  T10
nHpopmMannoHHOH Oe3zomacHoctn / DevSecOpS-uHkeHep, CUCTEMHBIH HHXeHep, apxutekrop WT-
UH(PaCTPYKTYpBHI).

HamnpaBnenne  gedaTeqbHOCTHM  HAaCTaBHUKOB  JIOJDKHO  CTPOrO  COOTBETCTBOBAaTh  00JIacTH
npodeccroHanbHO nesTenbHocTH 06 CBsi3b, MH(GOPMALMOHHBIE 1 KOMMYHHUKAIIMOHHbBIE TEXHOJIOTUH.
OO0s3aTenbHBIM TpeOOBaHWEM K HACTAaBHUKY CO CTOPOHBI TIPEANIPHUSTHS SBISIETCS HAJTMUWE CTaXa
paboTHl B TaHHOM MpodeccruoHaIbHOM 001acTH HE MEHEE OJTHOTO TO/1a.

3.7.0cHOBHBIE MeYaTHBIE /UM YJIeKTPOHHBIE H3IaAHUS

1. KondurypupoBanue u mojaepxka ceTeBoi HHPPAcTpyKTypbl. OCHOBBI KOH(PHUTYpHUPOBAHUS
nHpopMannoHHbIX cucteM: yueoHoe nmocooue ansa CIIO / H.B. Tyrosa, E.O. lllumkanosa, A.B.
Tyros, U.A. AuapeeB. — CaparoB, Mocksa: [IpodobpazoBanue, Aii [ITu Ap Menua, 2024. — 96
c. — ISBN 978-5-4488-2078-6, 978-5-4497-3114-2. — URL.: https://profspo.ru/books/139984. -

TeKCT: AIeKTPOHHBIN.
3.8. lonojHUuTeIbHbIE HCTOYHUKHU

Ilepeyenb npodeccnoHAIBbHBIX 023, HHPOPMAUMOHHBIX CIIPABOYHBIX CHCTEM
1.Znanium.com: DJeKTpOHHO-OMOIMOTEeuHas cuctema: [caitt]. — MockBa, OOO «3HAHUYM»
2011-2026 — URL :https://new.znanium.com/(mata o6parenus: 26.05.2026). — Pexxum gocTyma: s
aBTOpU3. noJib3oBareneit MUIT.
2.9BC HOpaiit: obpazoBatenbHas miarpopma. — Mocksa, OO0 «DneKTpoHHOE U3AATETHCTBO
FOpaiit» 2020 — URL.: https://urait.ru/author/list?partner=450217DE-BE2D-46F5-BB25-
9C69E84103EE (mata obpamienus: 26.05.2026). — Pesxxum goctyma: [jis aBTOPH3. T0JIb30BaTEICH
MUDT.
3.DnektponHo — 6ubnanoreynas cucrema Jlane: [caiit]. — Cankr-IlerepOypr, 2011-2026 — URL:
https://e.lanbook.com/(nata obparenus: 26.05.2026). — Pesxkum qocTyma: it aBTOPH3.
nosis3oBareneit MUDT.

4. KOHTPOJIb 1 OHEHKA PE3YJBbTATOB OCBOEHUSA

YYEBHOMU ITPAKTUKHU
KoHTposip U OlLieHKa pe3yslbTaTOB OCBOEHHUS MPOTrpaMMbl y4eOHOM NMpakTHKH OCYLIECTBISETCS
PYKOBOJMTENAMU IIPAKTUKA OT KOJUIE[DKA U OT NPENUpUATHS B IIPOLIECCE BBINOJHEHUS

00y4aroNMMUCs TPAKTUYECKUX pabOT B COOTBETCTBMM C 3aJaHMEM Ha MpakTuky. [lo okoH4YaHWU
MIPAKTUKU O0yUaroIrecs MPeACTABISIOT CIEIYIOIIYI0 OTYETHYIO TOKYMEHTAIUIO:

-aTTeCTAIlMOHHBIN  JIUCT, COJEpXKAIlMi CcBeleHUS 00 ypOBHE OCBOCHHSA  OOydJaromuMcs
npodeccruoHAIBHBIX KOMIIETEHIIHIA,


https://profspo.ru/books/139984
https://new.znanium.com/
https://urait.ru/author/list?partner=450217DE-BE2D-46F5-BB25-9C69E84103EE
https://urait.ru/author/list?partner=450217DE-BE2D-46F5-BB25-9C69E84103EE
https://urait.ru/author/list?partner=450217DE-BE2D-46F5-BB25-9C69E84103EE
https://e.lanbook.com/

-XapakTEepUCTHKa Ha OOydalomerocs Mo OCBOCHHUIO MPO(EeCCHOHAIBHBIX KOMIIETEHLUH B TEPHOA
IIPOXOXKACHUS IIPAKTUKY;

-JIHEBHUK IPAKTUKHU C IIPUIIOKECHUEM.

-OTYeT 110 NPAKTUKE, YTBEPKIACHHBIM OpraHu3aluen.

Kon IIK, Kpurtepuu oueHku pesyabrara ®opMbI KOHTPOJIA U
OK (moxka3zarte/jii 0CBOEHHOCTH KOMIIeTEHIHii) MeTOAbI OLlEHKH
[IK 3.1 |Onenka «Oramuno»: pazpadoran u Hactpoen CI/CD 3aiuTa TEXHUYECKOro 0T4eTa
[1K 3.5 |maiirunaiin (Jenkins/GitLab); BeimoaHeHO 110 Y4eOHOM MpaKTUKE Nepes
[IK 3.6 |aBTOMaTM3MpPOBAaHHOE TECTUPOBAHUE U PA3BEPTHIBAHUE;  |KOMHUCCHUEH.
obOecnieueHa komaHaHas padora B Git. AHanus3 JIoroB cOOpKU
Ouenka «Xopomoy»: HacTpoeH 6a3zoBbiit CI/CD MaNTUIAHOB U POXOKICHUS

NalIUIaiiH; BHIIOJHEHO aBTOMaTHUECKOE Pa3BEPThIBAHUE; [IMHTEPOB B PEMO3UTOPHH.
MIPUMEHEHBI CPEJICTBA KOHTPOJISI BEPCHIA. ITpoBepka Benenus Xyprana
Onenka «Y/10BJIETBOPUTEIBHO» . YACTUYHO HACTPOEH  |(/lHEeBHUKA) MPAaKTHUKH.
MalIUIaifH; BHIIOJHEHO 0a30BO€ pa3BEPTHIBAHNUE;
HCIOJIb30BaHA CUCTEMa KOHTPOJIs Bepcuil 0e3 BETBICHMSL.

[IK 3.2 | Onenka «O1am4Ho»: pazpaboTansl KOHGUTrypalnoHHble |[leMoHcTpaius

[1K 3.4 | daitnel [aC (Terraform, Ansible); BbimosiHeHa noaHas ABTOMAaTHYECKOIO
aBTOMAaTH3allUsl pa3BePThIBAHUS; BBISBIICHBI U YCTPAHEHbI (pa3BepThIBAHUS
y3KH€ MeCTa IPOLIECCOB. MH(pPACTPYKTYpPbl B TECTOBOM
Ouenka «Xopouo»: HaCTPOCHBI KOH(UTypaIruu cpene.
MH(PACTPYKTYPHI; BHIIIOJHEHO aBTOMaTHUECKOE DKcnepTHas IpoBepKa
pa3BepThIBaHKE; 3aPUKCUPOBAHBI U3MEHEHHUSI B CHUHTAKCUYECKOW KOPPEKTHOCTH
mporieccax. YAML/HCL daiinos

Ouenka «Y10BJIeTBOPUTEIbHO» . YaCTUYHO BBHITIOJHEHA [KOH(MUTYpAITUH.
HAcTpoiKa KOH(UTypalnii; aBTOMaTH3aIUsl OTPAHUYCHA;
ONTUMM3AIIHS POLIECCOB OBEPXHOCTHA.

[IK 3.3 | Ouenka «OTJIMYHO»: YCTAHOBJICHBI U HACTPOCHBI [TpoBepka pyHKIIMOHUPOBAHUS
[IK 3.7 | cucrembl MmonuTopunra (Zabbix/Prometheus) u Grafana-mam6opmos u Kibana-
norupoBanus (EFK); BBIsSIBIICHBI U yCTpaHEHBI TPOOJIEMBbI  [UHTEPGEHCOB.
MIPOU3BOIMTENBHOCTH; BBIIIOJIHEH KOMIUIEKCHBIN aHanu3  [MHTeprnperanus pe3yabTaToB

ysi3Bumocteit (Trivy), Hactpoen ufw/fail2ban. ckaHupoBaHus Trivy 1 nmap.
Ounenka «Xopoio»: HaCTPOCHBI 6a30BbIE CHCTEMBI Oruenka pemnieHus
MOHHUTOPHUHTA U JIOTHPOBAHUS; COOpaHbl METPUKH; CUTYaIIMOHHBIX 33]1a4 TI0
BBITIOJTHEH aHAJIM3 PUCKOB U 0a30Bast 3allluTa MOPTOB. pearupoBaHMIO Ha HHITUICHTHI.

Onenka «YI0BJIETBOPUTEIBHO». CPEACTBA
MOHHUTOPHUHIA/TIOTUPOBAHUS HACTPOEHBI YACTUYHO;
OTIPEENIEHB] TOTEHIIMAIIBHBIE YTPO3bl, HO PEArupoOBaHUE

OTPaHHUYEHO.

OK 01 — | Onenka «OTJIHYHO»: CobecenoBanue B Ipoliecce

OK 09 | CamocTOSTENBHO pa3/ensgeT TEXHUYECKUE 3aaUl Ha 3aIUTBI OTYETA 110 IPAKTHKE.
9Tamnbl U INIAHUPYET PECYPCHI. HaO:ronenue pykoBOAUTENS 32
CB0060IHO 1 OBICTPO HAXOAUT PEIICHUS B AHTJIOS3BIYHON  [ayTUTOPHOM paboToi
JOKYMEHTAI1H. oOyuaromerocst B 1abopaTopuu

Ctporo cobmoaeT NPUHIUIBI OEPEKINBOTO Komnemxka OU.




IIPOU3BOJICTBA (ONTUMU3UPYET Joruposanue u laC-
MO/TYJ I JJI1 5KOHOMUHU PECYPCOB).

Ounenka «Xopouo»:

YcnenrHo miaHupyeT 3Tambl, HO JIOIYCKaeT MEJIKHE
MIPOCYETHI B TAM-MEHEHKMEHTE.

HaxomuT penieHus B aHTIIOSI3bIYHON TOKYMEHTAIUH, HO
TPATUT HA 3TO OOJIbIIIE BPEMEHH.

[TpumensieT GepexITMBOE IPOU3BOJCTBO, HO ONTHMHU3AIUS
3aTPOHYJIa HE BCE KOMIIOHEHTHI MaMIlIaiiHA.

Ounenka «Y/10BJIE€TBOPUTEIBHO»:

He mosxer pa30uTh 3a1auy Ha miary, myTaercs B
IJIaHUPOBAHUM PECYPCOB.

Cnabo OpueHTUPYETCS B aHTJIOSI3bIYHON JOKYMEHTAIIUH,
WIIET PEHICHUS TOJIBKO Ha PYCCKOM SI3BIKE.

Hrropupyet NpHHIUIIBI OEPEKITUBOTO POU3BOCTBA
(1aC-ckpuriThl ¥ JIOTH HU30BITOYHBI, TIEPETPYKAIOT
CUCTEMY).

Pabouas mporpamma yuebHo# npaktuku YII 03.01 mpodeccronamsroro moxyns [TMu 03.
«KoHpurypuposanwue, yrparieane 1 MOHUTOPUHT U T-uHGpaCTpyKTYphI» MO CHEIUATBHOCTH
cpennero mnpodeccuonanpbHoro ooOpazoBanus 09.02.11 «Pa3paboTka wu ympaBiieHHE
MPOrPaMMHBEIM O0OecrieueHueM» pa3paboTaHa W yTBEPXKICHA B KOJUICDKE DIICKTPOHUKU H
napopmatukn HUY MUDT 02.02.2026, mpotoxon Ne 3.

JIMCT COI'JTACOBAHUMA

Paboyas nmporpamMma coriiacoBana ¢ gupektopoM kosutemka O HUY MUDT

JlupeKTop KomnemKa / 77z " JC.H. Jlursunosa /
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