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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT PAMMBI
MPOU3BOJCTBEHHOM IMPAKTHUKH TII1.03.01
IIMu 03 «kKOH®OUT'YPUPOBAHUE, YIIIIPABJIEHUE U MOHUTOPHUHI UT-
NHOPACTPYKTYPbI»

1.1.MecTO NpOU3BOACTBEHHOI MPAKTUKHN B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl.
Pabouast mporpamma mpowusBojactBeHHON mpakTHKU [T 03.01 sBisiercss 00s3aTEIBHBIM JIEMEHTOM

00s13aTeNbHOM YacTu 00pa30BaTeIILHON IporpamMmbl, pazpadoTannoit B coorserctBun ¢ PI'OC CIIO u
paboueii mporpammoii mpodeccronansnoro moayis [IMu 03 «KondurypupoBanue, ynpasieHue u
MoHUTOpUHT U T-HHPpacTpyKTyphl»; oOecnieunBaromeld nx peanusanuto mo cnernuaisaoctr 09.02.11
«Pa3paboTka u yrpasiieHHe MPOTpaMMHBIM oOecrieueHrem». OHa peanuzyercst Ha mpousBoacTBax UT-
WHIYCTPHH U TPEANPHUATHH-TTAPTHEPOB MOCIIE OCBOCHUS TEOPETUIECKOTO M MPAKTUIECKOTO MaTepHaia
MexauctumInHapabix kypcos (MJIK.03.01 - MJIK 03.04) u ycnemHoro MpoXoKIeHHs ydeOHO
npaxktuku Y11 03.01.

1.2. Henau u 3272494 NPAKTHKHU

[IpakTuka HampaBieHa Ha (QopMUpOBaHWE Yy OOYYAIONIUXCS MPAKTHYECKUX TMPO(hecCHOHATBHBIX
YMEHHH, NPUOOpPETeHWE TIEPBUYHBIX HABBIKOB 110 OCHOBHOMY BHUAY JestenbHocTH [IMH 03
«Konpurypupoanue, ynpasnenue u MOHUTOpUHT UT-undpacTpykTypsi».

Beimmycknuk, cnenmansHocTH 09.02.11 «Pa3pa®oTka M ympaBiieHHE TMPOTPAMMHBIM OOECIICUCHUEM,
ocBamBaeT MpodeccHoHabHBIC KOMITIETEHIINN, COOTBETCTBYIOIINE OCHOBHBIM BHIAM JESITEITHHOCTH:
Henabw mnpakTuku sBsIeTcs (GOPMUPOBaHWE O0a30BBIX NPAKTHUYSCKUX YMEHUH, MPHOOpeTeHHE
MEPBUYHOTO TMPAKTUYECKOTO OMbITa IO KOH(MUTYPHUPOBAHUIO, YIIPABJICHUIO, OPKECTpalUu U
MOHHUTOPHHTY JIEMEHTOB COBPEMEHHBIX CEPBEPHBIX CUCTEM U 00JIaYHBIX HHPPACTPYKTYP.

OcHoBHBIE 321a4H:

N3yuenne 6a30BOTO CHCTEMHOTO aJAMHUHUCTPUPOBaHUs Linux, ceTeBoil KOHPUTYpAIIMH U CKPUTITOBOU
aBTOMAaTHU3allM1 PYTUHHBIX 3a7a4;

OcBoeHne HMHCTPYMEHTOB BEPCUOHHpPOBaHUS Koja, KoHTeilHepusauuu (Docker) um moctpoenus
nokanbHbIX CI/CD koHBeliepoB cOOPKH;

[IpakTnueckoe mnpumeHenue noaxonoB «Mudpacrpykrypa kak kom» (IaC), cucrem ympaBieHus
KOH(pUTypalusiMi U pa3BepThIBaHUS 00JIauHbIX PECYPCOB;

OtpaboTka  HaBBIKOB  pa3BEPTHIBAHUS  CUCTEM  KOMIUIEKCHOTO  MOHHUTOPHHTAa  METPUK,
LEHTPATU30BaHHOTO JIOTUPOBAHUS, OTIOBEIICHHS U PearupoBaHUs Ha UHIHICHTHI,;

bazoBoe ocBoeHNEe HHCTPYMEHTOB OpKecTpaluu koHTeiHepoB (Kubernetes), yrpaBienust :Ku3HEHHBIM
uukiiom u DevSecOps-aynuTta 6€30MacHOCTH.

1.3. [Inanupyemble pe3yJbTaThl 0CBOEHHS MPOU3BOJACTBEHHON NPAKTHKHU

Pe3ynbTathl 0CBOEHUS MPOU3BOJICTBEHHOM MPAKTUKUA COOTHOCSTCS C TUIAHUPYEMBIMH pe3yJibTaTaMu
OCBOGHHMSI 00pa30BAaTENbHOM MPOTPaMMbl, TPEACTABICHHBIMH B MAaTpHIlE KOMIETEHIIUA
BBITTYCKHHUKA.

[lepeuenr oOmMX M NpPoQecCHOHATBHBIX KOMIETeHIMH mpou3BoacTBeHHOM mpakTtuku [1IT 03.01
[IMH 03 «KoudurypupoBanue, ynpasienue 1 MOHUTOpUHT UT-uHdpacTpyKTyphI»:

OK 01. Bribupats crioco0b! pemieHust 3aad npo(ecCHOHAIbHOM AEATENbHOCTH NPUMEHUTENBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Hcmonb30BaTh COBpEMEHHBIE CPECTBA MOKMCKA, aHAINW3a U MHTEpHpeTanuu HHPOpMalny,
MH(pOpPMAIMOHHbBIE TEXHOJIOTUH IS BBITIOJIHEHHS 331a4 MPO(eCcCHOHATBHON 1A TeIbHOCTH.

OK 03. IInanupoBaTh M pealM30BBIBATH COOCTBEHHOE MpPO(ECCHOHATBHOE U JIMYHOE pPa3BUTHE,
NPEANPUHUMATENbCKYIO JIeITEIbHOCTh B IpodeccuoHalbHONW cdepe, MCIOoap30BaTh 3HAHUA 10



MIPaBOBOM M (PMHAHCOBOI IPaAMOTHOCTHU B PA3IMYHBIX KU3HEHHBIX CUTYALIHsX.

OK 04. 3¢ddexTrBHO B3aMMOICHCTBOBATH U padOTaTh B KOJUICKTUBE M KOMaH/IC.

OK 05. OcymiecTBiaTh YCTHYIO U INHUCBMEHHYI0 KOMMYHMKAIMI0 Ha TOCYJAPCTBEHHOM SI3bIKE
Poccuiickoit @enepanuu ¢ yaeToM 0COOEHHOCTEH COIMAIIEHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06. IlposBiATh TrpakJaHCKO-NIATPUOTUYECKYIO IO3UIHIO, JEMOHCTPUPOBATh OCO3HAHHOE
[IOBEJICHUE Ha OCHOBE TPAJULMOHHBIX POCCUHCKUX yXOBHO-HPAaBCTBEHHBIX LEHHOCTEH, B TOM
YlClie ¢ YY€TOM IapMOHHM3aLUN MEKHAIMOHAIBHBIX U MEXPEJIUTHO3HbIX OTHOIIEHUMN, IPUMEHSITh
CTaHJapThl aHTUKOPPYILIUOHHOIO [TOBE/IECHUS.

OK 07. CopnelicTBOBaTh COXPAaHEHUIO OKPYKAIOILIEH Cpelbl, PecypcocOepeKeHNI0, NPUMEHSThH
3HaHMS 00 U3MEHEHUW KIuMaTa, TMPUHIUNBI OEpeXIMBOrO MPOU3BOJACTBA, APPEKTUBHO
JIENCTBOBATH B UPE3BBIYANHBIX CUTYALUSX.

OK 08. Ucnonb30Bath cpeacTBa Gu3nIecKoi KyabTYpPhI JUTSI COXpaHEHUS M YKPEIUIEHUS 310POBbS B
nporuecce npo¢ecCHoHaNbHON AESITEIbHOCTH U MOJIEPKaHNUS HEOOXOIUMOTO YpOBHS (hr3HUecKoit
MOATOTOBJIEHHOCTH.

OK 09. ITomnb3oBaThcst mpodeccHoHABHONW NTOKYMEHTAIMeH Ha TOCYAapCTBEHHOM M WHOCTPaHHOM
SI3bIKAX.

I[IK 3.1. BHINONHAT HEMPEPHIBHYIO WHTETPAIlMI0 UM HENpEephIBHOE pa3BepTHIBAHUE
MPOTPaMMHOTO 00€CTIeueHHUs B MpoIecce pa3paboTKH.

1K 3.2. YrpaBnsaTe KOHQUTYpausIMA H HUHPPACTPYKTYPOiA.

[IK 3.3. OcymecTBasiTh MOHUTOPHHT U JIOTUPOBAHHUE.

[IK 3.4. OcymecTBiIsiTh ONTUMHU3AIMIO MPOIIECCOB Pa3pabOTKH U Pa3BEPTHIBAHUS.

[1K 3.5. BeImosaHATE COOPKY U JOCTABKY.

IIK 3.6. YripaBisaTh BEpCUSIMH B KOJIOM.

IIK 3.7. OcymectBusaTs 6e3onacHocTh UT-uHGpacTpyKTYpHI.

B pesynbraTe ocBoenus [111.03.01 oOyuaromuiicss 10DKeH:

Koo OK, YmMmerThb 3HATEL Baagers HaBBIKAMH
IIK
OK.01 Bri6upats criocoObt aKTyaJIbHBII -

peleHus 3a1a4 npoheCCHOHATBHBII "

poheccHoOHALHOM COLIMAJIBHBIA KOHTEKCT, B

JeSATEIIbHOCTH KOTOPOM NIPUXOUTCS

MPUMEHUTEILHO K paboTtath u KHTh;

pa3IMYHBIM KOHTEKCTaM OCHOBHBIE WCTOYHUKH

UHGOPMAIIUH U  PECYPChI
JUIL  pelieHus 3amad U
npooiem B
npodeccnoHanTsHOM HW/HITN
COIIMATIBHOM KOHTEKCTE;
QJIITOPUTMBI BBITIOJTHEHUS
pabot B
npodeccuoHanbHOM 1
CMEKHBIX 00JIaCTSX;
METO/IbI paObOTHI B
npodeccuoHanbHOM 1

CMEXHBIX chepax;




CTPYKTYpY ILIaHa JyIs
peleHus 3a/1a4; HopsAI0K
OIICHKH PE3yJIbTaTOB
peleHus 3a1a4

npodeccrnoHaIbHO M
JeSITETBHOCTH
OK.02 Hcnonw3oBath HOMEHKJIaTypa
COBPEMEHHBIE CPE/ICTBA UH(POPMAITMOHHBIX
[IOMCKA, aHATIU3a U UCTOYHUKOB,
WHTEPIPETAITTN IPUMCHSIEMBIX B
nHpopmanuu, u npodeccuoHanbHOI
WH(POPMAIMOHHEIE NEeSITeTHbHOCTH; IPHEMBI
TEXHOJIOTUH IS CTPYKTYpPUPOBAHHUS
BBITNOJIHEHUS 3aa4 uHpopmaruu; hpopmar
npodeccuoHanIbHOM opopMIIeHHUSI PE3yIbTATOB
TSI TETbHOCTH movcKa HHPOPMAIIHH,
COBpPEMEHHBIE CPEJICTBA U
YCTpOMCTBA
nH(popmaTHU3alny;
MTOPSIIOK UX TPUMECHECHHUS
U TIPOTpaMMHOE
obecrieueHue B
poeCCHOHATBHOU
NEeSITEIbHOCTH B TOM
YHClIe C UCTIOIb30BaHHEM
u(POBBIX CPE/ICTB
OK.03 [lnanupoBate u CoJep)KaHUE aKTyaJIbHOM

pealin30BhIBATH
coOCTBEHHOE
npodeccHuoHaIbHOE U
JUYHOCTHOE Pa3BUTHE,
MPEIIPUHIMATETBCKYIO
JIEATEILHOCTD B
podeccHoHaIbHOMN
cdepe, UCIOJIL30BAThH
3HAHMUS 110 TPABOBOM U
(uHAHCOBOW TPaMOTHOCTH
B Pa3JIMYHBIX )KHU3HEHHBIX
CUTYaIUIX

HOPMaTHBHO-IIPABOBOM
JOKYMEHTAIUH;
COBpEMEHHAsl Hay4YHas 1
npodeccuoHaIbHaAsS
TEPMHHOJIOTHS;
BO3MO>KHBIE TPAEKTOPHU
po(ecCHOHATBHOTO
pa3BHUTHUS U
camo00pa3oBaHus;
OCHOBEI
IpeANPUHIMATETBCKON
NS TeTbHOCTH; OCHOBBI
(buHaHCOBOM
IPaMOTHOCTH; TIpaBUiIa
paspaboTku Ou3Hec-
IUIAHOB; TIOPSTIOK
BBICTPAUBAHUS
Npe3eHTaINH; KPeIUTHBIE
0aHKOBCKHE TIPOTYKTHI




OK.04 DddexTuBHO MICUXOJIOTHYECKIE OCHOBBI
B3aMMO/ICIICTBOBATH U e TETLHOCTH
paboTaTh B KOJUIEKTUBE U | KOJJICKTHBA,
KOMaH/Ie IICUXOJIOTMYECKUE
0COOCHHOCTH JINYHOCTH,
OCHOBBI ITPOEKTHOM
eI TETLHOCTH
OK.05 OcyIecTBIISATh YCTHYIO U | OCOOEHHOCTH
MMACEMEHHYIO COLIMAJIBHOTO U
KOMMYHHUKAIMIO HA KYJIbTYPHOTO KOHTEKCTA;
roCy/1lapCTBEHHOM SI3bIKE npaBuiia opopMIICHUS
Poccniickoit deneparuu ¢ | JOKYMEHTOB H
y4eToM 0COOEHHOCTEM MOCTPOEHHUS YCTHBIX
COILIMAJIHOTO U coo01eHui
KYJIbTYPHOTO KOHTEKCTa
OK.06 [IposBIIATE IpakTAHCKO- | CYIIHOCTb I'PAKIAHCKO-
MaTPUOTHYECKYIO MaTPUOTHIECKOM
MO3ULHUIO, TIO3HIINH,
J€MOHCTPUPOBATh 0011eYeTIOBEUECKUX
OCO3HAHHOE MOBEJICHUE Ha | IEHHOCTEN; 3HaYMMOCTh
OCHOBE TPaJIUIIUOHHBIX npodeccuoHanbHOM
POCCHICKHX TyXOBHO- NEeSITeNIbHOCTH 110
HPaBCTBEHHBIX LIEGHHOCTEH, | CIIEUAIbHOCTH;
B TOM YHUCJIE C YYETOM CTaHapThI
rapMOHU3ALUU AHTUKOPPYMIHUOHHOTO
MEXHAIMOHAJIbHBIX U MOBE/ICHUS U TIOCTIEICTBUSA
MEXPETUTHO3HBIX €ro HapylIeHus
OTHOIICHUH, TPUMEHSTh
CTaH/IapPThI
AHTUKOPPYINIIUOHHOTO
MOBEACHUS
OK.07 ConelcTBOBaTh MpaBuUIa YKOJIOTUYECKON
COXPaHEHUIO 0€30MacHOCTH MPU
OKpY’KaIoIlel Cpebl, BEJICHUU
pecypcocOepexeHuIo, npodeccuoHanbHOI
MIPUMEHSTH 3HAHUS 00 JeSITETbHOCTH; OCHOBHBIE
W3MEHEHHH KIIMMaTa, pecypchl,
MIPUHIIUIIBI OEPEKITUBOTO | 3a/IeHCTBOBAHHBIC B
MIPOU3BO/ICTBA, npodeccuoHanbHOM
3¢ deKTUBHO AEMCTBOBATh | AESATENBbHOCTH; MyTH
B UpE3BBIUANHBIX obecrieueHus
CUTYaIUIX pecypcocOepexeHus;

HPUHIUIBI OEPEXINBOTO
IIPOU3BO/ICTBA; OCHOBHBIE
HarpaBJIeHUs] U3MEHEHUS
KJIMMaTUYECKUX YCIOBHM




peruoHa

OK.08 Hcnonp3oBate cpeacTsa POJIb PU3NIECKOM -
(U3NIECKOH KYIbTYpHI KYJIBTYpHI B
JUISL COXpAaHEHUS U OOIIEKYIIbTYPHOM,
YKpEIUICHUS 3710POBbS B npoecCHOHATTLHOM U
nporecce COLIMAIIBHOM Pa3BUTHH
npodeccHoHaIBEHON YeJI0BEeKa; OCHOBBI
JESATEIbHOCTH U 3I0pOBOTO 00pa3a )KU3HHU;
o IIeP KaHUs YCIIOBHS
HE0OX0IMMOTO YPOBHS npodeccuoHanbHOI
¢buznveckoit NS TeTbHOCTH 1 30HBI
MOJITOTOBJICHHOCTH pucka Gpu3nuecKoro
3IOPOBBS LIS
CTEUATbHOCTH; CPECTBA
npo(UIaKTUKH
TepeHaANPSHKCHHS
OK.09 [Tonwp30BaTbCs MIpaBUJIa IOCTPOEHUS -
npohecCuoOHAITBHON MPOCTHIX M CJIOKHBIX
JIOKYMEHTalMen Ha NpeJI0KEHNI Ha
rOCyJapCTBEHHOM M npodeccHoHaTbHBIE TEMBI,
MHOCTPaHHOM SI3BbIKaxX OCHOBHBIE
001eynoTpeOuTeIbHBIC
riarossl (ObITOBAs U
npodeccuoHaIbHAs
JIEKCHKA); JICKCHYIECKUH
MUHUMYM, OTHOCSIIHICS K
OTIMCAHHUIO MPEJMETOB,
CPEICTB U MPOIIECCOB
poeCCHOHAITBHOU
NeSITeNIbHOCTH;
0COOEHHOCTH
MPOU3HOIICHHUSI; IPaBUiIa
YTEHHSI TEKCTOB
npodeccuoHanbHOI
HAIPaBIEHHOCTH
K 3.1. | — pa3pabaTbIiBaTh U — TPUHLIMUIBI U IPAKTUKKA | — CO3JaHMSI U HACTPONKHU

HACTpauBaTh MaUIJIANHbI
JUISl HETIPEPBIBHOM
HWHTETPALMU U
HENPEPBIBHOM 10CTABKY;
— CO31aBaThb CKPUIITHI
aBTOMAaTH3aLUN IS
TECTUPOBAHUS U
pa3BepThIBaHUsA
MIPUIIOKEHUN;

— YOpaBIATbh U

HEIPEPBIBHOM UHTErpaIluu
Y HENIPEPBIBHOM JOCTABKY;
— OCHOBBI HHCTPYMEHTOB
aBTOMAaTH3allMi B UX
MHTErpaluiy;

— pasnuYHbIC
MHCTPYMEHTHI U
TEXHOJIOTHH JIJIS
asroMaruzanuu CI/CD
MPOLIECCOB, TAKUX KaK

COOPOYHBIX U
pa3BePTHIBAIOLIUX
nainnaitos (pipelines);
— aBTOMAaTH3aLUU
TECTUPOBAHUS, COOPKU U
JOCTaBKU MPUIIOKEHUI;
— HCIOJIb30BaHUS
UHCTPYMEHTOB IS
aBroMatu3aiuu CI/CD
(nammpumep, Jenkins,




MOHUTOPUTH
ABTOMATH3UPOBAHHBIMU
Mpo1ieccamus;

— CHOCOOHOCTh
pa3pabaTbiBaTh U
HactpauBatb CI/CD
MalTIanHbl C
HCITIOJIb30BaHUEM
Pa3IUYHBIX HHCTPYMECHTOB
Y TEXHOJIOTHH, TAKUX KaK
Jenkins, GitLab CI, Travis
CI u npyrue;

— yYMEHHE HaCTpanBaTh
CUCTEMBI KOHTPOJIS
Bepcuil 15 3P PeKTUBHOM
paboThl HaJ| MPOEKTAMHU B
KOMaH]JIE;

3HaHWE METOH0JI0THI
pa3paboTku
MIPOTrPAMMHOTO
oOecreyeHus1, TAKUX Kak
Agile u DevOps, n
YMEHHE MIPUMEHSTh UX B
MIpaKTHKE.

Jenkins, GitLab CI, Travis
CI, Docker, Kubernetes u
Apyrue;

— npunHnmnsel Continuous
Integration u Continuous
Deployment u ymenue
MPUMCHSITH UX JUIS
MOBBIIICHUS

3¢ (HEKTUBHOCTH U
KayecTBa pa3paboTKu BeO-
IIPUIIOKEHUH;

— OCHOBHBIC ITPUHITHAITHI U
MIPAKTHKU TCCTUPOBAHUS
IPOTPaMMHOTO
oOecIreyeHHs, BKIOYast
IOHUT-TECTHPOBAHUE,
GyHKIIMOHATBHOE
TECTUPOBAHUE H
ABTOMAaTH3UPOBAHHOE
TECTUPOBAHUE;

MIPUHITUTIBEI pabOTHI C
crCTeMaM# KOHTPOJIS
Bepcuid, Takux kak Git, u
YMEHUE MPUMEHSTh UX JIJIs
OpraHu3aIuu
KoJuTaboparuu u
BEPCUOHHUPOBAHUS KOJA.

WoodPecker ClI, Travis
Cl, GitLab CI/CD);

— HCHOJb30BaHUS
KOHTEHHEPOB (HaIrpumep,
Docker) mist uzonsiiumn
ATanoB BHITIOJIHEHHS
pipelines;

— pa3paboTKu 1
Hactpoiiku CI/CD
HaUIUIaifHOB IS
aBTOMaTHUYECKOMN COOpPKH,
TECTUPOBAHUSA U
pa3BepThIBaHUS BEO-
IIPUIIOKEHNH;

— HCIMOJIb30BaHUS
WHCTPYMEHTOB JIJISI
aBTOMaTHYECKOT0
TECTUPOBAHUSA KOJa;

— pa3paboTKu 1
HAaCTPOUKHU CUCTEM
KOHTPOJI BEPCUH, TAKHX
kak Git, 111 ynpaBiaeHuUs
HCXOJHBIM KOJOM U
BEPCUOHUPOBAHUS
MPUJIOKEHU;

— HACTpOUWKHU
UHOPACTPYKTYPBI AJIs
pa3BepThIBaHUA BeO-
MPUIOKEHUH, BKITIOYAS
cepBepa MPUIIOKEHUH,
0a3bl JaHHBIX U JPYTUe
HEe00X0IUMBIE
KOMITOHEHTHI;
HaIUCaHUs
ABTOMAaTHYECKUX TECTOB
JUISL IPOBEPKH
paboTocnocoOHOCTH U
KayecTBa KoJia BeO-
MIPUIIOKEHUN

IIK 3.2.

— co3JaBaTh U U3MEHATh
KOH(UTyparuio
UHPPACTPYKTYPHI uepes
KOJ;

— YHOPaBJATh U OOHOBIIATH

HHPACTPYKTYPY
ABTOMATHYCCKH,

— npuHuunsl [aC u
Merononoruu DevOps;

— OCHOBBI HHCTPYMEHTOB
JUIS YTIpaBIeHUS
KOH(MUTYpALUSIMHA U UX
CpaBHEHHE

3HAHME Pa3TUYHBIX

— HACTPOWKH U
yIpaBJIEHUS
KOH(UTrypauuei

UHPPACTPYKTYpHI yepe3
kon (Infrastructure as

Code - 1aC);
— HCIIOJIB30BaHUA




— obecreunBaTh
COTJIACOBAHHOCTh U
HA/IKHOCTh
UHPPACTPYKTYPHI;

— CIIOCOOHOCTH
pa3pabaTbiBaTh U
HACTpauBaTh
KOH(UTypanmoHHbIE
(baitsel I pa3InIHBIX
KOMIIOHEHTOB B€0-
TIPUJIOKEHHIA;

— aBTOMAaTHU3HPOBATH
MIPOIIECCHI pa3BEPTHIBAHUS
1 KOHUrypauu
UH(PaCTPYKTYpHI €
WCTIOJIb30BaHUEM
WHCTPYMEHTOB
yIIpaBJICHUS
KOH(urypanueii;
YMEHHE UCII0Ib30BaTh
CUCTEMbI KOHTPOJIS
BEPCUH IS yIIPABJICHUS U
BEPCUOHUPOBAHUS
KOH(PUTYpAITMOHHBIX
(haiinoB u

HHPPACTPYKTYPHI

UHCTPYMEHTOB U
TEXHOJIOTHH I
yIpaBICHUS
KOH(Urypanuuei u
pa3BepThIBaHUS
UHPPACTPYKTYPHI;

— OCHOBHbI€ IPUHIUIIBI U
IPAKTUKHU YIIPABIICHUS
KOH(HTrypanuei u
UHQPPACTPYKTYpPO;
pa3Iu4HbIE KOMIIOHEHTBI
UH(PACTPYKTYpHI BEO-
IIPUIIOKEHUN U UX
KOH(UTYpalluy, TAaKUX KaK
CepBEpHI MPUITOKEHUH,
0a3pl JaHHBIX, KAIIH U

JpyTHUe.

MHCTPYMEHTOB IS
aBTOMaTH3aINU
KOH(HUTypanuu
(marmpumep, Terraform,
Ansible, Puppet);

— CO3JaHHA U
MOJIICP)KaHUS CLIEHApUEB
yIIpaBJICHUS
KOH(UTYpaLUsSIMH;

— pa3paboTKu 1
HAaCTPOUKHU
KOH(MUTypallMOHHBIX
¢ailnoB i pa3IMuHbIX
KOMIIOHEHTOB Be0-
MIPUJIOKEHNH, TAKUX KaK
CepBEpbI MPUITOKEHU,
0a3bl JaHHBIX U Jpyrue
CEpPBUCHI;

— aBTOMAaTH3alNU
nporiecca pa3BepTHIBAHHS
1 KoH(purypanuu
HH(PPACTPYKTYPHI C
UCIIOJIb30BaHUEM
MHCTPYMEHTOB, TAKUX KaK
Ansible, Terraform,
Puppet nu Chef;
yIpaBJIEHUS BEPCUAMU
KOH(UTypallMOHHbIX
GaiinoB u
UHPPACTPYKTYPHI €
UCIOJIb30BAHUEM CUCTEM
KOHTPOJISl BEPCUil, TAaKUX
kak Git.

IIK 3.3.

— YCTaHaBJIMBaTh U
HACTPauBaTh CUCTEMBI
MOHHUTOPHHTA U
JIOTUPOBAHUS;

— MOHHTOPHUTH U
aHAIIM3UPOBATH paboOTy
MIPUJIOKEHUN U
UH(PACTPYKTYPHI;

— OTIAaBIHMBATh U
pearupoBath Ha
poOIeMBbl U COOBITHS;
— CIIOCOOHOCTD
HACTPOUTH CHCTEMBI

— TNPUHLMIBI U
METOJI0JI0TUH
MOHUTOPHHIA U
JIOTUPOBAHUS;

— TEXHOJIOrHHu coopa,
XpaHEHUS U aHaIn3a
JIOTOB;

— PpasJIn4yHbIE
MHCTPYMEHTHI U
TEXHOJIOTUH IS
MOHMTOPHHTIA U
JIOTUPOBaHUs BeO-
IIPUIIOKEHUN;

— YCTaQHOBKH U
HACTPOUKH CUCTEMBI
MOHHUTOPHHIA U
JIOTUPOBAHUS;

— MOHHUTOpPHHIA U
aHanm3a paboThl
MIPUJIOKEHUHN U
UHPPACTPYKTYPHI;

— OTJIOBA U PearMpoOBaHUS
Ha NMpo0JIeMBl U COOBITHS;
— HAaCTpOIKH cucTeM
MOHHUTOPHHTA JUIst cOopa
METpHUK 0 paboTe BeO-




MOHMUTOPHHTA JJIs1 cOopa
METpUK 0 padoTte Beb-
IIPUIIOKEHUN;

— aHaJIM3MpOBATH
coOpaHHBIE METPHUKH U
JIOTH ISl BBISBJICHUS
po0JIeM U ONITUMHUBAIAH
IIPOU3BOIUTEIBHOCTH BEO-
MIPUIIOKEHUN;

YMEHHE HaCTPanBaTh
CHCTEMBI JIOTUPOBAHUS
Uit cOopa U aHanm3a
JIOTOB NPUJIOKEHUN 1

— OCHOBHBIC METPHKH U
HOKa3aTesu
POM3BOIUTENLHOCTH BEO-
NPUII0KEHUH, U CIIOCOOBI
ux cOopa M aHAIIN3a;
METO/IbI ONITUMHU3AIMN 1
yIy4IIeHUS
POM3BOIUTENLHOCTH BEO-
IIPUJIOKEHNUI Ha OCHOBE
aHaJIM3a cCOOpaHHBIX
METPHK U JIOTOB.

IIPUJIOKEHUN, TAKUX KaK
UCIIOJIb30BAHUE PECYPCOB,
BpeMs OTKJIMKA U
KOJIMYECTBO 3aIpOCOB;

— HaCTPOMKHU CUCTEM
JIOTUPOBaHuUs i cOopa u
aHaJIu3a JIOTOB
IIPUJIOKEHNHN U
UH(QPaCTPYKTYpBHI;
aHayM3a coOpaHHBIX
METPUK U JIOTOB JIJIst
BBISIBJICHUSI TIPOOJIEM U
ONTUMM3ALNH

UH(PaACTPYKTYPBHI. IIPOU3BOIUTEIILHOCTH BEO-
MIPUIIOKEHHUN.

[IK3.4. | — onTuMH3UpOBATH — npuHuunsl DevOps- — aHaJIN3a U
poLeccsl pa3paboTKHy, KYJIbTYpPbI U IPAKTUKHU ONTUMM3AINH MTPOLIECCOB
TECTUPOBAHUS U HEMPEPHIBHOTO pa3paboTKu u
pa3BepThIBaHUS; yIy4LICHUS; pa3BepThIBaHMUS,
— WAEHTU(ULIHPOBATH U — METOJIOJIOTHIO U — BHEApEHUs uTepauuii u
YCTPaHATh y3KHE MecTa U | pEHMBOPKH ISt ynydmenniit B DevOps-
po06JIeMBbl IPOLIECCOB; yIIpaBICHUS IIPOLIECCHI;
— BHEIPATb U3MCHEHUSA U | U3MCHCHUSMY, — YIpPAaBJICHUSA
CIIEIUTD 32 UX — pasyIn4yHbIC W3MEHEHUSAMU U
3pPEKTUBHOCTBIO; METOJIOJIOTUHY U TIPAKTHKM | BEPCUOHUPOBAHMS KOJA U
— CIIOCOOHOCTb YJIy4LIEHHS IPOLIECCOB UHPPACTPYKTYPHI;
UACHTUGUIMPOBATH pa3paboTku; — WUJCHTU(DUKALUYU Y3KUX
Ipo0OJIeMBbl M y3KHME MECTa | — OCHOBHBIE IPUHLMIIBI U | MECT U pO0JIeM B
B IIpolieccax pa3pabOTKU U | HHCTPYMEHTHI JUIs nporeccax pa3paboTkH,
pa3BepThIBaHUs BEO- aBTOMAaTHU3aLNH cOOpPKH, TECTUPOBAHUS U
IIPWIOKECHUM; IPOIIECCOB pa3pabOTKU U | pa3BepThIBaHUs BeO-
— ONTHUMH3HPOBATH U pa3BepThIBaHUS BeO- IIPWIIOKEHUI;
yJIydlaTh IPOLECCHI IIPUIIOKEHU; — BHEAPEHUS YIy4IIECHUN
pa3paboTKu U 3HaHHME OCHOBHBIX Y ONITUMHU3ALUN B
pa3BepThIBaHUs BEO- IIPUHLIMIIOB U METOJOB npolecchl pa3paboTKU U
IIPWIOKECHUN; ONTUMU3ALMH IPOLIECCOB | pa3BepThIBaHUs BeO-
YMEHHE pa3paboTKu U IIPWIOKEHUI;
aBTOMAaTU3UPOBATh pa3BepThIBaHUS BeO- aBTOMAaTHU3al[U1 PYTUHHBIX
PYTUHHBIE 3a/1a4H U IPUJIOKEHUM. 3a/1a4 ¥ IIPOLIECCOB C
IIPOLIECCHI C HCII0JIb30BAHNEM
HCIIOJIb30BAHUEM MHCTPYMEHTOB U
UHCTPYMEHTOB U TEXHOJIOTUH, TAKUX KaK
TEXHOJIOTUH. ckpuntsl, CI/CD

MaNIIIaiHbL U IpYyruUe.
I[IK 3.5. | — co3naBaTh H — OCHOBBI CHCTEM COOPKH | — CO3JaHUS U HACTPOIKHU

NOAACPKHUBATDH MMPOLECCHI

N 1OCTAaBKU,

cucTeM COOpKH




cOOpKH U pa3BePTHIBAHHUS
NIPUIIOKEHUN;

— obecrnieunBaTh
0€30MMacHOCTh U
HAJIC)KHOCTh
pa3BepTHIBAHUS
MIPUIIOKEHUN;

— YIPaBJISITh BEPCUSIMHU U
BBITTYCKAMH TIPUIIOKCHHIA,
— HaCTpauBaTh U
YIPAaBIATH MPOIECCOM
COOPKH M TOCTaBKH
MIPUJIOKEHUN HA
pa3IUYHbBIE CPEIbl;

— aBTOMATH3UPOBATH
MPOIIECCHI COOPKHU U
JIOCTABKU MPUIIOKEHUHN C
HCITIOJTb30BaHUEM
unctpymenTon CI/CD;
pa3pabaThIBaTh CKPUIITHI U
KOH(UTYpAIIMOHHBIC
(bamer s
ABTOMAaTUYECKOU COOPKH H
JIOCTAaBKHU MPUITOKEHUH.

— TPUHIHUIIBI
HETIPEPBIBHOM MOCTaBKU
(Continuous Delivery) u
pa3BepThIBaHUS
(Continuous Deployment);
— pasJinyHble
UHCTPYMEHTHI U
TEXHOJIOTUH [T COOPKH U
JIOCTaBKH MPUJIOKECHHM,
Takux kak Jenkins, GitLab
CI/CD, Travis Cl u
ApYrue,

— OCHOBHbBI€ IPUHIMIBI U
npaxktuku CI/CD s

s dexTrBHOM COOPKHU U
JIOCTaBKH MPUIIOAKEHUI;
pa3IuYHbIE Cpebl
pa3BepThIBaHUS
MIPUJIOKEHNMN, TAKHE KaK
TECTOBAsI, MPEANPOIAKITH
Y IIPOJIAKILH, U
0COOEHHOCTEH NX
KOH(pUTYpaIuu 1
HaCTPOWKH.

IIPWIOKEHUH (Harmpumep,
Jenkins, Travis Cl);

— aBTOMAaTHU3aLUU
pa3BepTHIBAHUS
MIPUJIOKEHUN B PA3IMYHBIX
OKPYKEHUSX;

— yIpaBlICEHUS BEPCUSIMU
U pEeJIU3aMU ITPUIIOKEHUM;
— HACTPOWKH U
yIpaBieHUS IPOLECCOM
COOpKH M IOCTAaBKH
IIPUJIOKEHNN Ha
pa3INyYHbIE Cpe/bl, TAKHUE
KaK TeCTOBas,
MPEANPOJAKITH U
MIPO/IAKIITH;

— aBTOMAaTHU3alUU
mpoiiecca COOpKHU 1
JIOCTaBKH MPHUIIOKEHUM C
HCII0JIb30BAHNEM
WHCTPYMEHTOB;
pa3pabOTKH CKPHUIITOB U
KOH(PUTYPAITMOHHBIX
dbaiinoB s
aBTOMAaTUYECKOU COOPKHU 1
JIOCTAaBKU MPUIIOKEHHIA.

IIK 3.6.

— 3¢ dexTuBHO
WCIO0JIb30BAaTh CUCTEMBI
KOHTPOJISI BEpCUU st
yIpaBICHUS KOJOM;

— paboTath ¢ BETKaMU U
BBITIOJIHATH CIUSHUA KOJIa,
— pa3peuiaTb KOH(PIUKTHI
1 OTCIIEKHUBATh UCTOPHUIO
U3MEHCHUH;

— 3¢ deKTUBHO
WCIOJIb30BaTh CUCTEMBI
KOHTPOJISI BEpCUU st
yIpaBIeHUS U
OTCIIeKUBAHUS U3MEHEHH
B KOJIe MPUJIOKECHHI;

— pabotarts c Git,
BKJIIOUAsi CO3/JaHHE BETOK,
CIIUSIHUE U3MEHEHUN U
paszpelieHrne KOHQIUKTOB;
HACTpauBaTh

— ocHoBbI Git U 1pyrux
CHCTEM KOHTPOJISI BEPCHIA;
— METO/IOJIOTHIO
BETBJICHUS  MOJICIIN
pa3paboTKu ¢
ucnoinszoBanueM Git;

— OCHOBHBIC ITPHUHITUITBI
paboThI C cUCTEeMaMu
KOHTPOJISI BEPCHI, TAKKX
kak Git;

— pa3NUYHBIC BETBU
pa3paboTKu U cTpaTeruit
cnusiHus u3MeHeHuit B Git;
UHCTPYMEHTHI U MPAKTUKH
s 3P PeKTUBHON pabOTHI
¢ Git, Takux kak GitHub,
GitLab u Bitbucket.

— HCMOJb30BaHUS CUCTEM
KOHTPOJI BEPCUH
(manpumep, Git);

— paboThI C
PEMO3UTOPHUSIMH KOJIa U
BETKaMHU pa3paboTKu;

— paspenieHus
KOH(JIMKTOB U
00BbeIMHEHUSI KOJIa;

— HCMOJb30BaHUS CUCTEM
KOHTPOJISI BEPCUH, TAKUX
kak Git, [uTst yrpaBiIeHus: u
OTCIICKUBAHUS U3MEHEHU
B KOJI€ IPUJIOKECHHIA;

— pa3paboTKu U
HOJIEP>KKH MTPOLIECCOB
paboTsl ¢ Git, BKITIOUast
CO3/IaHUE BETOK, CIMSHUE
W3MEHEHU U YIpaBlieHUE
KOH(QJIMKTaMU;




UHPPACTPYKTYPY VIS
XpaHEHUs U YIPaBJICHUS

KOJIOM IIPHJIOKEHUH C
HCIIOJIb30BaHUEM
peniosutopueB Git.

HaCTpoKa
UHPPACTPYKTYPHI IS
XpaHEHUS U YIIPaBJICHUS
KOJIOM MPHJIOKEHHM C
UCTIOJIb30BaHUEM
penosutopueB Git.

IIK 3.7.

— obecneunBaTh
0€301acHOCTh BO BCEX
stanax DevOps-niporiecca;
— BBISBJISATH U YCTPAHSITH
YSI3BUMOCTH U
MTOTCHIIMAITLHBIC YTPO3BI;
— pearupoBaTh Ha
WHITUJCHTHI ¥ IPOBOTUTH
paccienoBaHus;

— aHAJM3HPOBATH
VSI3BUMOCTH ¥ PUCKHU B
UT-undpacrpykrype u
BEO-TIPUJIOKEHUSX;

— pa3pabaTbIBaTh U
pean30BbIBATH MEPHI
0€30I1aCHOCTH 1A
3ammtsl UT-
HH(PPaCTPYKTYpHI U BEO-
TPUJIOKEHHUIA;
MOHHUTOPHUTD U
0OHapy>XKHUBaTh
WHIUJCHTHI
0€30MacHOCTH, a TaKkKe
pearupoBaTh Ha HUX

— OCHOBBI 0€30MaCHOCTH
IIPWIOKEHUHN U
UHPPACTPYKTYPHI;

— METOJIbI aHAJIM3a Ha
YSI3BUMOCTH U
MOHHTOPHHTA
0e30I1aCHOCTH;

— OCHOBHBIC ITPUHITHAITBI U
METO/IbI 00eCTIeUeHUS
6e3omacnoctu UT-
UH}pacTpyKTyphl U BEO-
MIPUJIOKEHNN;

— pa3JInYHBIC YSI3BUMOCTH
U yrpo3bl 6€30MacHOCTH, a
TaK)Ke CIOCOObI NX
IpeIOTBPALLEHUS U
0OHApYKCHHUS;
UHCTPYMEHTHI U
TEXHOJIOTUH IS
obecrieueHus
6e3omacnoctu UT-
uH(DpacTPyKTYypHI U BEO-
MPUIOKEHUHN, TAKUX KaK
OpaHAMay’pbl, CHCTEMBI
0OHapyXKeHHs BTOP)KEHUN
U aHTUBUPYCHBIE
POrPaMMBI.

— BHEAPEHUS U
HaCTpPOMKU Mep
6e3omacHoct B DevOps-
IIPOLIECCHI;

— ayauTa u
CKaHWPOBAHHS HA
VSI3BUMOCTH KOJIa ¥
MH(QPACTPYKTYPBHI;

— MOHHTOPHWHTA U
pearupoBaHus Ha
WHITUICHTHI
0€30ITacHOCTH;

— aHAJINU3 YSI3BUMOCTEHN 1
puckos B UT-
nH(ppacTpykType u BeO-
MPUIIOKECHUSIX;

— pa3paboTKu 1
peanuzanuu Mep
0€30I1aCHOCTH IS
samutel UT-
UH(]paCTPyKTYpHI U BEO-
MPWIOKEHUH OT yrpos;
MOHHUTOPHHT U
0OHapyXeHHE
UHIUJCHTOB
0€301MacHOCTH, a TaKXKe
pearupoBaHHe Ha HUX.

2.CTPYKTYPA M COJEP)XAHME ITPOU3BOJCTBEHHON NPAKTUKH

Buawbi pador KoauvecTBo | @opmupoBaHue yMeHHid, ®opmupyembie
BpEeMEHH NPaKTHYECKOro KOMIICTCeHIMH
(uac/nen) onbiTa/Coaep:kanue
BBINOJIHSIEMBIX padoT
AZIMMHHCTPHPOBaHHE, 36
KOH(pUIypHpOBaHUE U
aBToMaru3anuda Linux:
YcranoBka, 0a3zoBast 18 DoKyCUpOBaHHOE U3yUEHUE IIK 3.2
HAaCTpOMKa u KOHCOJIBHOTO OK 01, OK 02
KOH(UTypanus ceTeBoro MHCTpYMEHTApHs,
uHTepdeiica Linux- MHTEPAKTUBHBIX MEHEDKEPOB




CUCTCM.

Y TEPMHUHAJIbHBIX
MYJIBTHILIEKCOPOB ( TMuX,
Midnight Commander).
YcranoBka u 6a3oBas
IIEpBOHAYAJIbHASI HACTPOMKA
cepseproit OC Ubuntu Server
B M30JINPOBAHHOMN
BUPTYaJIbHOW MallIWHE.
I'enepanus kiro4eBbIX nap
SSH, nactpoiika 6e30macHOro
OecrapoJIbHOTO JI0CTyNa K
y3naMm. Kondurypuposanue
apaMeTpPOB CETEBbIX
uHTep(delcoB, cTaTHYECKOM
anpecauuu [P u
MapLIpyTH3alUU CPEICTBAMHU
noacuctemsr Netplan.

Pa3paboTtka ckpumnton 18 Cosznanue otkazoycroiuuBeix | [1IK 3.1, TIK 3.4
aBTOMAaTH3allHH, aBTOMAaTHYECKUX bash- OK 02, OK 07
yIIpaBJieHUE CKPHIITOB JUTSI BBITIOJTHEHUS
IUTAHUPOBIIMKOM 33/1a4 U PE3epBHOTO KOMMPOBAHUS
poTanuei CUCTEMHBIX KPUTUYECKH BAXKHBIX
JIOTOB. nupektopuil. UaTerpamus
3a7ja4 aBTOMaTHYECKOTIO
oOHoBnenus naketos OC u
3aIycka 03KaroB 10
pacIuCaHMIO B CUCTEMHBIH
IUTAHUPOBINKK Crontab.
Hanucanue cinyxeOHbIX
CKPUIITOB OYUCTKHU U
00paboTku noros. Hactpoiika
U KOH(DUTypanus yTUINTbI
logrotate mst opranu3zaryu
aBTOMAaTHYECKOM poTanuu,
COKaTUs M yJaJICHUS
yCTapeBLINX >KypHAJIOB
COOBITHH.
BepcuonupoBanue kona, | 36
KOHTelHepu3auus u
JokanbHblil CI/CD:
. Ucnonp3oBanne 12 Pabora c pacnpeneneHHON IIK 3.6
pacnpeeeHHbIX CHCTEM CUCTEMOW KOHTPOJISI BEpCUI OK 02, OK 09

KOHTpOJISl BEPCHUH,
VYnpaBiieHne BETBICHUEM
U CIIUSIHUEM.

Git B KOMaH/IHOM CTpOKE.
Brinonnenue onepanumii
WHULHAIU3aIAH JIOKAJTbHBIX
penozutopues (iNit),




dukcanuu N3MeHEHU I
(commit), kIoHHpPOBaHUS
(clone), otmipaBku (push) u
nosyuenus (pull) nanHbIx U3
YAQIEHHBIX XPaHWJIHUILL.
[IpakTnueckoe ocBoeHue
METO/IOJIOTHUI BETBIICHHUS:
CO3/IaHNE N30JIMPOBAHHBIX
BETOK, ITPOBEJCHUE CIUSTHUN
(merge, rebase), pyunoe
pa3peneHrne BO3HUKAOINUX
KOH(JIMKTOB M OTCJIC)KUBAHUE
HUCTOPHUH U3MEHEHHUM.

Coopka
KOHTEMHEPHU3UPOBAHHBIX
00pa30B, KOH(pUTryparus
MHUKPOCEPBHUCHBIX
MPUJIOKEHUN U JIOCTABKa B
pEECTPHL.

12

Hanucanue ¢aitnos
unctpykuuii Dockerfile,
nomaronasi cCOopka KaCTOMHBIX
docker-o6pa3zoB ¢ BeO-
cepBepom Nginx.
Kondurypuposanue
MHOTOKOHTEMHEPHBIX
MUKPOCEPBUCHBIX
MIPUJIOKEHUN CpEJICTBaMU
docker-compose ¢ uzossinueit
BHYTPEHHHX MOJICETEM,
MOJIKJIFOYEHUEM BHEIIHUX
MOCTOSIHHBIX TOMOB XpPaHEHHUS
(volumes) u unTerpamueii.
env-¢aiaoB repeMeHHbIX
oKkpyxeHus. Pa3BepTeiBanue
KOHTEHHEPU3UPOBAHHBIX
CYB]] (PostgreSQL) ¢
OpraHu3aiueil 1octymna u3
rpaduuecKux KIMEHTOB
(pgAdmin). Beimonnenue
ayTeHTU(UKAIUU U 3arPy3KU
(push) cobpanHbIX 00pa3oB B
nyONIUYHBIE U IPUBATHBIE
peectpsr (Docker Hub).

IIK 3.1, TIK 3.5
OK 01, OK 02

IToctpoenue c60pOUHBIX
MaNIIaifHOB,
pa3BepThIBaHUE CEPBEPOB
aBTOMAaTHU3alNH U
MHTETpaLus BeOXyKOB.

12

IIpomsllIneHHOE
pa3BOpayMBaHKE M HACTPOIKa
cepBepa aBTOMaTH3aLUH
Jenkins. Co3znanue cO0povHbIX
JIeKJIapaTUBHBIX CKPUIITOB
Jenkins pipeline ans CI-
cOOpPKH MPUIIOKEHUHN B
ABTOMAaTUYECKOM PEXKUME.

IIK 3.1, IIK 3.5
OK 04, OK 05




Hacrpoiika u
KOH(HUTypHpPOBaHHUE TPUTTEPOB
BeOxykoB (Webhook) co
cTopoHsb! Git-peno3utopust Uist
3aIyCKa aBTOMAaTHYECKON
CcOOpKU U JINHTUHTA IIPU
¢ukcanuu push-coObITHIA.
Wuterpanus
ABTOMAaTHU3UPOBAHHOU
reHepaluy NHTePaKTUBHBIX
TecTOBBIX 0T4eTOB Allure B
cOOpOYHBIC TTANTITIANHBI.
[IpakTHueckoe 3HaKOMCTBO €
KOHIIeTIHEH ¢uiaro
BO3MOkHOCTeH (feature flags)
B KOHBEHEpax JOCTABKH.

Ynpasiienue 24

koHurypanusimu (IaC)

1 00/12a4YHbIE pPelIeHHS

Coznanne maHnpecToB 12 N3ydyeHune KoHIEIHNN IIK 3.2
JIEKJIAPaTUBHOTO «MHbpacTpyKkTypa Kak Koo OK 01, OK 02
OTIMCAHUS (IaC). Co3nanue n

MH(PPACTPYKTYPHI U KoH(purypanus MmaHu(hecToB

MOJyJIel, YTpaBiieHHE
00JIaYHBIMH PECypCaMH.

Terraform s
aBTOMaTHYECKOTO
pa3BepTHIBAHUS BUPTYAJIbHBIX
cepBepoB B 001auHO
uHppactpykrype (AWS EC2).
Pabora c nepemeHHBIMU,
BXOJIHBIMH [TapaMeTpaMu 1
BBIXOJHBIMU 3HAYEHUSIMH
Terraform output. Hactpoiika
poJielt ynpaBieHus: JOCTYIIOM
IAM 11 MHCTAHCOB.
Hcnonws3oBanue nutepderica
xoManaHou ctpoku AWS CLI
JUISl yTAIIEHHOTO Y TIIpaBJeHuUs
007a4HBIMU 0OBEKTHBIMU
xpanuwmmamu (S3),
pa3BEPTHIBAHUE CTATUYECKUX
caiitoB B S3. Imnopt n
MEePEUCI0Ib30BAaHNE TOTOBBIX
UHOPACTPYKTYPHBIX
Terraform-moyneit u3 oouMX
pPENO3UTOPUEB.
MogenupoBanue MUTpaIi




JIOKAJIBHBIX BUPTYaJIbHBIX
mamuH (VirtualBox) B
00navHyI0 cpeny.
Hcnone3oBanue Vagrant aiis
JIEKJIAPATUBHOTO TTOTHATHS
JIOKAJIbHBIX TECTOBBIX CPE]I.

Hamnncanue cuenapues u 12 Hanmcanue cuenapues IIK 3.2
poJicit aBTOMAaTHYECKOTO aBToMatu3aruu Ansible- OK 07, OK 09
VYnpasnenus ieioyk (playbooks) mmst
KOHQUTypaIusIMu ABTOMAaTHYECKOH YCTAHOBKH,
pacrpeielIeHHBIX Y3JI0B. HACTPOWKH U 3aIrycka BeO-
cepBepoB (Apache) Ha
yIQJIEHHBIX XOCTaX.
Koudurypuposanue ¢aiinos
MHBEHTaps (inventory),
OpraHu3aIus CTPYKTYPHI
MIeHOYKOB, BBIJICTICHUE
nepencronb3yemMbix Ansible-
pOJIEeH.
MoHuTopuHTr, 18
LHEeHTPATU30BAHHOE
JIOTUPOBaHMeE U
aJIePTHUHI !
[Toxmrouenue y3ios, 10 PaszBepTriBanue, noakmtouenue | [1K 3.3
cOOp METpPUK Y HACTPOWKA yIaJICHHOTO OK 01, OK 02

IIPOU3BOJUTEIIBHOCTH,
IIOCTPOCHUC z[am6opz[0B u
BU3yaJIU3alusl HArpy3ok.

MOHUTOPHUHTA CEPBEPOB U
CEeTEBBIX y3JIOB uepes
areHTCKue U Oe3areHTHbIe
mrabaousl ZabbixX. YcraHoBka
U KoH(urypamus cepsepa
cOopa BpeMEHHBIX PsI0B
meTpuk Prometheus u
JIETKOBECHBIX areéHTOB
9KCIOPTA METPUK
ornepanuoHHoii cucrembl Node
Exporter. [Moaxmtouenue
9KCIOPTEPOB IS
MOHHUTOPHHIa BeO-CEpBEPOB
Nginx. UnaTerpanus
UCTOYHUKOB JIaHHBIX, UMIIOPT
TOTOBBIX U MIOCTPOEHUE
KaCTOMHBIX JIaIllIO0p/10B B
cUCTeMe BU3yalHu3aluu
Grafana mi1st HempepsIBHOTO
orcaexxuBanust CPU/Memory
Harpy3Kku, CET€BON




AKTUBHOCTH U JUCKOBBIX
onepaumii. Micnonb3oBanue
Prometheus pushgateway ans
OTIIPaBKH METPHUK OT
KPaTKOBPEMEHHBIX 3a/1a4.

Arperanus, 8 Koudurypuposanue IIK 3.3
TPaHCIIOPTUPOBKA U KOMIIOHEHTOB OK 04, OK 05
BU3yalH3alys )KypHaIoB [EHTPAIIM30BAaHHOTO cOopa
COOBITHH, HACTPOHKa aHaJM3a JIOTOB: HACTPOMKa
MIpaBUJI OTIOBEIEHUS 00 OTIPABKH JIOTOB TEKCTOBBIX
WHITUICHTAX. ¢ailyioB ¢ TOMOIIIBIO ar€HTOB
Filebeat B konBeiiep
obpaboTku Logstash u
HocJeAyIouas BU3yaau3auus,
U TIOMCK 10 JIOTaM B
unrepdeiice Kibana.
Hacrpoiika anpTepHaTUBHBIX
CUCTEM arperamnuu JIoroB
(Graylog). Harmncanue mpaBwt
reHepanuu onoserieHui (Alert
Rule) B Prometheus npu
MPEBBILICHUH KPUTHYECKUX
MOPOTOB YTHUIIM3AIII
pecypcoB UT-
uHppacTpykrypsl. Hactpoiika
UHTETpaIH CUCTEM
MoHuTOpHHTa co Slack s
MT'HOBEHHOTO OIOBEIIECHUS
WHXEHEpOB 00 MHIIUICHTAX.
OpkecTpanus 18
KOHTeiHEePOB
(Kubernetes) n
skn3HeHHbI nuka I1O:
Pa3BeprteiBanue o6bexToB | 10 3HaKOMCTBO C apXUTEKTYpOu IIK 3.2, [IK 3.5
k8s, makeTupoBaHue B opkectparopa Kubernetes B OK 02, OK 04

helm-4apTel, MOHUTOPHHT
MOJIOB U aBTOMATHU3aLIHsI
0OHOBIIEHHI 00pa30B.

nokanbHOM cpene Minikube.
Hcnonp30BaHue YTHIUTHI
KoMaH HO# cTpoku Kubectl
JUTSL CO3JIaHMS,
WHCIICKTUPOBAHUS U
MacIITaOupoBaHus 0a30BBIX
k8s-006nekToB (Pods,
Deployments, Services).
Hanwucanue, coopka u
MyOJUKAIUS KACTOMHBIX
Helm-4apToB Bo BHyTpeHHUE




PETIO3UTOPUH IS
NaKeTUPOBAHUS U
ABTOMATHYECKOTO JIETIION
cepsucoB. Hacrpoiika npaBui
MapuIpyTu3anuu Tpaduka u
tepmuHupoBanus TLS yepes
Ingress-koHTpoOIIED.
Pa3BepTriBanne oneparopa
kube-prometheus-stack ms
I1yOOKOr0 MOHUTOPUHIA
COCTOSIHHSA KJIacTepa U TMOIO0B.
Nzyyenne YAML u JSON
cnenudukanuii MaHU(PECTOB
MaHHITYTUPOBAHUS
obwvextamu. Hactpoiika
yrunuthl Watchtower s
ABTOOOHOBIICHUSI pa0OTAFOIINX
KOHTEWHEPOB PN M3MEHEHUH
00pa3oB B peecTpe.

KondurypupoBanue
CTpaTerui JIeros,
unterparus GitOps,
MpOBEpKa
Liveness/Readiness mpo6
Y CUMYJISIIUS OTKA30B.

Pazpabotka ckBozHoro CI/CD
nairiaitHa pa3BepThIBaHUS B
GitLab CI.
Kondurypuposanue
1apamMeTpoOB Ha/IEKHOCTH
MOJIOB € MMOMOIIBIO HACTPONKH
[IOBEIEHYECKUX liveness u
readiness mpodaiinos (pod
AKTUBHOCTH U TOTOBHOCTH).
[IpoBeneHue NpakTUIECKUX
3KCIIEPUMEHTOB 110
CUMYJISLINU
HE3aIUIAHUPOBAHHOTO OTKa3a
1oJa v JIeTalbHbIN aHAIN3
MEXaHU3MOB €ro
ABTOMAaTHUYECKOI0
BOCCTaHOBJEeHHUs. HacTpoiika u
npoBepka decriepe6oiHOro
oOHoBneHus Bepcuit (rolling
update), a Takxke peanu3auu
cTpareruii blue-green
deployment B knacrepe.
Hacrtpoiika uarerpamnuu c
iatdopmoii Sentry ams
OTJIOBA U TPEKUHTa OMIMOOK
IIPUJIOKEHUI B paHTalMe.
[IpakTrueckuil pacuer

IIK 3.4, IIK 3.5
OK 01, OK 07




CTOUMOCTH UH(PACTPYKTYPHI
(FinOps) u xoH¢urypanus
aBTolKanupoBaHus (AWS
Auto Scaling Group)

TexHonornu 12

oesonacnocTu UT-

UHPACTPYKTYPHI:

[IpoBenenue 12 [IpoBenenue I1IK 3.7
CKaHUPOBAHUS aBTOMaTU3UPOBAHHOTO OK 03, OK 06
YSI3BUMOCTEH, CKaHMPOBaHMA KOJa, (aiyioB

KOH(uUryparus KOH(UTYpaluii U clIoeB

OpaHIMay’pOB, ayIuT U
3aIUTa CETEBBIX
COEIMHEHU.

Docker-o6pa3oB Ha HaHuHe
u3BeCTHBIX ya3BuMocTeit CVE
¢ IoMoIIbI0 cKkaHnepa Trivy.
Pa3zBepreIBaHue, MOAHITHE U
6a3oBas KOHpUrypanus
3aIUIICHHBIX KAHAJIOB CBS3U
VPN nHa 6a3e mpoTOKOJIOB
WireGuard wim OpenVPN
MEXTY YAaJICHHBIMH
cepBepamu.
KondurypupoBanue nmpapui
MEKCETEBBIX IKPAaHOB
OpaHIMayspa cpeaCTBaMHU
yTruit iptables u ufw.
VYcranoBKka u HacTpoiika
neMoHa 3amutsl Fail2Ban mis
JTUHAMHYECKON OJIOKUPOBKH
XOCTOB, COBEPIIAIOIINX
MOTBITKY NO100pa napoJiel K
SSH-nopram. BemosnHenue
PYYHOHM ITPOBEPKHU
BaJIMIHOCTH, LIENIOYEK JJOBEPUS
u cpokoB aeiictBust TLS/SSL-
ceptudukaros. KommiekcHoe
CKaHUPOBAHHUE OTKPBITHIX
MOPTOB M JIOCTYITHBIX
CEPBHCOB B CETH C IIOMOIIBIO
yTridThl nmap. Hactpolika
CHEIMATN3UPOBAHHBIX
WHCTPYMEHTOB U YTHJIHUT JUIS
aBTOMaTHUYECKOT'O PE3EPBHOTO
KOMUPOBaHUs 0a3 TaHHBIX
(pgBackRest win wal-g mis
PostgreSQL). Hactpoiika
MPOKCUPOBAHHUS U




OaJlaHCUPOBKHU BXOJIAIIETO
TpaduKa gepes3 reverse proxy
Ha 6aze Nginx. [IpoBencuue
KOMIIJICKCHOTO ay/InuTa
6e3omnacuoctu OC ¢ MoMoIIbIO
yruuthl Lynis. Hactpoiika
TPYIIIOBBIX IMOJIUTHUK
0€30MaCHOCTH CETH 1
MpoBepKa Jioros ayaura API-
3anpocoB (CloudTrail) B
obiake

3. VCJOBHUS PEAJIMBAIIMM TPOTPAMMBI  ITPOM3BOJICTBEHHOM
MNPAKTUKH
3.1.00mue TpedoBaHUSA A peaTu3alui NPAKTHYECKOi MOAr0TOBKH.
3.1.1 IlpakThueckas TMOATrOTOBKAa OpraHMW30BaHa MpU peaju3aluu AUCHUIUIMH (Moayneil) u
OCYILIECTBJISIETCSI HEMOCPEACTBEHHO Kak B 0Opa3oBaTeNbHOM OpraHu3alyy, Tak U B OpraHu3alusx,
OCYILIECTBIISIIOUINE JESITeNbHOCT, MO Mpoduiao 00pa3oBaTeNbHONM MporpaMMbl  (MPOGUIBHBIX
OpraHu3aIusiX).
3.1.2. Peanu3ariyisi KOMIIOHEHTOB 00pa30BaTEILHON POTPAMMEI B (POpMeE TPAKTUIECKOM MOITOTOBKH
OCYIIECTBIISICTCS HENPEPBIBHO, MO0 IyTeM 4YepeloBaHUs C peanu3aluedl HHbIX KOMIIOHEHTOB
00pa30oBaTeNIbHON NMPOrpaMMbl B COOTBETCTBUHM C KaJICHIAPHBIM y4eOHBIM Ipa)uKoM U KaJeHJapHbIM
Y4€OHBIM TIJIAHOM.
3.1.3. Ilpm peanuzaruu JUCHUIUIMH (MOIyJeH) MpaKTUYECKas IOJrOTOBKA IpPEeayCcMaTpPUBAET
ydacTHe OOY4YaroUIMXCSl B BBIINOJHEHUH OTICIBHBIX 3JEMEHTOB pPabOT, CBS3aHHBIX € Oynymiel
po(hecCUOHAIBHON AEATEIbHOCTBIO.
3.1.4. Ilpu npoBeleHUH MPAKTUYECKOrO OOy4eHHUs MPAKTUYECKas MOArOTOBKA OpPraHU3yeTcs IyTeM
HEMOCPEICTBEHHOTO BBIMOJIHEHUS 00y4aloUIMMHCS OTIENbHBIX BHIOB pabOT, CBA3AHHBIX ¢ Oymyiuen
po(hecCUOHAIBHON AEATEIbHOCTBIO.
3.1.5. B cootBerctBun ¢ ®I'OC CIIO mpakTuyeckas MOATOTOBKA SBISETCS 00s3aTEIHHOM YacCThIO
OIl nmo cmenuanbHocT 09.02.11 «Pa3zpaboTka u yrpaBieHHE HPOrPaMMHBIM OOeCreYeHHeM» U
IpeaCcTaBiIsieT Cco00M  0COoObIi  BHJI  NPOU3BOJACTBEHHOW  JIEATENBHOCTH, HENOCPEICTBEHHO
OPUEHTUPOBAHHBIN Ha NMPO(ECCHOHAIBHO-IPAKTUYECKYIO MOArOTOBKY oOyuaromuxcs. IIpakTuueckas
MOJIFOTOBKA 3aKpeIUIseT 3HAaHUs U YMEHUs, IpuoOperaeMble 00yJarolUMUCs B pe3ybTaTe OCBOCHUS
TEOPETHUECKUX KYpCOB, BBIPAOATHIBAIOT MPAKTHUECKHE HABBIKM M CHOCOOCTBYIOT KOMILIEKCHOMY
(bopMupoBaHHIO OOIIMX U TPOPECCHOHATBHBIX KOMIIETEHIMH 00yJaromuxcs.

IIpousBoacreennass mpaktuka [I11.03.01 IIMHu.03 «KondurypupoBanue, ymnpaBieHue u
MoHutopuHr UT-undpactpykryper». O6beM npaktuku: 144 yaca. Llenp npaktuku: GopMHUpOBaHUE Y
oOyyaromuxcss Npo¢pecCuOHATbHBIX KOMIIETEHINHA, MPUOOPETEeHNE OMbITa MPAKTHUYECKON padoThl MO
CIELIMAIBHOCTH.

ITpousBoactBennas npaktuka [IMH.03 «KondurypupoBanue, ymnpasieHue ¥ MOHUTOpUHT UT-
MHQPPACTPYKTYpPBI» peaanu3yercsi B 00s3aTeNbHOM U BapHaTUBHON YacTu 00pa30BaTeIbHONW MPOTrpaMMBI
no cnenuaigbHocTH 09.02.11 «Pa3paboTka M ympaBjieHHE NPOrpPaMMHBIM O0ecreueHHEM» OYHOMN
¢dbopmel 00ydenus. [To ouHoit hopme oOyuenus B 8 cemectpe B o0s3arenbHOi yactu OIN.

B cootBeTcTBHM € pe3ynbTaTaMHu 00Y4YEHHUs 3aJauaMi JaHHOM NMPaKTHKH sBiIsSeTCs (OpMHUPOBAHUE
CJIEYIOIINX KOMIIETEHIIU:



I[IK 3.1. BHINONHAT HEMPEPHIBHYIO HWHTETPALMI0 W  HENPEphIBHOE pa3BepTHIBAHUE
MPOrPaMMHOTO OOeCTIeueHus B IIpoIecce pa3paboTKy.

[1K 3.2. YrpaBiats KoHGUTYpalUsIMUA U HHPPACTPYKTYPOA.

I1K 3.3. OcymiecTBisATh MOHUTOPHUHT U JIOTHPOBAHHUE.

1K 3.4. OcymiecTBIsATh ONTUMHU3AIHIO TPOLIECCOB Pa3padOTKU U Pa3BEPTHIBAHUSL.

[1K 3.5. BeinoaHsaTh COOPKY U 1OCTaBKY.

1K 3.6. YrpaBisiTe BepCUsSIMHU U KOJIOM.

1K 3.7. OcymectBisats 6e3onacHocTh UT-uHGpacTpyKTypHI.
[IpousBoacteennas mpakrtuka [111.03.01 TIIMu.03 «KoudurypupoBanue, ynpaBieHHE W

MouuTopuHr UT-uHMpacTpyKTyph» MPOBOAUTCSA Ha 0a3e MPOQHMIBHBIX OpraHU3aluid W/uid Ha Oase
OpraHM3alii peajln3yeTcsl COIVIacCHO rpaguky ydeOHOro mpoliiecca B MEPHOJ] OCBOCHHUS
po(ecCcHOHaIBHOTO MOTYJIS.

[TpousBoacTeennas npaktuka I111.03.01 mpoBoautcst B popme paboThI CTyIEHTOB, HAPABICHHOM
Ha O3HAaKOMJICHHE C OCOOEHHOCTSMH Npo(eCCHOHAIbHONW pabOThl, BKJIOYAsl BBINOJIHEHUE HMU
BPEMEHHBIX Pa30BBIX U TIOCTOSIHHBIX 3aJaHHA.

B 00s13aHHOCTH pyKOBOAMTEINS TPAKTUKA BXO/IHT:

— pa3paboTKka U €XerojgHoe OOHOBJIEHHWE COJEp>KaHUS MPOrpaMMbl IPOU3BOJICTBEHHOM
MIPAKTUKH;

— KOHTPOJIb PeaH3aIly IPOTPaMMBI U YCIIOBUH MPOBECHUS TPON3BOICTBEHHON TPAKTHKH;

— o(opMIIEeHHE OTYETHBIX JOKYMEHTOB TI0 TIPOM3BOJICTBEHHOM MTPAKTHKE.

CTyaeHThl IpU NMPOXOXKICHUH MPOU3BOJICTBEHHOM MPAKTUKK 005A3aHbl MOJHOCTHIO BBIMOIHATH
3a7aHusA, MPEIYCMOTPEHHBIE MPOrPaMMOM MPOWU3BOJACTBEHHON NPAKTHKUA. TEKyIHil KOHTPOJb
pe3yabTaTOB OCBOEHUS IPOTPaAMMBbI PAKTHKHU OCYLIECTBISETCA PYKOBOAUTENEM NPAKTHKH B IIPOLIECCEe
BBITMIOJIHEHUST OOy4arolMMuUCs 3aJaHui. B pesynpTare OCBOEHHs NPOrpaMMBbl MPOU3BOJCTBEHHOMN
IIPAKTUKHA CTYJIEHTHl HPOXOAAT IMPOMEXKYTOUHYIO aTTecTaluio B (opme anphepeHIupoBaHHOTO
3ayera.

JUis  MpOXOXAEHUS IPOMEKYTOUYHOM aTTecTaluu Kaxaplii oOydaromuiics odgopmiser
TBOpYECKHE PAOOTHI, BBINOJIHEHHBIE BO BPEMS IIPOXOXKAECHUS TPOU3BOICTBEHHOMN MPAKTHKH.

IIpomexxyrouHas arrecTalus MO UTOraM MPOU3BOACTBEHHOW MPAKTUKU MPOBOJIUTCS B PAMKAX
OTBEJICHHBIX YaCOB HAa OCBOECHHUE MPOIPaMMbl IPAKTUKH.

Cpoku mpoBeAeHUS IPOU3BOJICTBEHHON NPAKTHUKU YCTAHABIMBAIOTCS B COOTBETCTBHM C
y4eOHBIM IIJJAHOM IIPU OCBOGHHMH HpodeccuoHanbHOro Moayis. llepumon mpoBeneHHs] NPaKTHKH
BKJIFOYAeTCs B rpaduk ydeOHOro npouecca. [t mpoXoKaeHus: NPaKTUKU CTYAEHTY MPEeA0CTaBIACTCS
IpaBo BbIOOpa 6a3bl MPAKTHKU.

CTyaeHThI P MIPOX0XKAEHUH NTPONU3BOACTBEHHON MPAKTHKU B OPraHU3aluiX 00s3aHbl:

- IIOJIHOCTBIO BBINIOJIHATD 33JaHUs, IPEAYCMOTPEHHBIE IPOrPAMMOM MTPAKTUKH;

- co0r0/1aTh IeHCTBYIOIINE B OpraHU3alMsIX MpaBHiia BHYTPEHHETO TPYI0BOTO paclopsaKa;

- U3y4aTh U CTPOro coOIr01aTh HOPMbI OXPaHBl TPy/la U MpaBUIIa MOKapHOH 0€30MacHOCTH.

OpraHu3zanuio ¥ pPYKOBOJCTBO MNPAKTUKOW MO MNPOQGUII0 CHEHUATBHOCTH OCYIIECTBISIOT
PYKOBOAUTENN MPaKTUKU oT Kostempka 1 oT opraHuzaium.

HanpasneHnue Ha npakTHKy odopmisieTcs npukasoMm no Komnemky ¢ ykazaHueM 3akperieHus
KaX/I0TO CTyJEHTa 3a OpraHu3aiuei, BUJa U CPOKOB MPOXOXKICHHUS TNPAKTHKH, PYKOBOIMTEIS
npaktuku ot Komnemxa.

[IpomexxyrouHasi arrecTalus MO TPOU3BOJACTBEHHOW IMpaKTHKE MPOXOAUT B (opme
middepeHInpPOBaHHOTO 3ayeTa Ha OCHOBE: HAJMYUS MOJIOKHUTEIBHOTO AaTTECTAIlMOHHOTO JIUCTA;
3aIl0JIHEHHOTO THEBHHUKA MPAKTHKH, COJICPHKAIIETO MOJIOKUTEIBHYIO XapaKTePUCTUKY CTYICHTA.



3.2. OcHamenne 6a3 NPaKTHYECKOro 00y4eHMHs.
3.2.1. Ilpaktuyeckoe OOy4eHHE SBJISCTCS OOS3aTEIbHBIM pA3JeOM MPOTPaMMBI MOJITOTOBKH IO
cneuunanbHoctd  09.02.11 «Pa3paboTka W ympaBieHHE TNPOrpaMMHBIM oOecriedyenueM». OHO
IpeacTaBisieT co00M BUA TNPOU3BOACTBEHHOW MEATENbHOCTH, HANpaBICHHOW Ha (OpMHUpPOBaHUE,
3aKpeIUICHHE, pa3BUTHE MPAKTUYECKUX HABBIKOB M KOMIIETEHIIMA B MPOIECCE BBINOJHECHUS
OTIPENICICHHBIX BHUJOB pabOT, CBA3aHHBIX C Oynymed NpoQecCHOHATBHON NesTeIbHOCTHIO. ba3bl
MIPaKTUYECKOro 00ydeHUsl JOJDKHBI 00ecreunBaTh MPOXOXKJIEHUE MPAKTUYECKOM MOATOTOBKU BCEMH
00y4aromMMUCs B COOTBETCTBHHU C YUCOHBIM IIJIAHOM.
3.2.2. Tlpow3BoJCTBEHHAs MPaKTUKa IPOBOIUTCS B OpPraHHU3aIUAX, HAIMPABJICHUE ICATCILHOCTH
KOTOPBIX COOTBETCTBYET MPOUIIO MOATOTOBKH o0yyaronuxcs. Mecta npou3BOJCTBEHHON MPAKTUKU
oOecrieunBarOT  BBIIOJIHEHHWE BUJOB  MPO(ECCHOHAIBHON  NEATENbHOCTH, IPETyCMOTPEHHBIX
MPOrpaMMOl, C HCIOJIb30BAHUEM COBPEMEHHBIX TEXHOJOTUM, MaTepuajoB M 00OpPYAOBaHHUS TOA
PYKOBOJICTBOM  BBICOKOKBJIM(PUIIMPOBAHHBIX  CIELMATUCTOB-HACTaBHUKOB. (OOopynoBaHue U
TEXHMYECKOE OCHallleHHe paboduxX MECT NMPOU3BOJCTBEHHOM MPAKTUKU HAa MPENNPHUITHIX TOJDKHO
COOTBETCTBOBATh COJIEP’KAHUIO JIEATENbHOCTH, HANpaBlIeHHOW Ha (opMHUpOBaHME, 3aKperJieHue,
pa3BUTHE TMPAKTUYECKUX HABBIKOB M KOMIIETCHIIMA B MPOIIECCE BBIMOJIHEHUS ONPEICIICHHBIX BHJIOB
paboT, CBSI3aHHBIX C Oynaymed mnpodecCHOHATBHON MeATebHOCTRI0. ATTECTalus 10 HWTOTaM
MIPOM3BOJICTBEHHOW TMPAKTUKU MPOBOJUTCS C YydeToM (WJIM Ha OCHOBAaHUHM) pE3YJbTaTOB,
MTOTBEPIKICHHBIX IOKYMEHTAMU COOTBETCTBYIOIIUX OPTaHU3AIUN.
3.2.3. Opramm3anuu, Ha 0a3e KOTOPBIX OCYIIECTBISCTCS NPAKTHUECKOE OOydeHHWe: y4eOHO-
npousBoACcTBeHHbIE ydacTku: AO «Mukpon», AO "Aunrcrpem", AO «['K «9Onexkrponnnsect», AO
«3aBoa [TPOTOH», OO0 "KOMIIHET", OO0 "TexnoCodt", AO "HIII "9CTO", AO "HIIO
Anrctpem", AO «3eneHorpajackuii HaHoTexHojornueckuii mentp», OO0 «HM-Tex», AO "HUU
"Cyomukpon", OOO "Kommanus "JJITA", ®I'TIII BHUUDOTPU, AO HUUTM, OOO HIIII
DJIEMEP, OO0 "MukpodOM Texunonorun", Pezonut, PEBOHUT IUIIOC, AO "CBM3", OO0
MHTEXIIPO, AO HUMUMD, 000 DJIKOM, AO "JU3AWH IIEHTP "COIO3", OO0 "CreneHsb
Cpo6ogpt", AO "IIKK Munanap", OOO "Monaynbable usMeputenabubie pemenus’, OO0 "HOBA
CIIB", ®I'bOY AIIO UPIIO, OO0 "IIUKC Pobotukc", OO0 "Anroputmuka", OO0 "OCTHUKA",
AO "3ABOJI "KOMIIOHEHT", OOO TEPMOHMWHTEX, AO "Poccuiickue KOCMUYECKHE CUCTEMBI',
OI'bY ®HKI[ MPuK ®MBA, OOO "Poxkcuc", OO0 "AJIMTUKC", AO HIIL 3JIBUC, OO0
"Cexbtopuzop", AO "HIIO Crexnomnactuk um. H.H. Tpodumosa", HTL[ DJIMHC, UII Jleonos
Hanuna Uropesuu, I'BY OKI] 3en1AO, OO0 KPA®TBAU, OO0 "AKTUBHASI ®OTOHUKA",
I'bOY N0 3ATHuM, OOO «/Inarnoctuka-M», OOO «llencuKo XonauHr», rocynapcTBEHHBbIE
oOpa3oBaTelibHbIC OpraHu3aluy, MOABEAOMCTBEHHbIE JlenmapTaMeHTy 00pa3oBanus ropoia MOCKBBI.

3.3. TpeGoBaHNsl K NPAKTHYECKOH MOATOTOBKE 00yYAKOIIUXCS

3.3.1. IlpakThueckas MOArOTOBKAa MpH peaau3aluu 00pa30BaTENbHBIX IPOTPaAMM CPEIHETO
npodeccuoHalbHOTO  O0pa30BaHMsI HAMpaBlieHA Ha COBEPIICHCTBOBAHUE MOJIENH  IPAKTHUKO
OpUEHTUPOBAHHOTO OOYYeHHs, YCWJIEHHE poJin paboTojarenel NpH MNOArOTOBKE CHEIHMAIMCTOB
CpeHer0 3BEHa IyTeM pACHIUPEHHUs KOMIIOHEHTOB (4acTell) oO0Opa3oBaTeNbHBIX MPOTpamm,
MpelyCMaTPUBAIOIIUX MOJETUPOBAHUE YCIOBUHM, HEMOCPEJICTBEHHO CBSI3aHHBIX C Oymymiei
npodeccroHaAbHOM NesITeNbHOCThIO, a TaKKe 00eCreUeHNs YCIOBHM IS MOTy4eHUsT 00yJaroMMUCs
MPAKTUYECKUX HABBIKOB W KOMIIETEHIIM, COOTBETCTBYIOIIUX TpPEeOOBAHUSAM, TMPEIbSIBISIEMBIM
paboTonaTensiMu K KBaTU(PUKAIUAM CIEIHMATUCTOB, paboUuunX.

3.3.2. Komnemke DU caMOCTOSATENBHO MPOEKTUPYET peann3alnio 00pa3oBaTeIbHON MPOrpaMMbl
U €€ OTJENbHBIX YacTel (IUCIUIUIMHBI, MEXIUCIUTTNHAPHBIE MOTYTH, MEXIUCIUTIIMHAPHBIE KYPCHI,
npodeccruoHallbHbIE MOJIYIH, TpPaKTHKa W JPYrue KOMIIOHEHThI) COBMECTHO C paboToJaTensiMu



(mpodumnbpHO# opranuzanueii) B Gopme MpaKTHUECKOW NOAr0TOBKH ¢ yueTtoM TpeboBanuit ®I'OC CIIO
U crienr(UKY MoTydaeMoi IpogecCcui/CrnennanbHOCTH.

3.3.3. OOpa3oBarenpHasi ACSITENHLHOCTh B (hOpME MPAKTUYECKOW IMOJTrOTOBKH: pEau3yercs Ha
pabouem MecTe MpeAnpUsATHS OMOPHOTO padoTomarens (MpoduIbHOI OpraHu3aum) MpH MPOBEACHUH
MPAaKTUYECKUX MU JTaOOpaTOPHBIX 3aHATHI, BBIIOJHEHUH KYpPCOBOTO INPOCKTUPOBAHHS, BCEX BHJIOB
NPAaKTUKA W WHBIX BUAOB IPOHM3BOJCTBEHHOW JEATENHOCTH; IPEIyCMaTPUBACT JIEMOHCTPAIIHIO
MPAKTUYECKUX HABBIKOB, BBHITIOJHEHUE, MOJICIIMPOBAHIE O0YJYAIOMUMHUCS OINPEICIIEHHBIX BUAOB paboT
IUISL pelIeHHs] TMPAaKTUYEeCKUX 3a/1a4, CBS3aHHBIX C Oyaymied mpodecCHOHANBHON AeATENbHOCTHIO B
YCTIOBHSIX, TIPUOIKEHHBIX K pealbHBIM IMPOW3BOJICTBEHHBIM; MOXET BKIIOYATh B Ce0S OTACIbHBIC
JEeKIMH, CEMUHApBl, MAacCTep-KJIAacChl, KOTOPHIE TPEAyCMAaTPUBAIOT Iepenady OOyJaromuMcs
MIPOU3BO/ICTBEHHOI WH(pOpMAINK, HEOOXOAUMON IS TIOCIIEAYIONIETO BRITOJHEHHUS paOOT, CBA3aHHBIX
¢ Oynymieit mpodeccuoHaIbHOU 1eATeTbHOCTHIO.

3.3.4. OOpa3zoBarenbHas IEATEILHOCTh B (hOpME MPAKTUUECKOW MOJATOTOBKH OpPraHM30BaHA Ha
moboM  Kypce  oOy4yeHWs,  OXBaTbiBas  JUCHHIUIMHBI,  MEKIUCIUIUIMHAPHBIE  MOJIYJIH,
npodeccHoHaTbHBIE MOJYIIH, BCE BHIBl NPAKTUYECKOTO OOYYEHHUs, MPEIyCMOTPEHHBIE YUEOHBIM
IJIaHOM 00pa30BaTeNIbHOM MPOTrpaMMBI.

3.3.5. IlpakTuueckas MOATOTOBKA OpPraHU3yeTcs B Y4€OHBIX, y4eOHO - MPOU3BOJCTBEHHBIX
mabopaTopHsiX, MacCTepPCKHX, YUEOHBIX 0a3zax MPaKTUYECKOH MOJIrOTOBKH M WHBIX CTPYKTYPHBIX
MOJpa3JeNIeHUsAX YHUBEPCUTETA, a TaKXKe B CIENHaIbHO O00OPYAOBAHHBIX NMOMEIIEHUsAX (padounx
MecTax) TpPOQIIBHBIX OpraHM3alliii Ha OCHOBaHWH JOTOBOpa O NPAKTUYECKOH IOJTOTOBKE
00yJaroImxcsi, 3aKJIF09aeMoro Mexay o0pa3oBaTeIbHONW Opranu3aiueil u npouiIbHON OpraHu3anyei
(paboTomarenem),  OCYIISCTBISIOMIEH  NEATEIBHOCTP 1O  TPO(HII0  COOTBETCTBYIOIICH
00pa3zoBaTeIbHON MPOTPaMMBI.

3.3.6. Pe3ynbTaThl OCBOCHUST 00pa30BaTEIHLHON MPOTPAMMBI (€€ OTACIBbHBIX YacTei) MOTYT OBIThH
OIICHEHbI B paMKax MPOMEXYTOYHOH M TOCyJapCTBEHHON WTOTOBOW aTTECTAIlMH, OPraHW30BaHHBIX B
(dbopMe JeMOHCTPAIMOHHOTO K3aMeHa, B TOM 4ucie Ha paboueMm Mecte paboronarens (MpogribHON
OpraHU3AIHH ).

3.4. MaTepuaJIbHO-TEXHHYECKOE oDecrevyeHne

Peanuzanust nmporpammbl mpo(ecCHOHaTBFHOTO0 MOAYIISA MPEANoaracT HaJu4Kue MPOU3BOICTBEHHOM
ayJIUTOpUH, JIabOPATOPHUH JIJIsl IPOBEACHUS TEOPETUUECKUX U MPAKTUYECKUX 3aHATHI, IPYNIOBBIX U
WHIUBUAYAIbHBIX KOHCYJIbTAlMH, TEKYIIEro KOHTPOJSI M IPOMEXYTOUHON aTTecTalluu,
YKOMILIEKTOBAHHOM CIIeUATU3UPOBAHHON MeOENbl0 MO KOJUYECTBY OOYyYaromuxcs U padbodyum
MECTOM TMpernojaBareisi, y4eOHO-TIPOU3BOACTBEHHBIX YYaCTKOB JUISl BBIMOJHEHHS CKBO3HBIX
KOMMEPUYECKHX MPOEKTOB pa3paboTku 06a3 maHHBIX (0T cObopa TpebGoBaHMII 10 pa3BEepPTHIBAHUS
TOTOBOM CTPYKTYpHI) CHUIIAMH 00YYarOIIUXCS MOJI PyKOBOJACTBOM HACTABHUKOB OT MHIYCTPHH.
[IMu.03 «KoudurypupoBanue, ynpaBieHue u MoHUTOpUHT WT-undpactpyktyps» Tpebyer
Han4us aboparopun «Pa3paboTKu M SKCIUTyaTal[ii IPOrpaMMHOT0 0OecTIedeHUs», OCHALICHHOM
B cooTBeTcTBUM C npuitokenueM 3 TIOIL, n. 6.1.2. IIpumepHoii 0OpazoBaTenbHON MPOTrpaMMBbI 110
CHELUATIbHOCTH

Bce Bubl MpoM3BOICTBEHHOM A€ATEIIBHOCTH O0YJarOIUXCsl, IPEAYCMOTPEHHbIE YUEOHBIM IIAHOM,
B paMKax HAcTOSIIEro Npo(ecCHOHAIbHOTO MOy, BKIOYas MPOMEXKYTOUHYIO aTTECTalMIo,
oOecrieyeHbl pacxoJHbIMM MaTepuanamu. [lomelneHus Ui OpraHu3alul CaMOCTOSITEIbHON H
BOCIMTATENFHONW PabOThl OCHAIIEHBI KOMIBIOTEPHONH TEXHUKON C BO3MOKHOCTBIO TIOJKIIOUEHHS K
MH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHOW cetn «MHTepHeT» U o0ecreyeHueM J0oCTyna B
3NIEKTPOHHYIO 00pa3oBarenbHyto cpeny Koiemka a1eKTpoHUKY U HH(OPMATHUKH.

OcHamienue kabunera «CaMoCTOsITeNIbHAS U BOCIIUTATENIbHAS paboTay:



[Tocamounpie MecTa MO KOJHMYECTBY OOYYAIONIMXCS: CEKIUs CTOJIa CKiaaHas mobOuiapHas CMI,
1800, 6enbrit, kpecio- Tpanchopmep RIVA CHAIR 1821 mnactuk Genbrii.

Pabouee mecto mpemomaBatens: crosn Ha Metamwtokapkace ONIX-IT IT O.MP-SP-4.7 Gemnwbrii
opwumuant/6en. 1111580, crom Ha  wmeramuiokapkace ONIX-IT  O.MP-SP-1.7  Genbiii
opwutnant/6ensiit 111980, kpecno EChair-225 PTW_TW11 ceTka/TkaHb YepHBIH.

Momno6sok MSI PRO AM242P 14M-668XRU 23.8" Full HD i7 14700/16Gh/SSD512Gb UHDG
770/noOS/kb/m/Gemnsbrit.

Kommekr kinaBuatypa u mbimb Adtech Fstyler F1010 6ebrit/cepoiit USB.

M®VY Kyocera M2540DN: Texnosorusi nevatu: ja3epHblid. Tum meyatu: yepHo-O0enbiid. dopmar
neyatu: A4. Pazmemienue: HacTonbHBINA. L{BeT: Oenbrit/cepsiit. [leyars: Cxopocts neuatu A4 (4/0):
1o 40 ctp/muH. Bpemst pazorpesa :17 ¢. Bpemst meuatu nepBoii crpanuibl A4 (4/6): 6.4 ¢
Pazpemennie meuaru (u/6): 1200 x 1200 dpi. Harpyska (A4, B mecsam): mo 50000 muctos.
CrangaptHblil J0TOK nojgaun: 250 nmuctoB. CTaHmapTHbIM BbIXOAHOW joTok: 150 mucros. JloTok
pyuHoil mogauu: 100 mucroB. Bo3moxkHOCTM medaTu: ABTOMAaTHYecKasl JBYCTOPOHHSISI I€4aTh B
CTaHJAPTHOW KOMIUIEKTAIMKU. THI CKaHepa: IJIAHIIETHBIN/MPOTSHKHBIN. Y CTPONCTBO aBTOMOIAYH:
JIByCTOpOHHEe peBepcuBHOe. EMKoCTh yeTpoiicTBa aBronoaun:50 nuct. Makc. ¢popmar opurunana
ckanupoBanus: A4. Makc. pazmep ckanupoBanus:216x297 mm. Pazpemenue ckanepa:600x600 dpi.
O6bem mamsaru: 1024 M6. Yactorta nporeccopa: 1000 MI'n. Jlotok momaun:250 nuct. MaTEpdeiich:
USB, Ethernet RJ-45.

PenncoBas cuctema PC-75: Marepuan npoduis - aHOIUpOBaHHBIN amoMuHuid. LBet nmpoduis —
cepeOpucteiii. KomnuectBo paboumx moBepxHocTedl - 4. KoinuecTBO HEMOIBIKHBIX pPabOunx
MoBepXxHOCTeH -2. KommuecTBo MoABMKHBIX pab0odnX MOBEPXHOCTEH — 2.

WutepaktusHas nanens EDFLAT EDF75TP01: Android 13.0, Cortex A76*4+A55*4, 2.4I'T, 32
I'b, DDR4 256 I'b, 75 nroiimoB.

KoMImekT noxkymeHTanuu, MeToAuueckoe obecrieueHue: CTeHIbl M0 OXpaHe TPyJa, TeXHUKH
0€30MacHOCTH U MpaBUJIaM MOBEICHUS B KaOUHETe.

JlomyckaeTcs 3aMmeHa 000pYyA0BaHUS €T0 BUPTYaJIbHBIMU aHAJIOTaMHU.

OOpazoBarenbHass OpraHu3anus oOecriedeHa HEOOXOMUMBIM Il  W3Yy4YCHUsT HACTOSIIETO
po(heCCHOHATLHOTO MOJYJISl KOMIUIEKTOM JIMICH3HOHHOTO W CBOOOJHO pPacHpOCTPaHIEMOTO
MIPOrPaMMHOTO 00ECIICUEHHSI, B TOM YHCJIE OTEYECTBEHHOTO TIPOM3BO/ICTBA.

JIuieH3MOHHOE ¥ CBOOOJIHO PACIIPOCTPaHIEMOE IIPOrpaMMHOE 00eCTICUCHUE.

[lepeyeHp HEOOXOMMMOTO KOMIUIEKTA JIMIICH3HOHHOTO M CBOOOJHO  paclpoCTPaHsSEMOro
nporpaMmHoro obOecneudenus: OrnepanuonHas cucremMa (Microsoft Windows 10), IO gns
npocmoTpa AokymeHToB B gopmare PDF (Adobe Reader DC), 1O mns apxuBauuu (7-zip), 10
oducusiit maket (Microsoft office 2021), I1O Be6-6payzep (Aunexc bpaysep, Google Chrome), I1O
penakrop auarpamm (draw.io), 1O Cuctemsr konTpons Bepcuit (Git), [Iporpammuas mnardopma
(NET, Java SE Development Kit), I1O cpena pazpaborku (Microsoft Visual Studio Professional,
PyCharm Professional Edition), Cpema mis paspabotku rpaduueckux untepdeiicoB (Kivy
Designer), Tekcrosiit pemaktop (Sublime Text, Visual Studio Code), Knuent mist pabotst ¢ API
(Postman), TTO CYBJ (PostgreSQL, DBeaver Community), [Iporpammuoe obecrnieueHue s
3amucu  9kpaHa (OBS  Studio), Owmynstop Bbemonnsemoi cpeasl (VirtualBox, VMWare
Workstation), HaGop cpencts pazpadotku (Node.js), IO Cucrema pe3epBHOrO KOMHUPOBAHUS
(RuBackup, Handy Backup wmm ananoru), I1O mis mMoHuTOopuHra W Bu3yanmsauuu (Zabbix,
Prometheus wmu ananoru), I10 Cpena npoextupoBanus cxem (PlantUML wmu ananorn), I1O Cpena
pazpadotku u tectupoBanus (IntelliJ IDEA Community Edition wmu anamoru).

3.5. YueOHo-MeTOANMYECKOE ODecnieyeHue



Jns peanu3alid TPOTrpaMMbl MPOU3BOACTBEHHOW MPAKTHKH OUOIHMOTEUHBIH (DOHI KOJUIEmKa
OU yKOMIUIEKTOBAH MMEYaTHBIMH W/HIIM ~ DJCKTPOHHBIMH ~ y4eOHMKaMH U pa3pabOTaHHBIMH B
KOMIUIEKTE ¢ HUMHU y4eOHBIMH mocoOMsiMH 3 pacuera He MeHee 0,25 sk3emruispa Kaxaoro u3
W3JIaHUH, yKa3aHHBIX B HAcToOsIIed pabodeil mporpamMMe mnpodecCHOHANBHOTO MOIYJS, Ha
omHOro oOydJaromerocs W3 4YHcia JUI, OJHOBPEMEHHO OCBaMBAIONIMX COOTBETCTBYIOLIHMNA
npoeCCHOHANBHBI  MOJAYJb, PEKOMEHJIOBAaHHBIMH K HCIIOJIB30BAaHUIO OOpa30BaTEIbHBIMH |
nHpopManmoHHBIME pecypcamu, nipu peanuzanuu [111 03.01 [TM#u.03. TIpu peanu3anmu mporpamMMel
MIPOM3BOJICTBEHHOW  TPAKTHKA  HMCHOJB3YIOTCS  DJEKTPOHHBIE  OOpa3oBaTeNbHBIE  PECYPCHI,
PEKOMEHJIOBAaHHBIE K HCIIOJIb30BAHUIO TPU pEATM3alKd 00pa30BaTEIbHBIX IPOTPAMM CPEIHETO
oOuiero oOpa3oBaHMsl, HE CTaplle MATH JIET ¢ MOMEHTA U3JIaHMUSIL.

B xomnemke DU ucnonsizyercss mHpoOpMamoHHO-00pa3oBaTelbHas cpefla ¥ BO3MOXKHA 3aMeHa
reyaTHOro 6ubIMoTeuHoro (PoHIa MpeI0CTaBICHUEM IPaBa OJHOBPEMEHHOTO JAOCTYyIa HE MeHee 25
MIPOLIEHTOB, O0y4JaroIUXcsl K MUPPOBOM (31IeKTpoHHOM) O6ubanoTeke. OOydaromuMes odecriedeH
noctyn (ymaJdeHHBIM JOCTYI), B TOM 4YHCJI€ B ClIydae MPUMEHEHHs SJIEKTPOHHOTO OO0y4deHus,
JMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH, K COBPEMEHHBIM IpO(ecCHOHATBHBIM 0a3zam
JTaHHBIX ¥ WHPOPMAIMOHHBIM CIIPAaBOYHBIM CHCTEMaM, COCTaB KOTOPBIX OMpPEICICH B HACTOSIICH
paboyeii mporpaMme U MOAJEKUT OOHOBIIEHHUIO (TIPU HEOOXOJMMOCTH).

[lpu peanmu3anuu TPOW3BOJICTBEHHOW TPAKTHUKH TPUMEHSETCS JJIEKTPOHHOE OOydeHHe H
JMCTAaHIIMOHHBIE 00pa30BaTENbHBIE TEXHOJOTMH Ha OCHOBAHWHW IIOJIOKEHHUS 00 DJIEKTPOHHOU
nHpopmarnoHHO-00pa3oBaTenbHOil cpene B Komnemke anekrponnku u uadopmaruku MUDT.

He nomyckaercs peanusanus oOpa3oBaTeIbHOM MPOrpaMMbl C MPUMEHEHHEM HCKIIOUUTEIBHO
3JIEKTPOHHOTO O0Y4YEHHUs, AUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.

OOyuaromuecss MHBAJIU/bI U JIMLA C OTPAHUYEHHBIMUA BO3MOXHOCTSIMU 37I0POBbsl 00ECIIEUMBAIOTCS
Ne4aTHbIMU M (MIM) OJEKTPOHHBIMM  Y4eOHBIMH  M3JaHUSAMM, aJalTHUPOBAHHBIMU  IIpU
HEOOXOMMOCTH JiJIs1 OOYYEeHHsI yKa3aHHBIX 00yUJarOIIHXC.

3.6. KagpoBoe o0ecnieueHue 00pa3oBaTeIbHOI0 Mpouecca.

O01mume TpeOGOBaHUS K PYKOBOJAUTE/ISIM NPAKTHKHU OT 00pPa30BaTe/IbHO OPraHu3annu:
TpeboBanus K KaJpOBBIM YCIOBHUSIM pealM3allid MPOU3BOJCTBEHHON INPAKTUKH YCTAHOBJIEHBI B
m.4.5. cootrBercTBytouero ®IrroC CIIO.

Peanu3anus npoU3BOJICTBEHHOM MpPaKTHKM O0O0eCHeuuBaeTcs IelaroruuyeckKuMu pabOTHUKAMU
oOpa3oBaTeIbHOW  OpraHM3alluM, a TaKkKe JIMLAMH, [PHUBIEKACMBbIMH K  pean3aluu
po(ecCHOHABHOIO MOJYJS Ha HMHBIX YCJIOBMAX, B TOM YHMCIE M3 YHUCIAa pYKOBoauTeled u
paOOTHUKOB OpraHM3aluii, HalpaBl€HUE JAEATENbHOCTH KOTOPBIX COOTBETCTBYET 001acTH
npogeccuoHanbHoi  gestesnbHOocTH: 06 CBs3b, HMH(OPMAIMOHHBIE M KOMMYHHKAallMOHHbBIE
TexHojoruu, ykazaHHoil B nyHkte 1.14 ®I'OC CIIO (umerommux crax padOThl B JaHHOU
npodeccuoHanbHON 00JIaCTH HE MEHEe OJJHOTO rojia).

Kpanudukanus mnemaroruuyeckux paOOTHUKOB 00pa3oBaTeIbHOM OpraHu3allMd  OTBEYAeT
KBAJTM(HUKAIIMOHHBIM TPeOOBaHMSM, YKa3aHHBIM B KBIM(UKAIIMOHHBIX CIPABOYHMKAX U (WJIN)
npoeccuoOHaNbHBIX CTaHIapTax.

[lenarornueckue pabOTHUKM, NpPUBJIEKaeMble K peaau3alud NpoQpecCHOHATBLHOTO MOAYJsS
MOJIy4aloT JOMOJIHUTEIbHOE MpodeccuoHalbHOEe 00pa3oBaHME IO MPOrpaMMaM MOBBIIMICHUS
KBaIM(HUKAIIMK HE pexe OJHOr0 paza B TPU ToJa C YYETOM pACHIMPEHMs CIEKTpa
npoecCHOHANBHBIX KOMIIETEHIIMH, B TOM 4Hcie B (opMe CTOKHUPOBKM B OpPraHMU3ALUsAX,
HampaBjeHUE  JICATENIBHOCTH  KOTOPBIX  COOTBETCTBYET  0OONacT  npodeccHoHalIbHON
nearenbHocTH: 06 CBsi3b, MHPOPMALMOHHBIE U KOMMYHHMKALIMOHHbIE TEXHOJOTMM, YKa3aHHOU B
nyHkre 1.14 ®I'OC CIIO, a Takxe B Apyrux o0nacTsX NpopeccCHoHaIbHON NeITeNbHOCTH U (MJITH)



cdepax npodeccuoOHATBHON AEATEIBHOCTH, IPH YCIOBUU COOTBETCTBUS MOJTYYECHHBIX KOMIIETECHIHHA
TpeOOBaHUSAM K KBATU(UKALIMY TIEAATOTHIECKOTO PabOTHHKA.

Jloasi meparoruueckux pabdOTHUKOB (B TPHUBEICHHBIX K IEJIOYMCIEHHBIM 3HAUEHHSIM CTaBOK),
UMEIOIIMUX ONBIT JEATENbHOCTH HE MEHee OIHOT0 ToJa B OpraHu3alusix, HalpaBJIeHUE
JEATETBHOCTH KOTOPBIX COOTBETCTBYET OOJIACTH MPO(ECCHOHANBHON AEATEIBHOCTH, YKa3aHHON B
nyakte 1.14 ®I'OC CIIO, B o0meM 4Yuclie NeIarorndeckux paOOTHHUKOB, O0ECIICUMBAFOIIMX
OCBOCHHE OOYYaIONIMMHCSA  HACTOSAMIETO  MPO(ECCHOHATBFHOTO  MOAYJs  00pa3oBaTEIbHOMN
[IPOrpaMMbl, COCTaBIISIET HE MeHee 25 %.

O0uue Tpe6oBaHNS K PYKOBOAUTEISIM NPAKTUKH OT NPOQUILHONH OpraHu3anuu:
HenocpencrBeHHoe pykoBOJACTBO Ha pabodeM MecTe OCYIIECTBISETCS KBATU(DUITUPOBAHHBIMH
COTPYIHUKAMH MPOQPHUIBFHOTO MPEANPHUITHS (Ha3HAYAIOTCS IPUKA30M JIUPEKTOPA OPTaHU3AIHH).
HacTtaBHUKH JTOJDKHBI SBIATHCS JICHCTBYIONTUMHU PYKOBOJAUTEIISIMH WIIH PaOOTHUKAMU T10Ipa3ieliCHUH,
3aHUMAFOIIUXCSI TPOSKTUPOBAHUEM, KOH(PHUTYPHUPOBAHUEM, aIMUHIUCTPUPOBAHNEM, aBTOMATH3AINCH 1
MouutopuHrom UT-undpacTpykTypsl, a Takxke obOecrieueHuEeM 0€30MacHOCTU CETEBBIX M CEPBEPHBIX
peLeHni

(B mommkHOCTAX: DevOps-unxkenep, cuctreMablii anMuaUCcTpaTtop Linux/Windows, SRE-umxkenep (Site
Reliability Engineer), Cloud-umkenep/apxutektop OOJAuHBIX  pENICHWH, CIEHHATUCT  T10
nHpopmanroHHoi Oe3zonacHoctu / DevSecOps-unxkeHep, CUCTEMHBIH HHXeHep, apxuTektop MT-
UH(PaCTPYKTYpHI).

HanpaBnenne  nesSTenTbHOCTH  HAaCTaBHUKOB — JOJDKHO  CTPOTO  COOTBETCTBOBATh  OOJIACTH
npodeccuoHanbHOU fesTeabHOoCTH 06 CBsi3b, HH(DOPMAIMOHHBIC 1 KOMMYHUKAIIMOHHBIE TEXHOJIOTHH.
OO6s13aTeNbHBIM TpeOOBaHHEM K HACTaBHHKY CO CTOPOHBI MPEANPUATHS SBISETCS HalUYHe CTaxa
paboTHI B TaHHOM MpodeccruoHaIbHOM 001acTH HE MEHEE OJTHOTO To/1a.

3.7.0cHOBHBIE NeYaTHBIE U/HJIU 3J1eKTPOHHbIE U3IAHUS

1. KondurypupoBanue u mojaepxka ceTeBoi HHPPAcTpyKTypbl. OCHOBBI KOH(PHUTYpHUPOBAHUS
nHpopMannoHHbIX cucteM: yueoHoe nmocoodue ais CITO / H.B. Tyrosa, E.O. llIumkanosa, A.B.
Tyros, U.A. AuapeeB. — CaparoB, Mocksa: [IpodobpazoBanue, Aii [ITu Ap Menua, 2024, — 96

c. — ISBN 978-5-4488-2078-6, 978-5-4497-3114-2. — URL: https://profspo.ru/books/139984. -
TeKCT: 31eKTPOHHBIN.
3.8. lonojHUuTEIbHbIE HCTOYHUKHU

Ilepeuenb npodeccnoHAIbHBIX 023, HHPOPMANMOHHBIX CIIPABOYHBIX CHCTEM

1.Znanium.com: DIeKTpOHHO-OMOIMOTeUHas cucreMa: [caiit]. — Mocksa, OO0 «3HAHUYM»
2011-2026 — URL:https://new.znanium.com/(nara o6pamenus: 26.05.2026). — Pexxum poctyma: st
aBTOpH3. noJib3oBatened MUODT.
2.9bC HOpaiit: obpazoBatenbHas miargopma. — Mocksa, OO0 «DneKTpoHHOE U3AATETHCTBO
FOpaiit» 2020 — URL.: https://urait.ru/author/list?partner=450217DE-BE2D-46F5-BB25-
9C69E84103EE (nara obpamienus: 26.05.2026). — Pexxum noctymna: ajisi aBTOPH3. MOJIb30BATEINCH
MUDT.
3.DnekTpoHHO — 6nbamoreyHas cucreMa Jlane: [caiit]. — Cankr-IlerepOypr, 2011-2026 — URL:
https://e.lanbook.com/(nata obparenus: 26.05.2026). — Pesxkum qocTyma: it aBTOPH3.
noab3oBareneit MUDT.
4. KOHTPOJIb 1 OHEHKA PE3YJbTATOB OCBOEHUA
IMPOU3BOJCTBEHHOM IMPAKTUKHA

KoHTpons u OIleHKa pe3ylbTaTOB OCBOCHHUS MPOTPaMMbl TMPOHW3BOJCTBEHHON MPAKTUKH
OCYILIECTBIISIETCS PYKOBOJUTENSIMU TMPAKTUKKA OT KOJUJIEMKAa W OT NPEINnpHUsTHs B IIpoIecce
BBITIOJTHEHUST OOYYaIONIUMUCS MPAKTHYECKUX padOT B COOTBETCTBUH C 3a/JlaHMEM Ha MpakTuky. [lo
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OKOHUYAHUU MPAKTUKHU 00yJaroIKecs IPEICTaBIISIIOT CISAYIOLUYI0 OTUYETHYIO JOKYMEHTALIMIO!
-aTTECTAllMOHHBIA  JIUCT, COJAEpXKAIlMKA CBeleHHs 00 ypOBHE OCBOCHHS  OOydaromumcs
npodecCHOHAIBHBIX KOMITETEHIIHIA,

-XapaKTEepUCTHKa Ha OOYydalomerocs MO OCBOCHHUIO MPO(ECCHOHAIBHBIX KOMIETEHIMA B IMEPUOJ
MIPOXOKJEHUSI IPAKTUKH;

-JIHEBHUK MPAKTUKU C IPUIIOKEHUEM.

-OTYeT 110 NPAKTHUKE, YTBEPKIACHHBIN OpraHu3aluen.

Kon IIK, Kpurtepuu oueHku pesyabrara ®opMbI KOHTPOJIA U
OK (moxka3aTte/jii 0CBOEHHOCTH KOMIIeTEHIHii) MeTOAbI OLlEHKH
[IK 3.1 |Onenka «OranuHo»: pazpadotan u HactpoeH CI/CD 3amura TEXHUYECKOro 0T4eTa
[1IK 3.5 | maiinnaiin (Jenkins/GitLab); BeimonHeHo 0 MPOU3BO/ICTBEHHON
[IK 3.6 |aBTOMaTM3MpPOBAaHHOE TECTUPOBAHUE U PA3BEPTHIBAHUE,  |[IPAKTHKE NEpe] KOMUCCHEM.
obecnieueHa komaHaHas padora B Git. AHanus3 JIoroB cOOpKU
Ouenka «Xopomoy»: HacTpoeH 6azoBbiit CI/CD MaUTUIAHOB U MPOXOKICHUS

MalIUIaiiH; BHIIOJHEHO aBTOMaTHUECKOE Pa3BEPThIBAHUE; [IMHTEPOB B PEMO3UTOPHHU.
MIPUMEHEHBI CPEJICTBA KOHTPOJISL BEPCHIA. ITpoBepka Benenus Xyprana
OuneHka «Y10BJIETBOPUTEJIBHO» . YaCTUYHO HACTpoeH  |(/lHeBHUKA) MPaKTHUKH.
MalIUIaifH; BHIIOJHEHO 0a30BO€ pa3BEePTHIBAHNUE;
UCIOJIb30BaHA CUCTEMa KOHTPOJIS Bepcuil 0e3 BETBICHMSL.

[IK 3.2 | Onenka «O1am4Ho»: pazpaboTansl KOHGUTrypalunoHHble |[leMoHcTpaius

[1K 3.4 | daitner [aC (Terraform, Ansible); BbIToTHEHA MTOTHAS ABTOMAaTHUYECKOTO
aBTOMAaTH3allUsl pa3BePThIBAHUS; BBISBIICHBI U YCTPAHEHBI (pa3BEepPThIBAHUS
y3KH€ MECTa MPOIECCOB. UH(PACTPYKTYpPHI B TECTOBOM
Ouenka «Xopouo»: HaCTPOCHBI KOH(UTyparuu cpene.
MH(PACTPYKTYPHI; BHITIOJHEHO aBTOMaTHUECKOE DKcnepTHas IpoBepKa
pa3BepThIBaHUE; 3aQUKCUPOBAHBI U3MEHEHHUSI B CHUHTAKCUYECKOU KOPPEKTHOCTH
rporieccax. YAML/HCL daiinos

OueHka «Y/10BJIETBOPUTEIBHO» . YACTUYHO BBIIIOJIHEHA [KOH(PUTYpaALUii.
HAcTpoiKa KOH(UTypalnii; aBTOMaTH3aIUsl OTPAHUYCHA;
ONTUMM3ALIHS TPOLIECCOB TTOBEPXHOCTHA.

[IK 3.3 | Onenka «OTJIHYHO». YCTAaHOBJIEHBI U HACTPOCHBI [TpoBepka pyHKIIMOHUPOBAHUS
[1K 3.7 | cucrembl MoHuTOpHHTa (Zabbix/Prometheus) u Grafana-gam6opmos u Kibana-
norupoBanus (EFK); BbIsiBIIEHBI U yCTpaHEeHBI Ipo0ieMbl  [UHTepdercoB.
MIPOU3BOIMTEIBHOCTH; BBIIIOJIHEH KOMIUIEKCHBIN aHanu3  [MHTeprnperanus pe3yabTaToB

yssumocrteit (Trivy), Hacrpoen ufw/fail2ban. ckanupoBanus Trivy u nmap.
Ouenka «X0pouo»: HaCTPOEHBI 0a30BbIE CHCTEMBI OrleHka perieHus
MOHHUTOPHHTA U JIOTHPOBAHUS; COOpaHbI METPUKH; CHTYAI[HOHHBIX 337184 10
BBIMOJTHCH aHAJIM3 PUCKOB M 0a30Bast 3all[UTa TIOPTOB. pearnpoBaHMIO Ha WHITUICHTHI.

Onenka «Y10BJIETBOPUTEIBHO». CPEACTBA
MOHHUTOPHUHIA/TIOTHPOBAHUS HACTPOEHBI YACTUYHO;
OTIpEEIIEHB] TOTEHIIMAIBHBIE YTPO3bl, HO PEarupoOBaHUE

OTPaHHYEHO.
OK 01 — | Onenka «OTJIMYHO»: CobecenoBanue B mpolecce
OK 09 CamocTrosATenbHOE pa3iesieHne TEXHUYECKUX 3a7a4 Ha 3aIUTHl OTUETA MO MPAKTHKE.

OTallbl, INTAHUPOBAHUC HCO6XOI[I/IMBIX PeCypCoB, Ha6J'IIOIIeHI/IC PYKOBOIUTEIIA 3a




3¢ dEKTUBHBINA TIOUCK 110 AHTIIOS3BIYHON TEXHUYECKOM
JOKYMEHTAIMH, COOTIO/ICHIE TPUHITUIIOB OEPEKITUBOTO
MpOoU3BO/ICTBA (onTUMU3anus JorupoBanus u laC-
MOJTyJIeh).

Ouenka «Xopouo»:

CTyneHT caMOCTOSTENBHO pa3zesseT 3ajaui Ha TaIlbl, HO
JIOITyCKaeT HE3HAYUTEIbHBIE MPOCYETHI B TAlM-
MEHEDKMEHTE HJIH TOCIIE0BATEILHOCTH IIaroOB.

Pecypchl crimanupoBaHbl BEPHO, HO MOTPEOOBANIACh JIeTKast
KOPPEKTHPOBKA CO CTOPOHBI PYKOBOIUTEIIS.

YcnenrHo HaXoUT PEISHHsI B aHTIIOS3BITHOM
TEXHUYECKOH TOKYMEHTAIIUH, HO TPATUT HA TIOUCK U
aHayin3 OOJIbIlIE BPEMEHH.

[TpuHIIMTIBL 6€PEKITMBOTO MPOU3BOICTBA B IIETIOM
COOITIOIAFOTCS, OJTHAKO OTMITUMU3AIWs Joruposanus u laC-
MO/TyJIei BBITIOJTHEHA YaCTHYHO (HACTPOESHBI TOJIEKO
6a30BbIe MapaMeTpbl €3 TOHKON HACTPOIKN).

Ouenka «Y/10BJIE€TBOPUTEIBHO»:

Paznenenne TeXHUYIECKUX 3a/1a9 Ha TAIbl BHITOJTHEHO
(bparMeHTapHO WM OIIUOOYHO, CTYJICHT HE MOXKET
000HTHCH O€3 MOIIaroBhIX YKa3aHUH PYKOBOIUTEIIS.
[TnanupoBaHue HEOOXOAUMBIX PECYPCOB BHIIIOJHEHO
HEBEPHO WJIM MOJHOCTHIO MPOMYIICHO.

D¢ heKTUBHBIN TOUCK IO aHTJIOSI3BIYHON JOKYMEHTAIH
OTCYTCTBYET; CTYACHT OPUEHTUPYETCS] UCKIIIOUUTEIHHO Ha
PYCCKOSI3bIYHBIE UCTOYHUKU UJIM TOTOBBIE IIA0JIOHBI.
[IpuHIMIBI 6€pEKINBOTO MPOU3BOICTBA
npourHopupoBansl: laC-Moaynu n30bITOUYHBI, a
JIOTUPOBAHKE MEPETPYKAET AUCKOBOE MIPOCTPAHCTBO
CepBEpHOI UHPPACTPYKTYPBHI.

ayIUTOPHOH paboTOit
oOyuaromerocst B 1abopaTopuu
Komtemka OU.

JIMCT COI'JTACOBAHUMA

Jlupekrop xosemka / /7’ |C.H. Jluteunosa /

PaGouas mporpamma npowusBojctBenHoi mpaktuku [1I1 03.01 mpodeccuonanbHoro mMoaysns
[IMu 03. «KoudurypupoBanue, ympaBieHue v MOHUTOpUHT WT-uHPpacTpyKTyphl» M0
CHEIUaIbHOCTH cpenHero mnpodeccuonansHoro oodpazoBanus 09.02.11 «Pa3pabotka wu
ylpaBJeHHE MPOrpaMMHBIM oOOecreyeHrueM» pa3paboTaHa M YTBEpXKACHA B KOJUIEIKE
anexkTpoHuku U nHopmatkn HUY MUIT 02.02.2026, npoTokos Ne 3.

Pabouas mporpamMma coriiacoBaHa ¢ AUpekTopoM kosutempka O HUY MUDT
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