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1. IEPEYEHD INTAHUPYEMBIX PE3YJIbTATOB OB YUEHUS

JlucuuruiiHa ~ ydacTByeT B (OPMHPOBAHMM  CIEAYIOIIUX  KOMIICTEHIHHA
00pa30BaTeNbHBIX IPOrPaMM:

Komnerennus IIK-4 «Cnocoben oOecneunBath HHPOPMAIMOHHYIO 0€30MaCHOCTh
CHCTEMHOI'0 TPOTPaMMHOr0 oOecredeHrss MH(POKOMMYHHKAIIMOHHON CHUCTEMBI OpPTaHU3aIlUM»
chopmyanpoBaHa Ha ocHoBe mnpodeccnoHabHoro crangaapra 06.040 «Cnemmanuct mo
KOHTPOJIIO KauecTBa HH(OPMAIMOHHO-KOMMYHHUKAIIHOHHBIX CUCTEM U CEPBUCOBY.

O6o0mennass TpyaoBas ¢ynkuusi C PaszpaboTka CpencTB KOHTPOJIS W MOHUTOPUHTA
GbyHKIMOHUPOBaHUST MHPOKOMMYHUKAIMOHHBIX CHUCTEM U MPEAOCTABISIEMbIX HAa HUX OCHOBE
CEPBHCOB.

TpynoBas  ¢ynkuus C/01.7 PazpaGorka METOOUK KOHTPOJAS M  MOHHTOPHHTA
(YHKIIMOHUPOBAHUSI MHPOKOMMYHUKALIMOHHBIX CHUCTEM U MPEAOCTaBISEMBbIX Ha HMX OCHOBE
CEpBHCOB, BKJIIOUYasi TPEOOBAHUS K aBTOMAaTU3aLlMU U3MEPEHUH.

IMoaxomMmneTreH UM, 3agauu npodeccuoHaANbHOM NHaukaTopbl JOCTHKEHUAS
(opmupyemble B AesATeTbHOCTH NOAKOMIIeTeH U
AUCHHUILINHE
[TIK-4.6CC «Cnoco0eH | OcyliiecTBieHHE pa3zpaboTku | 3HaAHMSA: YSA3BUMBIE MecCTa
o0ecnieunBaTth OTIENBHBIX METOIUK KOHTPOJS | HH()OKOMMYHHUKAIIMOHHBIX
UH(POPMALMOHHYIO u MOHMTOPHHIA | CUCTEM M COOTBETCTBYIOILIMX
0€30MacHOCTb (GyHKIIMOHUPOBAHUS CEPBHCOB B IJ1aHe
UH(POKOMMYHUKAIIMOHHBIX | THPOKOMMYHHUKALIMOHHBIX BO3MOHBIX HapyLIeHUH
CUCTEM» CHCTEM M IPEJOCTaBIsIeMbIX Ha | UH()OPMAIIMOHHON u
UX OCHOBE CEPBHUCOB. (byHKIMOHATIBHON
IIpoBenenue paboThI 1o | 6e30MacHOCTH.
OpraHu3au SKCIUTyaTallu | YMeHus: OLICHUBATh
HOBOH c(OpMUPOBAHHOH | HATMYKE U CTEIIEHb
(pa3paboTaHHOi1) CHUCTEMBI | HApyIIEHUN TpeboBaHU
aBTOMATHU3UPOBAHHOTO o0ecrnieueHus
MOHUTOPUHIAa M  KOHTPOJS | HHPOPMALIMOHHON U
(YHKIIMOHUPOBAHUS JaHHOM | (PyHKIIMOHAIBHON
MH(POKOMMYHUKAITUOHHON 0e3onacHoCTH
CHUCTEMBI U CEPBUCOB. MH(POKOMMYHUKAITUOHHBIX

CHUCTEM U COOTBETCTBYIOLIUX
CEPBUCOB.

OnbIT AEATEIBLHOCTH:
HACTpauBaTh CpeJlcTBa
3aluThl  MHpOpMAUU B

COCTaBEC OINCpalluOHHBIX
CUCTEM, HCIIOJIB30BaTh
CpeacTBa TCCTUPOBAHUA
3alllUINCHHOCTHU

TCIICKOMMYHHUKAIIMOHHBIX

CHCTEM, HCIIOJIB30BaTh




cpencrsa
TECTUPOBAHUS

aBTOMaTHU3allun

3alIUIIEHHOCTH
TCJICKOMMYHI/IKaI_[I/IOHHBIX
CUCTEM u cpencTBa

MpEaOTBpPAIlICHUA aTaK.

Komnerennus IK-5 «CnocoGeH opraHu30BBIBaTh U MPOBOJUTH SKCIEPUMEHTAIbHbIC
UCIBITAaHUS C LEJIbI0 OLUEHKM U YIY4YIIEHHs KadecTBa IpPEAOCTaBIIIEMBIX YCIYr CBS3H,
COOTBETCTBUSl TPEOOBAHMSM TEXHUYECKHX DErJIAMEHTOB, MEXIYHAPOJIHBIX M HAIMOHAIBHBIX
WHBIX JIOKYMEHTOB»  C()OpMYJTHPOBaHA OCHOBE

CTaHdapTOB u Ha

npodeccuonanbHoro cranaapra 06.032 «Cneumanuct mo ©6€30MaCHOCTH KOMITBIOTEPHBIX

HOPMAaTUBHBIX

CHCTEM H CETEl».

Oo6o0mennass tpyaoBas ¢yukuus C OneHuBaHue ypoBHS 0€30MaCHOCTH KOMITBIOTEPHBIX
CHCTEM U CETeH.

TpynoBas ¢ynxkumsa C/01.7 IIpoBeneHue KOHTPOJIBHBIX MPOBEPOK pPabOTOCIOCOOHOCTH U

3P PEKTUBHOCTH MPUMEHSIEMBIX TPOTPAMMHO-AIIAPATHBIX CPEJCTB 3aIUTH HH()OPMAITUH.

HoaxkomnereHuunu, 3apaun NuaukaTopsl J0CTHXKEHUS
¢popmupyembie B npodeccuoHaIbLHOM MOAKOMIIeTeH M i
AUCHUILINHE AesITeJIbHOCTH
IIK-5.BCC «Criocoben | Onenka paboTOCIIOCOOHOCTH | SHAHMSI: METOJIOB u
OILICHUBATD MIPUMEHSIEMBIX MPOrpaMMHO- | METOJAUKHI OLICHKH
paboTocrnocoOHOCTh U | anmapaTHBIX CPEJCTB 3allUTHI | 0€30MAaCHOCTH TMPOTPAMMHO-
3¢ (PEeKTUBHOCTH WH(pOpPMAIIUU C UCTIOIH30BAHUEM | alllapaTHBIX CPEJICTB 3aITUTHI
MIPUMEHEHUS MITATHBIX CPEJICTB M METOJIUK. uHpopmanuu;
nporpamMmMHoO-anmnapatHeix | OreHka () PEKTUBHOCTH | METOJIOB OLICHKH
CpenCTB 3alUTHI | IPUMEHSIEMBIX MporpaMMHO- | 3)PEeKTUBHOCTH  TOJTUTHKHU
uH(pOpMAaLIUN» anmapaTHBIX CPEACTB 3alluThl | 0€30MaCHOCTH,

MH(OPMAIINY C UCTIOIH30BAHUEM | pEaTM30BAaHHON B

IOTAaTHBIX CPEACTB U MCTONUK.

MporpaMMHO-arImapaTHbIX

CpencTBax 3aITUTHI
nHpopmanuu; Croco0oB
aHaJlnu3a MMPHUMEHACMBIX

MCTOOOB MW CPCACTB 3alIWUTHI

uH(poOpMallUd Ha TpeAMeT
COOTBETCTBUS MOJTUTUKE
0e30macHOCTH

Ymenus: OTIpeIeNATh
napaMmeTpbl

(G YHKIIMOHUPOBAHUS

MIpOrpaMMHO-anapaTHbIX
CPEICTB
uH(popmanuu; paspadaTeiBaTh

3aIIUTEI

MCETOJHUKHU OLICHKH




3aIIUIIEHHOCTH
MPOTPAMMHO-aNIapaTHBIX
CPEICTB 3aILUTHI
uHpOpMaINK; IIPUMEHSTh
pa3paboTaHHbIE  METOJUKH
OLICHKH 3aIIUIIEHHOCTH
[IPOrpaMMHO-aNNapaTHbIX
CpENCTB 3aIIUThI
uHpopMauu

OnbIT 1€eSITeTbHOCTH: B
HACTPOMKE U HCIIOJIb30BAHUU
CPEICTB TECTUPOBAHUS
3AIIUIIEHHOCTH CETEH CBS3H.

2. MECTO JUCHUILIUHBI B CTPYKTYPE OBPA3OBATEJILHOM

HI/ICHI/IHHI/IHa BXOIUT B 4acCTh,

ITPOI'PAMMBbI

dbopMupyeMyr0 y4yaCTHHKaMH 00pa30BaTeIbHBIX

orHomeHnid broka 1 «Jlucuurummaer (Momynn)» 00pa3oBaTeIbHON MPOrpamMMbl (SBISETCS

AJICKTUBHON ).

BXOI{HI)IG Tpe6OBaHI/I$I K JUCHUIINIMHE OCHOBBLIBAIOTCA Ha TCOPCTUUYCCKHUX 3HAHHUAX U

IIPAKTUYECKUX HABBIKAX, IPUOOPETEHHBIX CTYJIEHTAaMH B Ipolecce oOydyeHus B OakanaBpuaTe U

1 roge oOy4eHust B Maructparype.

3. OFBbEM JIUCHUILIUHBI U BUJIbl YYEBHOM PABOTBI

KonTakTHast padora
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4. COAEP) KAHUE JUCIUIIJINHbI

KonTakTHasi padora
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1. [TpuHIUTIBI YcrHbIi onpoc
IIOCTPOEHUS 8 5 1
3alMIIEHHBIX CETEBBIX 0 | 3ammra 1abopaTopHOi pabOTHI
IIPOTOKOJIOB
2. 3aIyIICHHbIC o | YcTHBIi onpoc
MIPOTOKOJIBI CETEBOTO - |12 2 B
0 | 3ammura maboparopHoii paGoTHI
YpOBHS
3. 3amuIieHHbIe .
2 | YcTHBI ompoc
IIPOTOKOJIBI - |12 2 0
TPAHCIIOPTHOI'O YPOBHS 3amuTa 1a60paTOpHON pabOThHI
YceTHBIT onpoc
4 3amuieHHbIe 1
MPOTOKOIIBI CUCTEM - 8 2 0 3amura na60paT0pH0ﬁ pa6OTBI
WnTepuera Bemel 3amura npo¢ecCuoHaAIbHO-
OpPUEHTUPOBAHHBIX 3aaHHUIA

4.1. JlekunoHHbIE 3aHATHS
He npeagycMmoTrpensl
4.2. TlpakTHyecKkue 3aHATHS
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1 1 2 [TpUHIUTIBI TOCTPOCHUS 3AIUIIICHHBIX CETEBBIX MPOTOKOJIOB
2 2 2 3amuieHHbIH TPOTOKOI ceTeBoro yposHs IPSec
3 3 2 3amuIeHHbIe MPOTOKOIIbI TpaHcopTHOro ypoBHs TLS u QUIC
4 4 2 3amuIeHHbIe MPOTOKOIIbI cucteM MHTepHeTa Belei




4.3.

IIpakTHyeckass NOArOTOBKA NPHU NPOBEAeHUH J1a00PATOPHBIX padoT

Ne moxyJis

MACHUILIMHBI

padoThbI

O0neM 3aHATHI

(uacnl)

HaumeHoBaHnue padoTbl

[EEN

YcranoBka u HadasbHas HacTpoiika Kali Linux

Hacrpoiika cetr u cereBbix ciyx6 B Kali Linux

Hactpoiika 6e3omacHoctu B Kali Linux

[Tponsunytas HacTpoiika Kali Linux

Co3nanue maketoB u quctpudyrusos B Kali Linux

@ | O B @M FIND naGopaTopHOii

Hacrpotika pa6otsr Kali Linux ¢ pemosutapuem macirabda
HpEIPHUSTHS

BBenenue npoBeieHue pacciaenoBanuii ¢ ucnoib3oBanuem Kali Linux

CkaHupoBaHHUE YS3BUMOCTEH C HCIIOJIb30BAHNEM UHCTPYMEHTA
OWASP ZAP

Peanu3anus atak ¢ UCIONIb30BaHUEM ysSI3BUMOCTEMH ci1yx0b1 RPC

10
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Peanuzanus ARP-cnydunra ¢ momouipto HHCTPYMEHTOB
muctpuOytuBa Kali Linux

4.4. CamocTosiTeIbHAs1 padoTa CTY/ICHTOB

Ne MmoayJist

AU CIHUIIJINHbBI

(uacobl)

Bug CPC

Oonem 3anaTHI

IToaroToBka k MMPAKTUICCKOMY 3aHATHIO ((I/ISY‘IGHI/IC IMTPUHIUIIOB ITOCTPOCHUA
3aIMUIICHHBIX CETCBBIX ITPOTOKOJIOB»

Brmmonnenue HHAWBUAYAJIbHBIX ITPOCKTOB

a1

[ToaroroBka K mpakTU4YeCKOMY 3aHATHIO «/3ydeHne 3aMIIEHHOrO MPOTOKOJIA
ceTeBoro ypoBHs [PSec»

Brmomaenne HHIWBHUAYAJIbHBIX ITPOCKTOB

ITonroToBKa K BBIMOJIHEHUIO JIAOOPATOPHBIX padoT

IloaroroBka K 3amiure HaGOpaTOpHLIX pa60T

o1 o1 o1 O1

[ToaroroBka K mpakTHYECKOMY 3aHATHUIO «/I3ydeHue 3auiuIieHHbIX
MPOTOKOJIOB TpaHCTIOPTHOTO ypoBHs TLS n QUICY

Brmomaenne HHIWBHUAYAJIbHBIX ITPOCKTOB

IToaroToBKa K BBIMOJIHEHUIO JJAOOPATOPHBIX padoT

IloaroToBka K 3amiure HaGOpaTOpHLIX pa60T

w| o1 o1 01

IloaroToBka k MMPAKTUICCKOMY 3aHATHUIO ((I/I3y‘-IeHI/IC 3allUIICHHBIX
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IIPOTOKOJIOB cucteM MHTepHeTa Bemen»

w

Bremonnenue HHAWBHUIYAJbHBIX ITPOCKTOB

S

Brinonnenue npogeccuoHanbHO-OpUEHTUPOBAHHBIX 3aJaHUN

4.5. IlpumepHasi TeMaTHKAa KypPCOBBIX padoT (IIPOEKTOB)
He npenycmorpensl

5. HEPEYEHb YYEBHO-METOJANYECKOI'O OBECIHHEYEHUA JJI51
CAMOCTOSTEJBbHOMN PABOThHI

Y4eOHO-MeToInYecKoe 00ecIiedeHne sl CAaMOCTOSITEIbHON pabOTHI CTY/IEHTOB B COCTaBE
VMK aucrummuasl (OPUOKC// URL: |, http://orioks.miet.ru/):

Moayab 1 «[IppHIHMIBI IOCTPOEHNUS 3aALIMIIEHHBIX CeTeBbIX MPOTOKOJI0B)

Jnsa BeimonHenus CPC no Tteme «M3ydyeHue NPUHLUIOB IOCTPOCHUS 3aIUIIEHHBIX
ceTeBBIX MPOTOKOJIOBY mpenactasiensl B OPUOKC (http://orioks.miet.ru/) B pasmene pecypchl mo
nucuuruae, Moayns 1:

v TOCT P UCO/MDK 7498-2-99 HudopMalyoHHas TEXHOJIOIUs. B3aMMOCBSA3b OTKPBITHIX
cucteM. basoBas atanonHas monenb. Yacts 2. ApXUTeKTypa 3aliuThl HHPOPMALUH.

v' MP 26.2.002-2013 «HMcnonb3oBanue anmroputmoB ['OCT 28147-89, TOCT P 34.10 u TOCT P
34.11 B xpunrorpaduyeckux coodmenusx popmara CMS»;

v P 1323565.1.025-2019 «Mudopmanmonnas TexHomorus. Kpunrtorpadudueckas 3amura
uHpopmannu. Popmatbl COOOIIEHHH, 3aAMIIEHHBIX KPUIITOTPa(hUIECKUMU METOIaMM.

Hns  Bemonnenuss CPC mno Tteme «BbIOMHEHME WHAMBHUIYAIbHBIX IPOEKTOBY
HEO0OXOJUMO HCII0JIb30BaTh MaTepuaibl U3 IMpodeccHnoHalbHbIX 0a3 JaHHBIX W 0a3 3HaHUM,
IIPEICTABJICHHBIX B pa3fiee 7 HaCTOSIIEH IPOrpaMMBI.

Moayab 2 «3amuuieHHbIi TPOTOKOJI CeTEBOr0 YPOBHS)

Jna BemmonHenus CPC no teme «M3ydeHne 3aliMIEHHOrO MPOTOKOJIA CETEBOIO YPOBHS
IPSec» npencrasnenst B OPUOKC (http://orioks.miet.ru/) B pazaene pecypcsl mo TUCHUILTUHE,
Mopyns 2:

v P 1323565.1.035-2021 «Uudopmanmonnast TexHomorus. Kpunrorpaduueckas —3aiqura
uHpopmanuu. Vcnonp3oBaHHe POCCUUCKMX KPUNTOrpaUyecKux aaropuTMOB B IPOTOKOJIE
3auThl nHGopMaruu ESPy.

v P 1323565.1.034-2020 «HMudopmanronHas TtexHomorus. Kpunrorpaduueckas 3amiura
uHpopmanuu. [IpoTokon 6€30macHOCTH CETEBOTO YPOBHSI».

Hns  BemonHenuss CPC no Teme «BpIonHEHWE WHAMBUAYAIbHBIX IPOEKTOB)
HE00X0/IMMO HCHOJb30BaTh MaTepuaibl M3 Mpo(ecCHOHANbHBIX 0a3 MaHHBIX M 0a3 3HAHMIA,
NPEJCTaBICHHBIX B pas/esne 7 HaCTOSIIEH MporpaMmBl.

Moayasb 3 «3ammuieHHbIe MPOTOKOJIbI TPAHCIIOPTHOIO YPOBHSI»


http://orioks.miet.ru/
http://orioks.miet.ru/
http://orioks.miet.ru/

Hns BemonHenuss CPC no teme «M3ydeHue 3alllMIEHHBIX MTPOTOKOJIOB TPAHCIIOPTHOIO
ypoBast TLS u QUIC» mpencrasnerst B OPUMOKC (http://orioks.miet.ru/) B pazaene pecypcsl 1o
qucruriae, Moayns 3:

v P 1323565.1.020-2020 «Mudopmanuonnas TexHojorus. Kpunrorpapuyeckas 3amura
uH(popmanuu. Vcmonp3oBaHUE POCCUUCKHX KPUNTOrpaQUUECKUX aNTOPHUTMOB B IPOTOKOJIE
6e3onacHoCcTH TpancrnopTHoro ypoBHs (TLS 1.2)».

v P 1323565.1.030-2020 «HWudopmannonnas TexHosorus. Kpumnrorpapuueckas 3amura
uHpopmanuu. Vcnonb3oBaHue KpUNTOrpapuueckux aaropuTMOB B MPOTOKOJE 0€30MacHOCTH
TpancnoptHoro ypoBHs (TLS 1.3)».

Hns BemonHenuss CPC mno Teme «BbINOMHEHHE WHIUBUIYAIBHBIX IPOEKTOB)
HEOO0X0/IMMO HCHOJIb30BaTh MaTepHajbl M3 NPOPecCHOHANBHBIX 0a3 MaHHBIX U 0a3 3HAHWA,
IIPEICTABJICHHBIX B pa3zelie 7 HaCTOSIIEH IPOrpaMMBI.

Monyab 4 «3amuineHHbIe IPOTOKOJbI cucTeM UHTepHeTa Belnein»

Hns eimonnenuss CPC mo Tteme «M3ydeHue 3alllMIICHHBIX MPOTOKOJIOB CHUCTEM
Wurepuera Bemiein» npencrasiensl 8 OPUOKC (http://orioks.miet.ru/) B pasaesne pecypcsl mo
TUCIUILIHE, Momynb 4:

v' MP 26.4.001-2019 «IIpoTOKOJI 3alIMIIEHHOr0 oOMeHa it HHAyCcTpuanbHbix cucreM (CRISP
1.0)»;

v  MP 26.4.003-2018 «Kpunrorpadpuueckue MeEXaHU3Mbl 3aIUIIEHHOT0 B3aMMOIEHCTBUS
KOHTPOJIBHBIX M U3MEPHUTEIIbHBIX YCTPOMCTBY;

v  MP  26.4.003-2019 «Mudopmannonnas TexHoaorus. Kpunrorpaduueckas —3amura
uHpopManuu. Vcrnonp3oBaHue POCCUUCKUX KPUOTOrpahUUECKUX MEXAHU3MOB JJISl peaanu3aluu
oOMeHa JaHHBIMH 110 TPOTOKOITYy dlmsy.

Jns Bemonnenus CPC mno Tteme «BpImonHeHHWE WHAMBUAYAIBHBIX MPOEKTOBY
HEOOXOJUMO HCIIOJIb30BaTh MaTepuaibl U3 MpodeccroHalbHBIX 0a3 JaHHBIX U 0a3 3HAHUM,
MIPEICTABJICHHBIX B pa3fienie 7 HAaCTOSIIEH MPOrpaMMBI.

IIpuMepHasi TeMATHKA HHAUBUAYAJbHBIX IPOEKTOB:

Ananu3 ys3Bumocteit yerpoiict u cucteM [oT B coorBercTBum ¢ 'OCT P 57628—2017.

[udposanune snexTpoHHOW mHouThl No cnenudukanuu S/MIME ¢ ucnonb3oBaHueM
crangapta PGP.

HIudposanue snexTpoHHOM mouThl mo cnenudukanuu S/MIME ¢ ucnonb3oBanuem
crangapta PKCS-7.

Coznanue [PSec nutro3a ¢ UCMONBb30BaHUEM OTKPBITOTO mporpaMMmHoro obecredenuss OC
Linux.

Cozmanne VPN mimro3a ¢ MCIoMb30BaHUEM OTKPBITOTO TIporpamMmHoro odecneuenus, OC
Linux u mporokona TLS.

Cozmanne VPN mumro3a ¢ MCIoNMb30BaHUEM OTKPBITOTO TIporpamMmHoro odecrneuenus, OC
Linux u ynpaBieHHs KII04aMU Ha OCHOBE MHPPACTPYKTYpbl OTKPBITHIX Kitoueil PKI.

Obecrieuenrie  ayTeHTU(UKAIIMM ~ CETEBBIX  YCTPOMCTB €  HUCIHOJIB30BAaHUEM
UHPPACTPYKTYpa OTKPHITHIX Kimroueii PKI.

[Toctpoenne cucrteMbl KpUNTOTpadUUYECKO 3alUTHl B CHUCTEMaX pPaJHOAOCTYIIa
TexHojoruit Tuna WiFi.

Co3nmanme cepBepa reHepamuu IUGPoBeIX cepTudukatoB X.509 ¢ wucmoiab30BaHHEM
ouomotexkn SSH.

CoznaHue ynoCTOBEPSIOLIETO IEHTPa ¢ HCIOIb30BaHUEM CBOOOJHO pacIpOCTPaHIEMOTo
MIPOrpaMMHOTO 00eCIIeUeHUS.


http://orioks.miet.ru/
http://orioks.miet.ru/
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8. OBPA3OBATEJIBHBIE TEXHOJIOT'MA

B xone peanuzanuu oOyueHUs HCHOJNB3YeTCsl CMEIIaHHOe OOy4YeHHME OCHOBAaHO Ha
UHTETPallii TEXHOJIOTUH TPaJULMOHHOTO W DHJIEKTPOHHOIO OOYYeHHUs, 3aMelIeHMH YacTh
TPaJMLMOHHBIX Y4€OHBIX (popM 3aHATHI opmMamMu U BUAAMU B3aUMOJICHCTBUS B AJIEKTPOHHOU
o0pa3oBaTenbHOI cpeje.

OcBoeHue o0pa3oBaTeIbHOM MporpamMmbl OOECHEUMBAETCS pPECypcamMH 3SJIEKTPOHHOU
uH(popMalnoHHO-00pa3oBarenbHOU cpenbl OPVMOKC.

Jlnst B3aMOJIEHCTBHS CTYJEHTOB C MpernojaBaTeieM HUCHOIb3YI0TCsS CEpPBHCHI 0OpaTHOM
ceszu: paspen OPUOKC «Jlomamnue 3amanus», «l[loprdommo», «Omnpoc CTYIEHTOB» U
AJIEKTPOHHAsS 110YTA.

B mnpouecce oOyueHHMs Hpu NPOBENCHUU 3aHATUH W JUIS CAMOCTOSITENbHOW paboThI
UCIIOJIb3YIOTCS BHYTPEHHHUE AJIEKTPOHHBIE pecypchl B (hOpMax BHYTPEHHUX OHJIAMH-KYpPCOB U
tectupoBanus B OPOKC.

[Ipn mpoBeneHUM 3aHATUNH U JJII CAMOCTOSATEIBHOW pabOThI MCHOJB3YIOTCS BHEIIHHE
AIIEKTPOHHBIE pecypchl B popMax: BHEITHUX OHJIAlH 0a3 TaHHBIX U 0a3 3HAHUM:

- Caiitr ®CTOK Poccun. bank mannbix yrpo3 Oe3zomacHoctu uHpopmanmuu OCTIK
Poccun: caiit. — URL: https://bdu.fstec.ru/threat (nata oopamenus 21.12.2020)
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- Koncopuuym ceptudukanuu mo O6e3omacHOCTH MHGPOPMAIMOHHBIX cucTtem: cait. — URL:
https://www.isc2.org/ (mata oopamenus 21.12.2020)

- Caiir ISACA. Information Systems Audit and Control Association (ISACA)
Accoumanus 1O ayauTy W YOpaBlieHHI0O WHGOpManuMOHHBIMU cuctemMamu: cait. — URL:
https://www.isaca.org/ (mata obpamenus 21.12.2020)

- Caiitr TCG. Koncopunym Trusted Computing Group (TCG) I'pynna no 1oBepeHHBIM
BeruncieHusM: caiit. — URL: https://trustedcomputinggroup.org/ (nata ooparmenus 21.12.2020)

- Caiir IEEE. Texnuueckuii komuter IEEE no 6e30omacHOCTM M NPUBATHOCTH: CaWT. —
URL: http://www.ieee-security.org/ (nara oopamenus 21.12.2020)

- Caitr NIST. ba3a gaHHbIX YS3BHUMOCTEH MPOAYKTOB HH(POPMAIIMOHHON TEXHOJIOTUU

CauT. -

HanunonansHoro uHctutyta mo cranaaprusamun CIHIA: caiit. — URL: https://nvd.nist.gov/vuln
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- Caiitr xommanuu Offensive
uHpopMmannonHoi texunosoruu: caint. — URL: https://www.exploit-db.com/ (mata oOpamienus
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Security. ba3a pgaHHBIX ysI3BUMOCTEHl MPOIYKTOB

9. MATEPUAJIBHO-TEXHUYECKOE OBECINEYEHUE JUCHUIIJIMHBI

HanmenoBanue yueOHbIX | OCHAIIEHHOCTH Y4eOHBIX
ayIMTOPHUIl U MOMeLleHU i

VIS CAMOCTOATEIHLHOM

ayJAUTOPHUI U
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o0yJaromuxcs

KommnbsrorepHas TexHuka ¢
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lus i Open Office, Gpaysep

(Firefox, Google Crome);
Acrobat reader DC

HH(POPMaIMOHHO-
00pa3oBaTeNbHYIO CpEay
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10. ®OHAbI OHEHOYHbBIX CPEACTB JJIs1 IPOBEPKU
CO®OPMUPOBAHHOCTH KOMIETEHIMH/IIOJKOMIETEHIINIA

1. ®OC mno mnoxnkommereHuu I[MK-4.BCC «Cnocoben obecrneunBaTth HHPOPMAIMOHHYIO
6e30MmacHOCTh UH(POKOMMYHUKAITHOHHBIX CUCTEM).

2. ®OC mo mnomkommnereHmuu I[MK-5.BCC «CrnocoOeH oIleHHBaTh pabOTOCIIOCOOHOCTh U
3¢ (HEeKTHBHOCTH IPUMEHEHUS TIPOTPaMMHO-AIAPATHBIX CPEJICTB 3alTUTHI HHPOPMAITUI.
@DOHJIBI OICHOYHBIX CPEJCTB IMPEACTABICHBI OTICIBHBIMU JIOKYMEHTAMH W Pa3MEIICHBI B

cocrae YMK nucnumiuHbel 37I€KTpOHHON HH(GOPMAlMOHHONW 00pa3oBaTENbHOM  Cpeibl

OPUOKC// URL: http://orioks.miet.ru/.

11. METOJJMYECKUE YKA3AHUS JJIS1 OBYYAIOLMXCS IO OCBOEHUIO
TV CHMUILIAHBI

11.1. OcoGeHHOCTH OpPraHu3aNiu Mpouecca o0y4eHus

I[J'ISI YCHGIHHOﬁ MOATOTOBKM K CEMHUHAPY CTYACHTBI OOJDKHBI JOMa IMOATOTOBUTH K
3aHATUIO 3—4 npuMepa GOpMyIUPOBKU TEMBI UCCIEI0BaHMS, IPEICTABICHHOIO B MOHOTpausx,
HaY4HBIX 3aTeM OHHM  CAMOCTOSITEIBHO  OCYIIECTBIISIIOT — MOMCK
COOTBETCTBYIOIIUX HCTOYHUKOB, OIPEICIAIOT aKTyaJlbHOCTh KOHKPETHOTO HCCIEIOBAHUS
IPOIIECCOB M SBJICHUM, BBIJEISAIOT OCHOBHBIE CIIOCOOBI JI0OKA3aTEeNbCTBA aBTOPAMH HAYUHBIX

CTaTbhiX, OT4YCTax.

pa60T OEHHOCTHU TOI'0, YEM OHHU 3aHHUMAaroTCs.

[TogrotoBka k  jmabopaTopHOM  paOOTe  BKJIIOYAET  CICAYIONIME  DJIEMEHTHI
CaMOCTOSITCIIEHON JICSITETLHOCTH: YETKOE NPEJCTABIICHWE IEMM W 3a7ad, IOCTABICHHBIX B
nabopaTopHOi  paborte; AHAJTMTHIECKOM,
JESTENIbHOCTH, KOTOpbIE CTaHyT pe3ylbTaToOM IMpeacTosield paboTel. BripaboTka HaBHIKOB
OCYIIIECTBIISIETCS C MOMOIIBI0 MONy4eHUsT HOBOW MHGpOpMAIMU 00 M3ydaeMbIX IMpoleccax U C

NOMOIIbIO 3HAHUA O TOM, B KakoM CTEIIEHH B JaHHOE BpEMs CTYACHT BJIAACCT MCTOAaMU

BBIJICJICHUE HABBIKOB YMCTBEHHOMW, HAay4YHOU
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UCCIIEI0OBATEIbCKON JEATENbHOCTH, KOTOPBIMH OH CTaHET I0JIb30BaThCd Ha J1IaOOpaTOPHOM
3aHATHUH.

Bo Bpems moAroToBKM K J1a0OpaTOPHBIM 3aHSATHSM CTYASHTHI JIOJDKHBI IOATOTOBHUTH
KOHCIIEKTBI, TJ€ JOJDKHBI OBITh YETKO MPOIHUCAHbI IENU W 3a/a4d BBIIOJIHIEMON pPaboTHI,
OCHOBHBIC METOBI U aJTOPUTMBI ITPOBEACHUS UCCIICAOBAHUS, JOJDKHA OBITh MPOAHAIU3UPOBAHA
IUIaHUpyeMasi K MCIIOJb30BaHMIO ammaparypa M nporpammHoe obOecrnedeHue. [lomkeH ObITh
IPONKCAH IUIaH BBINOJHEHUs pabOThl ¢ NEPEUUCICHUEM BCEX aHAIN3UPYEMBIX XapaKTEPUCTUKH.
JlommyckaeTcst UCIIOJIb30BaTh OJIMH KOHCIEKT Ha MOATPYIILY CTYAEHTOB, OIIPEICIICHHBIX 3apaHee.

3ammra 1a00opaTOpHbIX pa0OT HampaBieHa Ha CUCTEMAaTH3alMI0 U 3aKpelieHUe
NOJYYCHHBIX  TCOPETUYECKUX  3HAHMM W MPAKTUYECKHMX  yMEHUH  O0ydJaromuxcs.
CamocTosTenpHas padoTa Mo MOATOTOBKE K 3allUTe TaO0OPaTOPHON pabOTHI BKIIOYAET B CeOsI:

- U3yYeHHUE KOHCIEKTOB JIGKIUH U Jab0opaTOpHOH paboThI, pacKphIBAIOIINX MaTepHuall,
3aKpeIUIsieMbIii Ha JTa00opaTOpHOU padoTe;

- MOBTOpPEHHME YUeOHOro Marepuiia, MOJIyYeHHOI'O IpH IOATOTOBKE K J1IaOOpaTOpHOM
paboTe 1 BO BpeMsl €€ BbIIOJIHEHUS;

- aHauU3 MPOBEJICHHBIX IPU BBHINOJIHEHUH J1A0OPaTOpPHOW paboThl JEHCTBUH U
HOJyYEHHBIX pe3yJIbTaToB.

JlJ1 MOATOTOBKY K YCTHOMY OIPOCY CTYJIEHT OCYIIECTBIISIET 3aKPEIJIEHUE U pacIiipeHHe
3HaHUH 001eH crienuduuecKol TeMaTukoil. PekoMeHIyeTcsi mpoBOAUTH MOJATOTOBKY 110 OJJHOMY
1100 HECKOJIBKUM UCTOYHUKAM U (POPMUPOBATH KPATKUH KOHCIEKT 10 0003peBaeMoii TEME.

Beinonnenue 3aganus:

1) onpeneneHue 00JaCTH 3HAHMIMA;

2) BBIOOp THIIA U HCTOYHHUKOB JAHHBIX;

3) cOop marepuanoB, HEOOXOIUMBIX Ul HAMOJIHEHHUs HH(OPMAIIMOHHON MOJEIH;

4) or6op Hamboee none3Hoi HHpOopMaIIH;

5) BbeIOOp Merona 00paboTku uHGoOpManuu (KiaaccupuKanus, KilacTepusanus,
PEerpeCcCHOHHBIN aHAIN3 U T.J1.);

6) BEIOOp aIrOpUTMa MOUCKA 3aKOHOMEPHOCTEH;

7) IOUCK 3aKOHOMEPHOCTEH, (hOpMaIbHBIX MPABUI U CTPYKTYPHBIX CBSI3€l B COOpaHHOM
uH(pOopMaLnu;

8) TBOpueckast HHTepIpeTaLHs OJyYeHHbBIX PE3Y/IbTaTOB;

9) oTBeTHl Ha KOHTPOJbHBIE BOIPOCHI, IPEJCTABICHHbIE B PEKOMEHJIOBAHHOM
JauTeparype.

ITpodeccnoHanbHO-OPUEHTUPOBAHHOE  3aJaHMe TpebyeT OT CTylIeHTa yMEHUs
AHAJIM3UPOBATH B KOPOTKUE CPOKH OOJIBIION 00beM HEYNOpsAJO0UYEeHHOW MHPOpMaAUH, IPUHSTHE
pellieHnit B yCIOBHSIX HeNocTaTouyHOM HH(opmanuu. 3anaHue (HOpMylIHpyeTcs Ha OCHOBE
NPaKTUYECKHX  NPOOJEMHBIX  CUTyalllid —  KEHCOB, CBS3aHHBIX C  KOHKPETHBIMH
poeCCHOHATLHBIMH JIEHCTBUASMHU.

Brinonnenue 3aianus:

1) HOArOTOBUTH OCHOBHOM TEKCT C BOIIPOCAMH JJIsi OOCYKICHUS:

— TUTYJIBHBIN JIUCT C HA3BaHUEM 3aJlaHMS;

— BBEJICHME, TJIe YIOMUHAETCcs MpoecCuoHalbHas 3a/1a4a, PACCKa3bIBACTCS 00 UCTOPHH
BOIPOCa, YKa3bIBa€TCs BpeMsl Hayasa JeicTBUS;

— OCHOBHAs 4acTb, I/I€ COJIEP’KUTCS TJIaBHBIM MaccuB HH(OpManuu, mpobiema;

— 3aKJIIoueHue (B HEM pelleHrne npobiieMbl, paccMaTpUBaeMol B Kelice, MHOTja MOXKET
OBITH HE 3aBEPIIICHO);



2) mooOpaTh MPUITOKEHHS C TTOAOOPKOH pa3aTuYHON HHPOPMAITUH, TIEPEIAIOIIeH O0THi
KOHTEKCT Kekca (JOKyMEHTHI, MyOIuKaIuy u Jp.);

3) IpeIOKUTH BO3MOYKHOE PELLIEHUE MPOOIIEMBI.

4) paccMOTpPETh IOCTOMHCTBA U HEJOCTATKH MPEIIOKEHHOTO PEIICHUS

B pamkax w3yueHUs AMCHUIUIMHBI y4YaIlMecs TOJKHBI BBITIOJHUTH WHIUBUIAYATbHBIN
npoekT. [lpuMepHbIe TEMATHKH WHIMBUAYAJIBHBIX MPOCKTOB IPEJICTABICHBI B pasnene 5.
3anaHne Ha BBINIOJHCHUE WHAWBHUIYAIBHOTO MPOEKTa 0(GOpMIISIETCS B BUJIC MHIMBHIYaIbHOTO
3aJ]aHUsl, YTOYHSIOIIETO OOIIYI0 TEMATUKY HHIUBUIYAITBHBIX IPOCKTOB.

PesynbTaTroM BBINONHEHUS WHAMBUIYAIBHOTO TPOCKTAa SBISETCS IOSCHUTEIbHAS
3ammcKa U MaTepuaibl JokiIaaa. [lpu HeoOX0UMOCTH JTOMOTHUTEIBHO MPEIOCTABISICTCS MAKeT
CO3aHHOTO TEXHUYECKOro pemieHus. Kak mpaBuia MakeT MPEACTaBIsSETCS B BHUIE O0Opas3oB
BUPTYAIbHBIX MAIIMH C HACTPOCHHBIM WX pa3paboTaHHBIM MPOTPaMMHBIM obecrieueHuem. [lpu
HEO0OXOIMMOCTH MaKET MOXKET COJIepXKaTh anmapaTHbIe KOMIOHEHTHI.

PesynbTaThl HHIMBUIYAIHHOTO TPOCKTA 3aIIMIIAKOTCS B IPOIIECCE IMOYUCHUS 3aUeTa.

['paduik BHIMOTHEHNS UHINBUIYAILHOTO MTPOSKTA MPEIICTABICH B TAOIUIIC HUXKE.

Ne | ConepkaHue NYHKTA JlaTa 3aBepuieHust
[Tony4yeHne TeMbl HHAMBHYaTBHOTO MPOEKTA 10 4 Henenu

2 | [IpenocraBienne  Ha  NPOBEpPKY W YTOYHEHHE
VHIAMBUAYAJILHOTO 3aJJaHMsl. 1o 10 Hegenu

3 | [IpenocraBienue mpenogaBaTeno Ha MPOBEPKY YEPHOBOMU
BEPCUU PE3YJIbTATOB BBHIMIOJIHEHUS HMHAUBUAYAJIBHOTO | 10 12 Hexenu
MPOEKTa
4 | Ilomyyenne  3aMeuaHUd 1O  YEPHOBOM  Bepcud | 10 14 Hemenu
WHJUBUIYaJIbHOTO NPOEKTA

5 | Ucnpasnenne pe3ynbTaTOB UHIWBUIYATHHOTO MPOEKTA IO
3aMEYaHMsAM  TpernojaBarenss W IOpenocTaBieHue | 10 15 Hegenu
OKOHYATEJILHOTO OTYETAa [0 WHANBUIYAILHOMY 3aJJaHUIO
6 | 3amuTa MHAUBUYATbHBIX TPOEKTOB 16 Hepnens, 3aueTHas HEAEIA

TpeboBaHust K COlep’KaHUIO OTUETHBIX MATEPHAJIOB 110 BBHIOJIHEHUIO WHAWBHUAYAJIbHOTO
IIPOEKTA!

- InpuBuayansHOE 3a1aHUE;

- [losicuuTenbHas 3amucka MO BBIMOJHEHUIO WHAUBUAYAIBHOTO IMpoekTa (He MeHee 15
CTp.);

- Cnaiizel Ui AOKJIa/1a 0 MHIUBUAYaIbHOMY MPOEKTY (He MeHee 20 cnaiiioB);

- Maker co34aHHOr0 TEXHUYECKOI'0 PEIICHUs.

NuauBuayanbHOE 3ajaHUE JOJDKHO COJIEPKATh!

- Ha3BaHHUE TeMbl UHIMBU/yaJIbHBIX MPOEKTOB,;

- Ha3Hau€HUE BBINOJIHIEMOMN paboThI;

- TpeOOBaHUSI K CO3[JaBa€MOMY TEXHHYECKOMY pEIIeHHI0 (COCTaB, TEXHHYECKHE
XapaKTepUCTUKU U JIp. IPH HEOOXOAUMOCTH);

- TpeOOBaHUS K COJEP’KAHUIO MOSCHUTENBHOM 3aMUCKH (IUIaH MPOCHEKT MOSCHUTEIbHOM
3aIUCKH);

- TpeOOBaHUS K COAEPIKAHUIO CIIAHI0B JI0KIa/Ia.



B moscHUTENbHON 3ammcKe MOJDKHA colepKaThcs HHGpoOpMamus o0 HCClIeI0BaHUH
BOIIPOCA II0 TEMAaTHKE HHIUBHUIYaJbHOTO IIPOEKTa, (OPMYIHPOBKH TpeOOBaHHN K
UHIMBHIYaJIbHOMY IIPOEKTy, pa3paboTKa peleHHs 110 TeMaTHKe WHIWBHAYAIFHOTO MPOEKTa H
JI0Ka3aTeNbCTBO KOPPEKTHOCTH 3TOT0 PEIIEHUS (TECTUPOBAHHUE).

11.2. CucTemMa KOHTPOJIS M Ol €eHUBAHUS

Jlns OLeHKH YCIIEBAEMOCTH CTYIEHTOB IO IMCIMIUIMHE HCIIOJB3YEeTCS HAKOIUTEIbHASL
OamnbHag cucreMa. baiaMu OIEHHBAIOTCS BEIIONHEHHE KAXIOTO0 KOHTPOJIBHOIO MEPOIPHSTHS
B CEMeCTpe. .

Bannamu OnEeHHMBAIOTCS: BRIIOMHEHHE KaXJOTO KOHTPOJIBHOTO MEPOIIPUATHS B CEMECTPE
(Maxcumym 100 6a110B), akTHBHOCTB B ceMectpe (70 6amioB) u 3a4eT ¢ onenkoii (30 6amios).

B TeueHmm ceMecTpa OCHOBHBIE KOHTDOJIBHBIE MEPOIPHATHS OCYLIECTBISAIOTCS Ha
IPAKTHYECKHX 3AHATHAX (BCEro 4 MpPaKTHYECKHUX 3aHATHS). 3a KOHTPOJIBHOE MEDOIPHSITHE B
paMKax IpaKTHYECKOIO 3aHATHSA ydaluics MOXKeT NolIyduTh oT 0 1o 6 6ammioB. KoOHTpomsHEIM
MEpOIpPUATHEM B TEYEHHE CEMECTpa SBIETCS 3alluTa WHIUBHAYAJIBHOTO IpoekTa. Ilo
pe3yJbTaTaM BBIIOJHEHHS M 3alIMTHl HHIUBHIYAJIHHOTO IPOEKTa yJaIIUHCS MOXKET IIOIYYHTH
ot 0 o 22 6amnos.

ITo cymme 6GamnoB BeICTaBISIETCS MTOrOBas oueHka. CTPYKTypa u TpadMK KOHTPOJIBHEIX
meponpusatuit focryneH B OPMMOKC// URL: http://orioks.miet.ru/.

PA3PABOTYHK:

Houent xadenper TKC, k.T.H. /A.B. Illapamox/




Pabouyas mporpaMma IUCIUILIHHE! «be30macHOCTh ceTeil CBA3W» 10 HAIPaBJICHHUIO IIOATOTOBKA
11.04.02 «VHPOKOMMYHUKAIIMOHHBIE TEXHOJOTMH M CHCTEMBHl CBSA3U», HAIPaBIEHHOCTH
(mpodmimo) «HPOPMAIMOHHEIE CETH U TENEKOMMYHHKALUI) paspaboTaHa Ha kadenpe TKC u
yTBepxkaeHa Ha 3acenanuu Y C kadenpsl A4, J. 2020 roma, npotokon Ne A4

3aBenyromuit kadexpoit TKC W

JIUCT COI'TACOBAHUA

Pabouas IIporpaMma cCorjiacoBaHa C HCHTPOM IMOATOTOBKH K aKKp€AuTalluhd H HE3aBUCHUMOH
OI€HKH Ka4C€CTBa

//
/ U.M. Hukynuna /

Hauansauk AHOK

Pabogas mporpamma cornacoBana ¢ 6ubmuorexkoit MUOT

4
Hupexrop 6ubnuorexku 4‘"/ ~/ T.I1. ®mwnummosa /
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